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ABSTRACT:  This contribution discusses specific requirements for ContactInfo in the T1B registry operations for ENUM within the US portions 1.e164.arpa.
NOTICE:

This document is offered to the CC1 ENUM LLC TAC as a basis for discussion and is not a binding proposal on NeuStar or VeriSign. NeuStar and VeriSign specifically reserve the right to amend or withdraw the statements contained herein.

Introduction

This document describes specific requirements for the T1B operator to maintain a ‘ContactInfo’ database.  Also included in this document are the following:  how the database should be operated, and what information should be publicly accessible.

Determination by the TAC on the need for ContactInfo Databases

1. There is a need for the T1B Operator to maintain ContactInfo databases associated with ENUM registrations.

2. The appropriate technology for maintaining public access to such ContactInfo should be the IETF IRIS protocol developed by the CRISP working group with ENUM extensions, assuming the appropriate documents attain RFC status.

3. There is a requirement on the T1B operator to maintain such a database in a manner known as the “Thick Registry” where the T1B registry operator maintains the authoritative database of registration information obtained from all registrars.

4. The information from that database that could be made publicly accessible is a matter of policy for the ENUM LLC to determine.

Background

In the domain name registration industry, access to Contact-Info has typically been preformed using what is known as the WHOIS service. On the Internet, the term "Whois" is often taken to mean the meta-data about a registered resource, most often a domain name.  This generalization of the term has its roots in the protocol originally specified by RFC 812, titled "Nicname/Whois".

The original intent of this protocol was to describe a centralized database running at the Network Information Center (NIC).  At the time of this development, the Internet was a much different type of network than it is today.  In those days, the Internet was a connection of heterogeneous networks glued together by the Internet.  Administrators of the Internet nodes were all trusted, and the NIC was a central administration point of the Internet.

In order to maintain parity within the ongoing and evolving structure of the Internet, the Internet Engineering Task Force (IETF) chartered the Cross-Registry Internet Service Protocol (CRISP) Working Group.  The intent is to replace the aging Nicname/Whois protocol with the Internet Registry Information Service (IRIS) protocol (now published as RFC 3981, RFC 3982, and RFC 3983).

As the number of end users for this type of directory service has increased, so have the types of data associated with federated Internet resources.  The combined list of contact types from RFC 3982 and draft-ietf-crisp-iris-areg-10.txt consists of 8 defined types: the registrant, billing contacts, technical contacts, administrative contacts, legal contacts, zone contacts, abuse contacts, and security contacts.

In recognition that there is both a need and potentially a requirement for authoritative databases associated with E.164 numbers in the context of various national implementations the IETF ENUM working group is currently developing a version of the IRIS protocol specifically for ENUM national administrations.


http://www.ietf.org/internet-drafts/draft-ietf-enum-iris-ereg-00.txt


General ContactInfo Requirements

The general requirements for the ContactInfo database are:

1. Mining Prevention: providing some technical means to guard against massive mining of the information base

2. Minimal Technical Reinvention: reuse existing technologies to promote standing up of a service and create client software that will use it

3. Standard and Extensible Schemas

4. Level of access: not all data need be equally accessible by all users of the service

5. Client processing: facilitating the creation of client software that can automatically extract relevant details from the services responses

6. Optional Decentralization: the protocol must not require that all data be aggregated in some central repository in order to provide service

7. Authentication Distribution: the protocol itself must not require individual service operators to participate in a single standard authentication system

8. Lookups: the protocol must allow a nameserver lookup given a fully qualified host name or IP address of a name server

9. Searches: the protocol must allow searches by either exact name or partial name match with the ability to narrow the search to registrants to a particular FQDN.

10. Result Set Limits: the protocol must include provisions for allowing a server operator to express a client search limit

11. Internationalization 

ContactInfo Databases must be policy neutral

a. Access can be anonymous and or authenticated

b. Data can be given to some users and/or not to others

c. Trust can be based locally regionally, globally or all of the above

d. Information can be centralized distributed or centrally indexed but distributed or all of the above

Contact-Info Databases should use modern Authentication and Authorizations methods

a. Authentication: passwords, one time passwords, digital certificates, references

b. Authorization: user based, sequence based, chain based, attribute based, time based, refer based.

Specific Requirements for Data Collection among ENUM accredited Registrars and for T1B operators for ContactInfo data access

The T1B operator will ultimately accredit various entities to perform the function of ENUM registrars. Those registrars will as part of the registration process collect a variety of data associated with ENUM registrations which may include the registrant, billing contacts, technical contacts, administrative contacts, legal contacts, zone contacts, abuse contacts, and security contacts.  The data that can be collected will ultimately be determined by the ENUM LLC as a matter of policy. The TAC should make recommendations to the ENUM LLC on which fields it determines should be made publicly available. 

ENUM accredited registrars will ultimately transmit copies of specified data for each registration to the T1B operator for maintenance under the concept of a “thick registry”.

The T1B operator will then take portions of the data; such as registrar contact data and technical contact data and populate an IRIS database with that information for public access. What data is to be publicly accessible is a matter of policy to be determined by the ENUM LLC.

The following is an example of the data that would be returned by a query against the Tier 1B ContactInfo Database for an E.164 number. 

 
EXAMPLE: THIS DATA WOULD BE PUBLIC (Zone Contact) 

Domain Name: 4.5.6.7.3.2.1.2.3.1.1.e164.arpa
Registrar: NETWORK SOLUTIONS, LLC.

Registrar URL:  iris:ereg1//networksolutions.com
Name Server: NS1.CRSNIC.NET

Name Server URL: iris:ereg1//t1b.us/host/ns1.crsnic.net
Name Server: BAY-W1-INF5.VERISIGN.NET 

Name Server URL: iris:ereg1//t1b.us/host/bay-w1-inf5.verisign.net
Name Server: GOLDENGATE-W2-INF6.VERISIGN.NET 

Name Server URL: iris:ereg1//t1b.us/host/goldengate-w2-inf6.verisign.net
Status: REGISTRAR-LOCK 
Updated Date: 19-nov-2004 Creation Date: 02-jun-1995
Expiration Date: 01-jun-2012

 


For all ENUM LLC-accredited registrars who are authorized to register E.164 numbers as domain names through the T1B registry Operator, information as illustrated in the following example could also displayed.


EXAMPLE: THIS DATA WOULD BE PUBLIC (Registrar Contact) 

Registrar Name: EXAMPLE, INC.
Address: 1 Main Street, Anytown, NY 12345, US
Phone Number: 555 123 4567 Email: registrar@example.net
Referral URL: iris:ereg1//example.net 

Admin Contact: 

  John Smith
  Phone Number: 555 123 4568
  Email: admin1@example.net
Admin Contact: 

  Jane Doe
  Phone Number: 555 123 4569
  Email: admin2@example.net
Admin Contact: 

  Chris Auer
  Phone Number: 555 123 4560 

  Email: admin3@example.net
Admin Contact: 

  Domain Name Administrator
  Phone Number: 555 123 4571
  Email: admin@example.net
Billing Contact: 

  Adam Smith 

  Phone Number: 555 123 4572 
  Email: asmith@example.com 
Technical Contact: 

  Chris Auer 

  Phone Number: 555 123 4573
  Email: cauer@example.com
Technical Contact: 

  Technical Contact 
  Phone Number: 555 123 4574 

  Email: techcontact@tld.net

 
Privacy Considerations

ENUM registrars and registries will comply with applicable US regulations on the collection of personally identifying information and disclose the reasons for the collection and publication of such data. 

Even though the ENUM registry will maintain a full and complete copy of all relevant data associated with ENUM registrations in accordance with the requirement for a “thick registry”, it is anticipated that registrars will handle normal and routine inquiries about registrants. The registry operator will refer such inquires to the appropriate registrar.

It is anticipated that personally identifying registrant information associated with ENUM registrations would not be made publicly available through the ENUM ContactInfo system, however such data could be made available to authorized entities (such as Law Enforcement agencies) under appropriate authentication and authorization procedures.

Many individuals, businesses or institutions may, however, may choose to have personally identifying information exposed in the ContactInfo system. The Registry-Registrar interface SHOULD be able to flag appropriate fields for the registry to publish in a separate registrant info field.

In certain special cases where the registrant chooses to manage its own DNS infrastructure the registrant may also be the zone contact. Under these circumstances the requirement for publishing zone contact data may override personal privacy considerations.  In those cases the registrant will be fully informed via an appropriate disclosure of the circumstances and necessity to publish such data.

RECOMMENDATION

It is recommended to the TAC that,  registrar contact, zone contact and zone administration contact data be made publicly available.

ESCROW Requirement

An escrow agreement for all registry-registrar data contained within the ContactInfo database between the Tier 1B registry operator, an appropriate the escrow service provider, and the ENUMLLC will be is essential to ensure business continuity and stability of the 1.e164.arpa service. 

