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1   Purpose - Application

1.1  The purpose of this document is to outline  the current state of DNSSEC within the Internet and discuss its potential applicability to the deployment of ENUM within country code 1

2   Definitions, Acronyms, & Abbreviations

3.1   Definitions

3.1.1   aaaa:  .
3.1.2   bbbb:.
3.2   Acronyms & Abbreviations

	
	

	AAA
	Abba Abba Abba

	BBB
	Babba Babba Babba

	DNS
	Domain Name System


3   Introduction

This will briefly outline DNSSEC (DNS Security Extensions) and where it stands today.  More information is available at http://www.dnssec.net.  

What is DNSSEC?

DNSSEC is officially defined in three documents.  The documents are pending publication by the RFC Editor.  The documents can be found at these URLs:

  ftp://ftp.isi.edu/internet-drafts/draft-ietf-dnsext-dnssec-intro-13.txt

  ftp://ftp.isi.edu/internet-drafts/draft-ietf-dnsext-dnssec-protocol-09.txt

  ftp://ftp.isi.edu/internet-drafts/draft-ietf-dnsext-dnssec-records-11.txt

These current documents will officially Proposed Standards according to IETF rules as documented in http://www.ietf.org/rfc/rfc2026.txt. There are three levels of standardization, Draft and Full follow Proposed, but most DNS specifications today have been effectively finalized at Proposed.


The IETF WG that has produced these documents is the DNSEXT working group defined on the charter page here:

 http://www.ietf.org/html.charters/dnsext-charter.html.

DNSSEC, like any technology, has a number of features but the most important is that it offers the ability to verify that the answer to a DNS query has come from the authorized source and that the answer is complete.  In security terms, it provides source authenticity and data integrity.

DNSSEC was not designed “to secure the Internet” or the Domain Name System. The DNS is still subject to various forms of attack .

DNSSEC is based upon the use of asymmetric cryptography to apply digital signatures to the data unsecured DNS issues today.  The recipient of the data can use the signature to validate the received data.  Because of the enormous scale of the DNS and the Internet, the cryptographic keys used in DNS are hierarchically arranged.  A root key, associated with the top of the DNS data tree, signs the keys for the "top level domains."  These keys in turn sign keys at lower and lower ranks in the tree until a key can sign an individual data set.

The implication of the hierarchy is that DNSSEC will need to be engineered for the top zone (or zones) called the root, the top-level domains (TLD) and enterprises. (A "zone" is the unit of management in DNS.)  The engineering for each differs yet requires interaction between the layers.  Deployment of DNSSEC can progress bottom up or top down.  Proceeding bottom up will allow for low-impact testing but will not reap benefits until higher zones deploy DNSSEC.  Proceeding top down will pay off sooner but will take longer because of the need for stability.

There is also a need to enable applications to make use of the technology before the benefit can be realized.  Besides developing new application software that is able to process the DNSSEC data and present the results to a consumer, client name servers (DNS caches or stub resolvers) will need to be deployed and accurately administered.

To adequately cover the state of DNSSEC, the status of the documents needs to be reviewed, as well as the state of deployment throughout the hierarchy, client name servers, and the demand for DNSSEC by applications.  The latter facet will impact demand for DNSSEC, but it otherwise not on the critical path.

The State of DNSSEC

DNSSEC has been in development within the IETF since approximately 1994.  The first published definition came in 1999, in RFC 2065, and then again in RFC 2535.  The latest definition represents the much-needed input of the operations community, giving much more legitimacy to the current documents than the first attempts.

The current documents are officially Proposed Standards according to IETF rules as documented in http://www.ietf.org/rfc/rfc2026.txt. There are three levels of standardization, Draft and Full follow Proposed, but most DNS specifications today have been effectively finalized at Proposed.

There are a few implementations of DNS that include DNSSEC already. BIND 9.3-series (http://www.isc.org) are written to include DNSSEC features, as well as NSD 2 (http://www.nlnetlabs.nl/nsd/).  These implementations include some maintenance tools, but more are needed.

Deployment in the root zone of the DNS has begun, but the effects will not be apparent for quite sometime.  The goal of deployment is to determine a means to distribute the public key(s) for the root zone, the process of key management and signature production within the root zone, as well as signing keys for the TLDs.  Accomplishing this must be done with no disruption or degradation of current service.  To date, no major decisions have been reached in this process.  Guessing when DNSSEC will be added into the root zone is difficult.  Given the approvals needed, this may not happen until early 2006.

Deployment in the approximately 200 TLDs is harder to summarize.  The most significant TLDs (in terms of consumers) will involve progress on the part of the registry for the TLD as well as the registrars with whom customers interact.  The overriding concern here is stability of service and economic viability.  Still, progress in this area may be swifter than in the root zone, especially if there is user demand.  But, significant progress may have to wait until the root zone is signed.  To date, some TLDs have run DNSSEC trials of short duration, no one has committed to a production date.

Enterprises will have the greatest flexibility in adopting DNSSEC.  The degree of flexibility will depend on internal priorities.  The utility of adoption by an enterprise will be greatly enhanced when the root and TLD zones above it are signed.

Configuring “consumer” DNS servers (such as cache servers at an ISP) or other clients (such as stub resolvers) will take some time.  The issue is related to configuring the root zone public key.  This is a simple operation, but automating it is not that simple.  The management framework for this is not well defined in the Internet.

Applications that will profit from DNSSEC have not reached implementation.  Part of the chicken-and-egg dilemma, the lack of applications means there is no demand for servers to be DNSSEC enhanced.  Without DNSSEC enhanced servers, there is no demand for applications.  There are a few applications poised to take advantage of DNSSEC, Secure Shell (SSH), IP Security (IPSEC) and HTTP (and HTTPS).  The latter could display the security of the URL lookup in the browser.

There are some lingering issues in the protocol definition.  There is significant interest in fixing "zone walking," a practice by which a anonymous client can see what is in the DNS without specifically asking for data.  Not everyone in the DNS protocol community agrees that this is a problem though.

Given the steps needed before deployment, DNSSEC will require about a year of further deployment, mostly getting the root zone signed.  Once that happens, TLDs will adopt at different rates.

Conclusion: 

The deployment of DNSSEC will hopefully happen in slow, piecemeal fashion. The root zone  is a special case, as the keys for this zone have to be widely available, cooperatively managed, and easily yet securely replaced.  (A "zone" is the unit of management in DNS.)  Top-level domain (TLD) zones and the regional Internet registry (RIR) zones will proceeding at different speeds, balancing the need to be operationally and economically prudent against innovation.  In all, it will probably be 18-36 months before there is significant operational deployment in these zones.  Because of the hierarchical nature of DNSSEC, deployment in the root and top-level domain zones will have to happen prior to popular deployment.

IMPACT on ENUM in CC1:

Given the current state of the art, there should not be any requirement on the ENUM infrastructure of CC 1 to deploy DNSSEC at this time. The ENUM LLC TAC should continue to take the advice and counsel from recognized technical experts in DNSSEC from time to time and reevaluate its position as circumstances change.
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· 
RFC 1035 (Domain Name Specification):.

· 
RFC 1101 (DNS Encoding):.

· 
RFC 1995 (IXFR):.

· 
RFC 1996 (Notify):.

· 
RFC 2136 (Dynamic Update):.

· 
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Additional Information on DNSSEC

http://www.dnssec-deployment.org/
http://www.nanog.org/mtg-0410/pdf/crocker.pdf
http://www.sdl.sri.com/other/dnssec/

DNSSEC trial in .US

http://www.iepg.org/november2004/DNSSECtrial-in-us.pdf
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