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= SECTION 1.0 ScoPE, PURPOSE, AND APPLICATION

1.1  Scope

This document describes the Provider ENUM Tiertthnical and operational requirements for a
specific country within the North American NumbegiRlan (NANP) Country Code 1 serving area. In
particular these technical requirements are toseel to select the Provider ENUM Tier 0/1 Registry
operator for US telephone numbers (TNs) underTheT E.164 international numbering standard, and
may be accepted or modified by other NANP memb#&onsiwhen determining their approach.

Provider ENUM is defined as the use of the techgwio RFC3761 by the Service Provider of Record
(SPR) for a specific E.164 number to map a telephmammber into a URI (Universal Resource Identifier)
that identifies a specific point of interconneatito that service provider's network that couldt#e the
originating party to establish communication wille associated terminating party. It is separate fany
URIs that the end-user, who registers their E.1@4alver, may wish to associate with that E.164 number
Provider ENUM is sometimes referred to as “CarfaBlUM” or “Infrastructure ENUM”.

The Provider ENUM Tier 0/1 Registry operator is $iiregle entity responsible for providing Provider
ENUM Registry services initially under el64enumarsd eventually under a global ENUM root (to be
determined by the ITU- for US TNs, including management of pointers ier 2 Provider name
servers. The Tier 0/1 Registry does not contaimiNg Authority Pointer (NAPTR) records but points a
Tier 2 Providers where NAPTR records associatell #ii64 numbers are stored. The ENUM Tier 0/1
Registry operator must establish an open standéedace that is available for all SPRs to use.

These requirements do not presume integration ef aisd Provider ENUM, for example, by sharing of
common infrastructure components but also arentenhded to preclude such sharing.

12 Purpose

This document is intended to provide the specificat necessary to implement the Provider ENUM Tier
0/1 Registry for Numbering Plan Area (NPA) resosradthin the U.S. It is intended to provide sutfiat
information to allow the LLC to issue an RFP forlElUM Tier 0/1 Registry implementation. As such,
it describes, among other things, the referendeaitaature for the Provider ENUM Tier 0/1 Registry.
also provides the critical security and privacyuiegments for implementing this system for the US
numbering space.

This document will be distributed to all stakehofl®ith a view of seeking consensus amongst an
audience that is as large as possible and endi@hghe implementation of a US ENUM Tier 0/1
Registry proceed as swiftly and as smoothly asibless

1.3  Application

This document is intended to be used as the baisenfRFP that will identify and provide the tedati
specifications necessary to select a vendor tHaimplement the Provider ENUM Tier 0/1 Registry fo
NPA resources within the U.S. This may also beluseother countries within the NANP for their
ENUM Tier 0/1 Registry vendor selection requirement

1 Originally the IETF planned to use iel64.arpa for this purpose. That domain is used in this document as
a placeholder until such time as a global apex for Provider ENUM is chosen.
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= SgcTION 3.0 DEFINITIONS , ACRONYMS, & ABBREVIATIONS

Definitions

Address of
Record

Authentication

Authorization

Core Registry
Services

Core Internet
Service Failure

Cross Network
Name Server
Performance
(CNNP) Test

Dynamic
Delegation
Discovery
System (DDDS)

ENUM

ENUM Tier 1A

Registry

Provider ENUM

A URI that can be used to determine a point ofrgdenection
with Service Provider of Record of the telephonmhbar

The process of verifying that a pag.g., the Service Provider
of Record, is who they claim to be. (See Verifionji

The process of verifying that an (eartticated) party is entitled
to perform some action

The three core services provided by the RegisBRS, Name
server, and ContactInfo Services

Is an extraordinary and identifiable event beydredontrol of
Registry Operator affecting the Internet servicebd measured
pursuant to SLRs. Such events include but areimded to
congestion, collapse, partitioning, power griddesls, and
routing failures

Measurements conducted by sending strings of Diy&est
packets from each of four measuring locations th e the
Tier 0/1 name servers and observing the responsesthe Tier
0/1 name servers. (These strings of requests apdmees are
referred to as a "CNNP Test".)

Used to implement lazy binding of strings to datagrder to
support dynamically configured delegation systeothsas
ENUM is based on. The DDDS functions by mappingeo
unique string to data stored within a DDDS Datalinse
iteratively applying string transformation rulegitia terminal
condition is reached. (RFC 3401 to 3405)

Refers to a protocol developed in the InteiBegineering Task
Force (IETF) (RFC 3761) whereby the DNS can be tised
identifying available services associated with BnE64 number

Organization that registers ENUM domains correspuntb
NPAs and hosts the set of their authoritative naereer (NS)
records.

Use of the technology in RFC3761 by the carrieremford for a
specific E.164 number to map a telephone numberaniRI
that identifies a specific point of interconnectiorthat service
provider's network that could enable the origirgatiarty to
establish communication with the associated tertimggarty
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Provider ENUM The repository of ENUM domain name registrations fo
Tier 0/1 Registry Provider ENUM

Provider ENUM Organization that registers ENUM domains correspantb 10
Tier 0/1 Registry digit E.164 numbers for their Service Providerfetord and
Operator hosts the set of pointers to their Tier 2 nameessrv

Registry Data Registration Data maintained by thgi&ry including Zone-
File Data, and all other data submitted by SPRs

Service Provider . _ . :
of Record (SPR) The service provider, recognized by the appropniatlatory

authority, which has been allocated numbering nessy) as
reflected in the LERG™ and NPAC.

Thick Registry s one in which all of the information associateithwegistered
entities, including both technical information @nmation
needed to produce zone files) and social informatio
(information needed to implement operational, bess) or legal
practices), is stored within a central registryosfory

Tier 2 Provider Person/organization that maint&hdJM zone including the
NAPTR resource records for that number and is pditd by
the Tier 0/1



3.2

Acronyms & Abbreviations

AAA
ASCII
ASP
CC1
CC1 ENUM LLC
CNAME
CNNP
CRISP
CSR
DDDS
DNS
DNSSEC
ENUM
EPP
FCC
FQDN
FTP
HVAC
HTTP
IAB
ICANN
IETF
IRIS
ITU
ITU-T
LDAP
LERG™
NANP
NAPTR
NIC
NPA
NPAC
NS
OAM&P
PoP
RFC
RIPE NCC

Authentication, Authorization and Accounting

American Standard Code for Information Inteange
Application Service Provider

Country Code 1

Country Code 1 ENUM Limited Liabilit¢€orporation
Canonical Name

Cross Network Name Server Performance

IETF Cross Registry Information Service &cot Working Group
Customer Service Representatives’

Dynamic Delegation Discovery System
Domain Name System

DNS Security Extension

TElephone NUWnber_Mapping

Extensible Provisioning Protocol

Federal Communications Commission

Fully Qualified Domain Name

File Transfer Protocol

Heating, Ventilating, and Air Conditioning
Hypertext Transfer Protocol
Internet Architecture Board

Internet Corporation for Assigned Names andritbers
Internet Engineering Task Force

Internet Registry Information Service

International Telecommunications Union
International Telecommunications Union — Teaenmunications Sector
Lightweight Directory Access Protocol

Telcordia Local Exchange Routing Guide

North American Numbering Plan

Naming Authority Pointer (DNS Resource Regord
Network Information Center

Numbering Plan Area

Number Portability Administration Center

Name Server
Operations Administration Maintenance andvsimning
Point of Presence

Request for Comments

Réseaux IP Européens Network Coordinaiiemtre
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RRs
RTT
SP
SPR
SRS
SSL
TCP
TLS
TTL
TN
TSIG
TSP
UDP
URI
URL
UTF-8
us
WWWwW

Resource Record

Round-Trip Time

Service Provider

Service Provider of Record
Shared Registration System
Secure Socket Layer
Transmission Control Protocol
Transport Layer Security
Time to Live

Telephone Number
Transaction Signatures
Telephony Service Provider
User Datagram Protocol
Uniform Resource Identifier
Uniform Resource Locator
Unicode Transformation Format -8 encoding
United States of America
World Wide Web



= SECTION 4.0 INTRODUCTION

This section specifies the reference architectiieesingle common ENUM DNS domain, nominally
el64enum.us, within the United States, and potgntther Country Code 1 nations that choose to
participate. The plan of the CC1 ENUM LLC is to iieyment Provider ENUM in a separate domain from
User ENUM, specific to the US or Country Code 1.aiNla global apex is established for Provider
ENUM, it is the intent of the LLC to merge the US/Cimplementation into the global trée.

Accordingly, a tiered architecture parallel to theer ENUM implementation in 1.e164.arpa is presgénte
as the target but initial implementation will castsaf a collapsed Tier 0/1.

4.1 Interim Implementation

The initial Provider ENUM implementation is basedacollapsed tiered architecture as shown in Eigur
1. The combined Tier 0/1 Registry would host ehédhe.us and 1.e164enum.us domains, with entries in
the 1.e164enum.us zone corresponding to US NPAagkhss containing the NS records for individual
numbers within those NPAs. The remainder of tlisumnent will discuss requirements in terms of the
initial architecture but except where noted, reguients apply to all phases of implementation.

el64enum.us

1.e164enum.us

Tier 0/1
Registry

\ 4

SPR Registry a.p.n.l.el64enum.us

Individual E.164 zone(s)

FIGURE 1 — Interim Provider ENUM Functional Archite cture

2jel64.arpa has been proposed in the IETF as a potential global root for Provider ENUM.
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Service Providers of Record, the entities thatsteginumbers into the Provider ENUM Tier 0/1 Ragist
will, in turn, be required to establish a businedationship with the CC1 ENUM Tier 0/1 Provider
ENUM Registry Operator prior to registering anyefgione number in el64enum.us.

The nature of the business relationship betweeili#re0/1 and the SPR will be defined by the LLC,
embodied in a Registry agreement, and will be #émeesfor all SPRs entered into Tier 0/1. Entriethen
Tier 0/1 name servers point to the name servettseoTier 2 provider for a given E.164 number. Tier

2 Provider for an E.164 number maintains the adt#ePTR records that contain URIs for specific
communication services, and these records aretasgport interconnection between service prosgider

If other NANP nations elect to join with the USimplementing Provider ENUM under e164enum.us,
their NPAs and numbers could be added to the Tierd, if they prefer to maintain a separate regis
their NPAs could be delegated to that registry ftbemUS Tier 0/1.

In any case, the LLC seeks integration with ottsgromal Provider ENUM trees as they are deployed
rather than waiting until the development of a glidibee subject to agreements with the correspgndin
registry operators. This will be achieved throuigé population of DNAME records for the correspoigdin
country codes under el64enum.us. These recordsl\wouit to the apex domain of the other national
tree. Likewise DNAME records for country code 1 ¢ountry code 1 NPAs if NANP consensus is not
achieved) would be populated in the other natitnegls pointing to el64enum.us.

It is anticipated that SPRs will generally be T2goroviders for their numbers though they may elect
outsource this function to other entities. It iscahnticipated that SPRs will want to provide ddfa
interconnection points to different interconnectpartners. A variety of techniques exist to accashpl
this, resulting in either a differential responsmi Tier 2 or differential resolution by different
interconnection partners of a common Tier 2 responkese considerations are not expected affect the
Tier 0/1 functionality that is the focus of thisadonent.
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4.2 Target Implementation

Target Provider ENUM implementation is based ot architecture as shown in Figure 2. At Tier O
is the ie164.arpa zoreEntries in Tier 0 name servers correspond to ecpwades and point to the name
servers of the Tier 1 Registry that is the authtixie name server for that country code. EntmneBier 1
Registries normally correspond to individual telepé numbers and point to the Tier 2 name servats th
hold the NAPTR records used to provide actual comoation services.

Because Country Code 1 corresponds to an integnat@tbering plan in which the country code is shared
among several countries, the plan of the LLC ispit Tier 1 functionality into a Tier 1A, which wd
receive the CC1 delegation from the Tier O, an@pixdlly multiple Tier 1Bs serving different CC1
(NANP) member countries. Entries in Tier 1 A vatirrespond to NPAs and will point to the Tier 1@&tth
holds per —number delegations for the numbers withe given NPA.

Tier 1 B Registries are required to deal directithwhe CC1 ENUM Tier 1A Registry to arrange foeth
provisioning of NS records for the NPAs they sante the CC1 ENUM Tier 1A Registry.

CC1 ENUM TierlB Registry(ies) will be required tstablish a business relationship with the CC1
ENUM Tier 1A Registry prior to registering any NRAiel64.arpa. The nature of the business
relationship will be defined by the CC1 ENUM LLGnbodied in a Registry agreement, and will be the
same for all CC1 ENUM TierlB Registry(ies). Thimecessary to ensure that each CC1 ENUM TierlB
Registry’s records are properly maintained and ohnét the assignee of the NPA which has been
designated to participate in ENUM by the natiordrhanistration in charge of the NPA in question can
register it into Tier 1A. The Tier 1B Registry Optar is responsible for verifying that the numbeems

SPR seeks to register are served by the SPR badbd 6ERG and NPAC.

Service Providers of Record, the entities thatsteginumbers into the Provider ENUM Tier 1B Registr
Operator, will, in turn, be required to establishusiness relationship with the CC1 ENUM TierlB
Provider Registry Operator prior to registering &slgphone number in iel64.arpa.

The nature of the business relationship betweefli#trel B and the SPR will be defined by the LLC,
embodied in a Registry agreement, and will be #mesfor all SPRs for a given NPA entered into Tier
1A. Entries in the Tier 1B name servers point mnlme servers of the Tier 2 provider for a givelr6&
number. The Tier 2 Provider for an E.164 numbentaas the actual NAPTR records that contain URIs
for specific communication services, and thesemdcare used to support interconnection between
service providers.

% For user ENUM RIPE NCC provides the Tier 0 funetithe instructions regarding operations of the domain efyft.a
can be found at the URLbttp://www.ripe.net/rs/enum/instructions.htmllt is presumed that instantiation of a global Provider
ENUM will result in a parallel process for the chosen dométh a to be determined operator. For illustrative purptisiss
document uses the domain iel64.arpa.

The ITU-T TSB evaluates el64.arpa delegation requests. laiormon how TSB will handle ENUM requests can be found
under the bullet "Interim Procedures" at the ITU-T Web sitatgd://www.itu.int/ITU-T/inr/enum/
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“” and
International Root .arpa
\!_/
|~ iel64.arpa
N
Tier O
\
Country Code 1 l.iel64.arpa
NPA Data ter s

Individual
E.164 zone(s)

SPR

A
v

Registry

Tier 1B
Registry

a.p.n.l.iel64.arpa

FIGURE 2 —Provider ENUM Functional Architecture
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= SECTION 5.0 OPERATIONAL & INFRASTRUCTURE
REQUIREMENTS

This section provides requirements for the openadiod infrastructure of the ENUM Tier 0/1 Registry.
Service Level Requirements are contained in Se&ion

51 Registry Database

The Registry database is the central repositorglfarbjects concerning ENUM domain name
registrations in an ENUM Tier 0/1 Registry. Theetl primary objects associated with an ENUM Tiér 0/
registration are: domain, host, and contact. dritical that a Registry database operate in paesive

and robust manner.

An ENUM Tier 0/1 Registry bidder should describeviibwould meet the following requirements for an
ENUM Registry database, and it should provide esti#® of demand if necessary. (See Service Level
Requirements (SLR) Section)

An ENUM Tier 0/1 Registry shall follow the “thiclegistry” model as detailed in Section 5.4 below. A
Registry database:

» Shall be sized to accommodate the expected demamitia launch, and to support growth
without interruption as Provider ENUM matures.

» Shall be able to perform transactions at a ratentiggts the needs of the ENUM users.

» Shall maintain its performance based on agreedrioce-level measurements, even as the number
of users, workload volume, or database size ineseas

« Shall maintain a high level of availability as r@gd by the Service Level Requirements (SLRS)
contained herein. An ENUM Tier 0/1 Registry bidgbould describe what level of availability it
believes is necessary, what amount of scheduledtem&nce is necessary, and how it would
expect to meet the appropriate availability level.

» Shall be replicated and hosted in geographicaipelised data centers to achieve high availability
and facilitate data backup and recovery.

5.2  Shared Registration System (SRS)

The Tier 0/1 Registry Operator shall provide a 8ddRegistration System (SRS) that allows multiple
Service Providers of Record to enter ENUM regigirat into the registry. An ENUM Tier 0/1 Registry
will maintain the addresses of the name servetiseoTier 2 providers in the US ENUM name space and
will have authority to communicate with the ENUMeTILA Registry when and if the target architecture
is implemented.

An ENUM Tier 0/1 Registry is required to:

» Allow concurrent operations from multiple SPRs

» Verify that a number which an SPR seeks to registalocated/ported to that SPR using data
from the LERG and NPAC

» Using data from the NPAC remove registrations fambers that have ported away from an SPR
and, optionally, by agreement with the recipienRSestablish a new registration for the number.

* Provide non-discriminatory services to each aueatiSPR to perform registration related
operations

* Provide and conduct non-discriminatory SPR cedtfan procedures
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» Support open standard interfaces between the EN#KMOIL Registry and authorized SPRs

» Perform Zone data creation and maintenance negdassapdate the zone data and information in
the local data stores (see Section 5.3)

» Support open standard interface(s)

53 Zone Data

Zone data is typically a database file (or a cdilbecof database files) consisting of the technical
information that the DNS requires to function cotlhe Zone data generation is the term tradititynal
used to describe the process of generating zoasmation from the Registry database, deploying the
primary server, and then propagating it out toseondary servers. The latter two steps are altexic
zone data propagation.

An ENUM Tier 0/1 Registry bidder must describe hibwould meet the following requirements for zone
data operations:

* The SRS/Registry Database shall provide meansrergte the zone data from the Registry
database to reflect changes made through the ENB@isRy- Service Provider of Record
interface as defined in the Service Level Requir@séSLRs in Section 6.)

* The zone data, once generated by SRS/Registry &sabhall be reliably and securely
propagated to all ENUM Tier 0/1 name servers withimum delay.

* The frequency of zone data generation and the a#lagne data propagation shall meet the SLR
requirements

e Zone data generation and propagation procedurdisbehearefully engineered so that they will
not adversely affect the normal ENUM Tier 0/1 Ragisnd name server operations.

» Zone data distribution procedure should conforragpropriate IETF standards (see Section 2)

* The SPR to ENUM Tier 0/1 Registry SRS shall beahly automatic means by which a SPR can
make changes to its ENUM domain names without geelrior Registry personnel intervention.

* The name servers for an ENUM Tier 0/1 Registryldbablaced in geographically dispersed data
centers topically diverse connections to the Irgeta allow for maximum redundancy against
disaster and failures.

* The registry database shall support logging anéugacapabilities for all zone data updates.

54  Thick Registry Model

A thick registry is one in which all of the infortan associated with registered entities, includioth
technical information (information needed to proglzone files) and social information (information
needed to implement operational, business, or legatices), is stored within a central registiyastory
To protect the privacy of Service Provider of Recmformation, public access to the thick registii
be limited. Details for access to registratioradate found in Section 5.5.

It is understood that technical information popedhinto the Tier 0/1 Registry DNS resource recisds
intended to be publicly available for responseBNS queries.

55 Contactlnfo

Instead of a conventional WHOIS service, a newygervice known as Contactinfo will be provided for
ENUM. This service will provide a means of contagtthe SPR for trouble resolution. It will alskosv

for appropriate disclosure of SPR information fotherized law enforcement inquiries. An ENUM Tier
0/1 Registry bidder is required to describe how tlveuld provide this service to meet the needsief t
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communications industry while safeguarding the pablic information of SPRs from a technical
perspective. The Tier 0/1 operator will respondltdawful Contactinfo requests from appropriate
authorities.

Contactinfo may also be used to support other itmgdisnctions, e.g., associating a service typé\ait
number (i.e., VoIP) per OBF request.

5.5.1 Introduction

This section describes specific requirements ferTier 0/1 operator to maintain a ‘Contactinfo’ alzdse.
Also included in this section are the followingovihthe database should be operated, and what
information should be publicly accessible.

5.5.2 Need for Contactl nfo Databases

1. There is a need for the Tier 0/1 Operator to mairn@antactinfo databases associated with ENUM
registrations.

2. The appropriate technology for maintaining pubticess to such Contactinfo should be the IRIS
protocol developed by the CRISP Working Group.

3. There is a requirement on the Tier 0/1 operatonamtain such a database in a manner known as
the “Thick Registry” where the Tier 0/1 Operatorintains the authoritative database of
registration information obtained from all SPRs.

4. The information from that database that could bderaccessible to which parties is a matter of
policy for the CC1 ENUM LLC to determine, to ensgmmpliance with privacy regulations and
best practices.

5.5.3 General Contactlnfo Requirements
The general requirements for the Contactinfo datalaae:

1. Mining Prevention: providing some technical meandiscourage data mining of the information
base

2. Standard and Extensible Schemas

3. Level of access: not all data need be equally addesby all users of the service

4. Client processing: facilitating the creation okdi software that can automatically extract relévan
details from the services responses

5. Searches: The protocol should provide for flexdieess by authorized entities while limiting
other queries to searches by full telephone nurablsr.

6. Result Set Limits: the protocol must include pravis for allowing a server operator to express a
client search limit

The implementation of Contactinfo Databases mugtdiiey neutral and extensible to allow the LLC to
administer associated Contactinfo policies, withare to individual database elements as well as the
database as a whole.

Contact-Info Databases should use modern authéoticand authorization methods to control access by
Registry personnel, SPRs, and querying parties.

5.5.4 Data Collection Requirements and Contactl nfo Data Access

ENUM accredited SPRs will transmit copies of spedifdata for each registration to the Tier 0/1 afmsr
for maintenance under the concept of a “thick Regis

The Tier 0/1 operator will then take portions of thata, such as SPR contact data, and popula®&n |
database with that information for public acceBke data that is to be publicly accessible is aen&b
be governed by appropriate regulatory requiremamndsthe Tier 0/1 contract.

Below, are the recommended data elements thatdbeuhcluded in the Zone Contactinfo.
15



The data elements that are marked as public sheuldade available to all queries under the terrds an
conditions of the Tier 0/1 contact and in complamgth appropriate regulatory requirements. Aliadia
the database must be true and accurate. The psexdéd data is not allowed.

5.5.4.1 Zone Contact Data Elements

Table 1 Zone Contact Data Elements

Data Element Example

Domain Name 4.5.6.7.5.5.5.3.2.1.1.e164enum.us
Domain ID

Remarks Service Type = VoIP

Domain Status SPR-LOCK

Domain Updated Date

Domain Expiration Date

SPR Name

SPR URL

Last Updated by Service Provider
of Record

Last Transferred

Name Server ID

Name Server Name BAY-W2.ACME.FOO

Name Server URL Iris:eregl1//t1b.us/host/bay-
w2.acme.foo

Name Server Status

Name Server Association Statu

\*2)

Name Server IP Address

Name Server Creation Date

Name Server Last Transfer Dats

117

Tier 0/1 Name

Tier 0/1 URL

Tier 0/1 Name Server Name

Below are the recommended data elements thatégbeuhcluded in the SPR Contactinfo. The data
elements that are marked as public must be madialalesto all queries. The data elements that are
marked as private must be secured in the Contactlaifabase and only available to queries that treeve
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appropriate authorization. The SPR has the rigbhange the default data elements that are maked
private to public at their discretion. If a datareent is marked optional, then there is no requeénat for
populating those fields. These fields should beuteted with role-based information (e.g., emadrads
abuse@xyz.com)

5.5.4.2 SPR Contact Data Elements
Table 2 SPR Contact Data Elements

Data Element Private | Public Example

Service Provider of Record Name X

Service Provider of Record Address X

Service Provider of Record Phone X
Number

Service Provider of Record URL X

Service Provider of Record Admin. X
Contact Name

Service Provider of Record Admin X
Contact Phone Number

Service Provider of Record Admin X
Contact Emaill

5.6

Security

The Tier 0/1 Registry Operator must secure bothdRggoperations and data. The Registry Operator
shall conduct comprehensive threat analyses qradi of the Registry system to identify the vuline
points and the types of security attacks. Basetth@mnalyses, the Registry Operator shall defirie a
implement multi-tiered procedures that provide sé&gprotections to all parts of the Registry syste

The Registry Operator is required to protect Regisgstem access from all forms of abuse, fraud, or
security breaches. In addition, a Tier 0/1 muBb¥oany and all commercial practices used to priote
credit card information (Gramm-Leach-Bliley Act).

5.6.1 Operational System Security

Security requirements are detailed below:

Protection/Prevention of compromise of the systhosting or managing Tier 0/1
Protection from Denial of Service attacks (inter&axternal)
Requirements for maintaining security updates llosctware

Security (integrity, authenticity) of communicat®ohetween the components of the Tier 0/1
service (name servers, registry, etc)

Encryption requirements
Authentication & Authorization requirements
Requirements on ISPs providing connectivity for &
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5.6.2

5.6.3

Physical Security

The Tier 0/1 Registry Operator shall employ a \gred physical security systems to ensure that
unauthorized personnel have no access to sensgivpment and/or data.

All servers containing any sensitive data shalpbgsically secured so that only a controlled list o
people can obtain access.

The hosting centers shall be secured so that resado the internal networks is possible for
unauthorized persons. All internal networks shalisolated from public access, and external
Internet links shall be firewall-protected to prevetruders from gaining access.

Physical precautions inside the server rooms ginadlide movement detectors (using infra-red or
similar means) to alert security personnel shounlth&uder gain access to a secured location.
Alarms will be fitted to all doors and windows, whiopen into or out of a restricted area.

The doors and windows shall be secure enough testaind a reasonable amount of force, and
damage to doors or windows shall also trigger thares.

Security staff shall be present at all times, dmoutd have sufficient training to enable them to
correct most problems. Appropriate personnel sliati be contacted when necessary to help
contain the situation. (Bidder should provideptsposed escalation procedures.)

Access to the server room shall be controlled twaafactor authentication system. An

authorized individual shall require both an authed access token and a valid PIN or passcode to
gain physical access to the servers. Any use ataass token shall be logged and such logs shall
be archived for at least 1 year.

Should an access card be lost or stolen, it isefgonsibility of each employee to report thigin
timely manner so that the lost card may be dedetivand a new card issued. Closed circuit TV
shall be in place at all sites for identificatiomrposes should an unauthorized person attempt to
use a stolen access card. Personnel authorizgubtang access to the servers, but not
permanently issued access tokens, shall be esdprieermanent staff while within the restricted
space.

24-hour access to the data center by authorizesbpeel shall not be hindered by aforesaid
security measures.

Network Security

The Tier 0/1 shall use techniques such as Usetiidation, passwords, and/or IP range checking
for all restricted services (which includes sersiother than DNS resolution.).

Secure File Transfer Protocols shall be used fdfild transfers” between the ENUM Tier 0/1s
and the Tier 1A Registry [RFC 2228, RFC 2577, orilsir equivalent] when and if the target
architecture is implemented.

System maintenance shall be performed via SSLnuitasly secured connections. Telnet servers
shall not be operational on any system on the Dét#&ark due to their security risk.

Each system shall operate a very restricted deasit services in the relevant sections for DNS,
ContactInfo, FTP, SCP, and WWW services. Systdral be firewall-protected in hardware, and
IP filtering rule sets shall be in place to rejpatkets that are not appropriate for a particubst.h

DNS servers shall run a minimum set of applicatiand system services, in addition to the DNS
server software.
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The Tier 0/1 Operator shall check all its DNS seswe ensure that data integrity is maintained.

Serviceswhich are IP-restricted shall have each IP addspssified individually. Network
addresses are not to be used, since this addskhat a host could masquerade as a spare IP
address on an internal network.

Packet "sniffers", designed to check all traffisgiag through a network interface, shall be in
place to catch suspicious traffic. These will\ally scan for incorrect or illegal packets, andtale
the security team. Packet sniffers may also giveesindication of the source of an attack, which
would be of use in preventing that attack in therfe.

Network security shall be verified by a securitgliprocess, which involves scanning from an
internet-connected host all TCP and UDP ports ovess operated by the Tier 0/1 Registry.

Security tests shall be performed on the DNS Seraed a corresponding report audited on a
regular basis. Each test will attempt to take athge of a security flaw using a specific attack
method, and the result shall be reported. Hera isom-exhaustive list of known attacks:

- Buffer overflow exploit

- Missing format string exploit

- Packet fragmentation attack

- Data flooding (SMURF ping, etc.)

- DNS spoofing

- FTP spoofing

- Dictionary passwords

- Replay attack

- Denial of service (DoS)

Some of these attacks may not be applicable &ealices.

The Tier 0/1 Registry Operator shall update thestesed when new vulnerabilities, security flaws, o
techniques are discovered. The updates shalldelmn information from security-related mailingjdi
websites, newsgroups, and industry best practices.

564

5.6.5

Backup Security

Backup shall be performed in a secure manner omtie Tier 0/1 Registry site.

The Tier 0/1 Registry Operator shall use an enmymcheme for the backup of sensitive data as a
part of the implementation process.

Backup information shall be stored in a secures@é-location.

Security Audit and Reporting

The Tier 0/1 Registry Operator shall run a secuatgit on a regular basis but no less often thae @er
quarter.

The Tier 0/1 Registry Operator shall run a secuaglit to test all systems for configuration issues
and security vulnerabilities. Results of this awstiiould then form the basis of a quarterly segurit
audit report, which will also detail any recommetnoias for system alterations and a timeline for
remediation.

All security breaches are to be reported to thegkggmanagement responsible for security and to
the CC1 ENUM LLC. Should a serious breach be detecdome services may be suspended
temporarily if this is necessary to ensure thealglity of the Tier 0/1 Registry data. Bidders
should detail the hierarchy of breach severity @schlation procedures.

The Tier 0/1 Registry Operator shall provide a rhbnsecurity status report to the CC1 ENUM
LLC, including a list of security incidents categed by severity.
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5.6.6 Resolution Access Control

Although it is the intent of the LLC to make thétia AoR for an ENUM registration publicly accesks,
regulatory constraints may ultimately result in tieeed to restrict access to name resolution sextice
SPRs and other qualified parties pursuant to aagerement. Bidders should offer proposals on hest b
to implement such controls4.

5.7 Caching Requirements

This section refers to the minimum requirementscmhing. Bidders should propose what they believe
are appropriate values for name server cachingrergants for time to live (TTL).

5.8 System Turn-Up and Testing

Bidders need to provide a detailed start-up prajaptementation and system test plan, including
proposed test cases, to support the Tier 0/1 rggigstem turn-up.

A Beta test period is recommended as a criticall fatep prior to successful commercial deploymdiite
Bidder should propose an appropriate plan andfgsrameters for Beta testing.

Bidders are required to provide high level starpopgect implementation timelines and plans as gphrt
their bid proposal.

5.9 Operations and Maintenance

ENUM is envisioned as a wholly robust and high-klality service. An ENUM Tier 0/1 Registry bidder
should describe how it would operate and maintaénviarious aspects of the Registry at a high servic
level. Bidders should include descriptions of hbwey intend to ensure system reliability, system
recovery procedures, and technical support, inopdrrangements for power, HVAC (Heating,
Ventilating, and Air Conditioning), and fire system

An ENUM Tier 0/1 Registry bidder should also pravid comprehensive description of how they will
manage their network operations center to addhesitlowing:

» Trouble reporting and ticket tracking:
- How Tier 2 Providers and SPRs can submit troublests and receive status reports.
- Tracking of internal performance metrics.
» Technician support 24x7x365:
- Internal hand off between different technician lev@, 2, etc).
- Internal hand off between different support groups.
- Trouble referral and tracking to third party et

* Monitoring of servers and network connections

4 Such controls would complicate the ability to provide international interoperability.
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* Intrusion detection for both physical and netwagkigity

* Provide technical liaison with the Tier 1A entityrfissues related to delegation authority over
NPAs within 1.iel164.arpa if and when the targehaecture is implemented.

* Provide a description on how escalations will bed@d and communicated to the Tier 2 and
SPRs.

» Describe disaster recovery plans to restore criticamponents of the system within 48 hours in
the case of a force majeure event. No single eslemild result in an outage of DNS
resolution service itself.

» Describe how the network operations center wilfgren internal monitoring as a means to
verify that the availability and performance measoents in this document are being met and
provide reports on a monthly basis to the CC1 ENUN or its designee.

» Describe information retention practice to ensteg the summary data is kept for the life of
the contract and that valid ticket data is kepaanlling thirteen-month basis in the trouble
reporting system.

5.10 System Recovery Procedures

System recovery refers to the process of brindiegsyystem back to normal operations after the gyste
has gone down due to failures. The goal is tormize downtime, data loss, and adverse impactstar ot
systems.

* In describing how it intends should meet operatiamd maintenance requirements the ENUM
Tier 0/1 Registry bidder should: Specify how itiv@imploy recovery procedures for failures that
occur at different parts of the Registry systenghsas:

- Data center failures
- Database failures

- Server failures

- Network failures

» Specify how redundancy and highly available Regiatchitecture will help expedite recovery
from these failures.

» Specify how backup and escrow data will be useddoovery from these failures.

In addition the bidder should describe how it would

* Provide a time estimate for recovering from eagtetgf failure.
* Log each system outage and document system proltherinsould result in outages.

5.11 Database Escrow and Backup

The goal of any data backup/recovery procedurellisnd timely recovery from failures without arosb
of data. Data backup strategies handle systenwlaaedfailures (e.g., loss of a processor or oneane
disk drives) by reinstalling the data from dailyckaps, supplemented by the information on the “t&fo
and “after” backup files that the database creatiesrder to guard against loss of the entirelitsci
because of fire, flood, or other natural or man-endigaster, off-site escrow of the Registry dataukhbe
provided in a secured storage facility.

An ENUM Tier 0/1 Registry bidder shall specify:

» The frequency and procedures for data backup
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The frequency and procedures for data escrow

The hardware and software systems used for dataupac

The procedures for retrieval of data and rebuilthefdatabase

Who should have access to the escrowed data amgaincircumstances it would be accessed
by an entity other than itself

Testing process and schedule to verify the escradatabase backup procedure

The data escrow arrangements, including any cdotibarrangements with Third parties

In addition, the following safeguards are requiofENUM Tier 0/1 Registry bidders:

* The data backup and escrow procedures shall n@denthe overall performance of normal
Registry operations

» The data backup and recovery procedures shall nzaithe data loss and service interruption of
the Registry

5.12 Technical and Other Support

The Tier 0/1 Registry Operator must provide technénd other support to SPRs and Tier 2 providers
from an appropriate customer help desk with a weflned escalation policy.

The Registry Operator must work with other natidhadvider ENUM Registries to implement and
support linking of the corresponding Provider ENlHgles as directed by the LLC.

In the initial interim implementation the Regist®perator may also need to support Tier 1Bs of other
NANP nations that choose to delegate their NPAsftloe Tier 0/1 Registry under agreement with the

LLC.

If and when the target architecture is implementieel Tier 1B Registry Operator must provide tecahi
support to the Tier 1A for resolution of issueshaigspect to the delegation of authority over antyts
NPAs within 1.iel164.arpa.

The RFP should require the Registry bidders tordestiow they would fulfill these requirements

5.13 Transition

The Tier 0/1 Registry Operator must provide a tartransitioning of the Registry to a new provider
should that be required under the terms of theraont The plan must ensure no disruption of Tiér O
function in providing ENUM DNS service.

5.14 Accommodation of Future Internet Architecturd Enhancements
Bidders must respond with plan to accommodate FareRFC 2874.

Bidders must respond with plan to accommodate DNGS/& RFC 2535.
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= SECTION 6.0 SERVICE LEVEL REQUIREMENTS (SLR)

The Tier 0/1 Registry Operator shall use commdiciaasonable efforts to provide performance at the
levels set forth herein.

6.1 Service Availability
Service Availability is measured as follows:
Service Availability % = {{(MTM - POMU) - UOM] / (MM - POMU)}*100 where:

MTM = Monthly Timeframe Minutes calculated as thenber days in that month times 24 hours
times 60 minutes. For example, the MTM for Janua®1 days * 24 hours * 60 minutes or MTM =
44,640 minutes.

POMU = Planned Outage Minutes Used is the numbeninfites of a Planned Outage or Extended
Planned Outage Used for that Monthly Timeframeetach individual System Service. No Monthly
Timeframe shall have both a Planned and an ExteRtiethed Outage.

UOM = Unplanned Outage Minutes

6.1.1 DNS Resolution Service

The Service Availability calculation shall be cdbted by the Registry Operator and the resultsrtedo
for each Monthly Timeframe for DNS Name Server khlity. Results will be reported to the SPR
Community via e-mail and to CC1 ENUM LLC.

Service Availability--DNS Name Service = 100% palemdar month. Service Availability as it applies t
the DNS Name Server refers to the ability of theDName Server to resolve a DNS query from an
Internet user. DNS Name Service unavailabilityl W logged with the Registry Operator as Unplanned
Outage Minutes. Registry Operator will log DNS NaS8ervice unavailability when such unavailability
is detected by monitoring tools, or once an SPRnts@n occurrence to Registry Operator's customer
service help desk in the manner required by thadRgdOperator (i.e., e-mail, fax, and telephongj a
Registry Operator confirms that the occurrenceotsumique to the reporting SPR. DNS Name Service
unavailability shall mean when greater than 25%itefs on the Registry Operator's constellation are
returning answers to queries with more than 1% gklcss averaged over a Monthly Timeframe or 5%
packet loss for any five minute period. The conitService Availability for DNS Name Server is
100% per calendar year.

Planned Outage — For DNS resolution service norfeldi®utages are allowed

6.1.2 SRS

Service Availability as it applies to the SRS refter the ability of the SRS to respond to SPRsabeéss
and use the SRS through the EPP or designateccptot8RS Unavailability will be logged with the
Registry Operator as Unplanned Outage Minutes. cbnemitted Service Availability for SRS is 99.95%
and the Service Level Measurement Period is monthly

* SRS Planned Outage Duration = 45 minutes per MontllTimeframe
* SRS Planned Outage Timeframe = 0600-1400 UTC Sunday
* SRS General Maintenance Planned Outage notificatiomimeframe = 30 days

* SRS Updates/Upgrades notification timeframe = 90ays
(as defined in the Patch, Update and Upgrade Polity
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6.1.3 Contactlnfo

Service Availability as it applies to Contactintfers to the ability of users to access and use the
Registry's Contactinfo service. Contactinfo Unalality will be logged with the Registry Operatas
Unplanned Outage Minutes. The committed Servicailability for Contactinfo is 99.95% and the
Service Level Measurement Period is monthly.

* Contactinfo Planned Outage Duration = 45 minutes peMonthly Timeframe
* Contactinfo Outage Timeframe = 0600-1400 UTC Sunday
» Contactinfo Maintenance Planned Outage NotificationTimeframe = 30 days
» Contactinfo Updates/Upgrades notification timeframe= 90 days

(as defined in the Patch, Update and Upgrade Polity

6.2 Processing Time

Processing time is an important measurement o$acion-based services like the System Services.
Service Avalilability, including Planned Outages &xdended Planned Outages, measures the amount of
time that the service is available to its usemc@ssing time measures the quality of Service |Aldity.

Processing Time refers to the round-trip for thet&m Services ("Processing Time"). Since eacheof t
System Services has a unique function, the Perfacen&pecifications Processing Times are unique to
each System Service. Processing Time Performgoeefigations will be measured in a monthly
timeframe and will be reported on a monthly bagithe CC1 ENUM LLC.

6.2.1 DNSResolution Service

Processing Time--DNS Name Server Resolutidi®0 milliseconds for 95%. Bidders should provide
sufficient detailed justification for any proposhat does not meet this requirement.

a) Processing Time - DNS Name Server Resolutiapicable to the DNS Name Server. It
measures the processing time for a DNS query.

b) The Performance Specification is 100 millisecofat 95% of the transactions. That is, 95% of
the transactions during a Monthly Timeframe wikeagl00 milliseconds or less from the time
name server receives the DNS query to the timeoitiges a response.

6.22 SRS
1. Processing Time Add, Modify, Delete = 1000 milliseads for 95%.
« Processing Time - Add, Modify, and Delete is apgihie to the SRS as accessed through the
EPP protocol defined in Appendix C. It measuresgtocessing time for add, modify, and
delete transactions associated with domain nana@se riservers, contacts, and SPR profile
information.

« The Performance Specification is 1000 millisecoimd95% of the transactions processed.
That is, 95% of the transactions will take 1000lisecond or less from the time the Registry
Operator receives the request to the time it pexs/@ response.

2. Processing Time--Query Domain

« Contactinfo Processing Time - Query Domain is ailie to the SRS as accessed through the
designated protocol. It measures the processirgftaiman availability query of a specific
domain name.

« The performance specification is 500 millisecormsd5% of the transactions. That is, 95% of
the transactions will take 500 milliseconds or ligem the time the Registry Operator receives
the query to the time it provides a response dse@omain name's availability.
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6.2.3 Contactlnfo

« Processing Time - Contactinfo Query is only apfilego the Contactinfo. It measures the
processing time for a Contactinfo Query.

« The Performance Specification is 1000 millisecoiod9©5% of the transactions. That is, 95%
of the transactions will take 1000 milliseconddess from the time the Contactinfo receives a
guery to the time it responds.

6.3 Update Frequency

There are two important elements of the Registay #ne updated frequently and are used by SPRs;
Name server and Contactinfo. SPRs generate tipelsgas through the SRS. The SRS then updates the
Name server and the Contactinfo. These will beeduma batch basis.

The committed Performance Specification with regardpdate Frequency for both the Name server and
the Contactinfo is 10 minutes for 95% of the tratisms. That is, 95% of the updates to the Nameese
and Contactinfo will be effectuated within 10 miesit This is measured from the time that the nggist
confirms the update to the SPR to the time the tepappears in the name servers and Contactinfo.
Update Frequency Performance Specifications hawerdhly Service Level Measurement Period and
will be reported on a monthly basis.

« Update Frequency--Name Server = 10 minutes for 95%.

« Update Frequency-- ContactInfo = 10 minutes for 95%.

6.4  Cross-Network Name Server Performance (CNNP)

DNS Name Server Round-trip and packet loss framtkernet are important elements of the quality of
service provided by the Registry Operator. Thémeacteristics, however, are affected by Internet
performance and, therefore, cannot be closely otbedtr by Registry Operator. The committed
performance specification for cross-network nammeesgoerformance is a measured Round-trip of fewer
than 300 milliseconds and measured packet losadgrul% averaged over the course of a Monthly
Timeframe and no greater than 5% for any five (B)ute period over the course of a Monthly
Timeframe. Cross-network name server performanasorements may be conducted by the CC1
ENUM LLC at times of its choosing, in the followimganner:

1) The measurements will be conducted by sendnnggstof DNS request packets from each of
four measuring locations to each of the Tier OIS Name Servers and observing the responses
from the Tier 0/1’s DNS Name Servers. (These g&iof requests and responses are referred to as
a "CNNP Test".) The measuring locations shouldtdeast four geographically diverse sites.

2) Each string of request packets will consist@ UDP packets at 10-second intervals requesting
name server (NS) records for arbitrarily selected U/1 domains, pre-selected to ensure that the
NPAs exist in the Registry and are resolvable. Jdeket loss (i.e. the percentage of response
packets not received) and the average round-imp for response packets received will be
recorded.

3) To meet the packet loss and Round-trip requirgsni®r a particular CNNP Test, all three of the
following must be true:

a) The Round-trip and packet loss from each measenelocation to at least one Tier 0/1
name server must not exceed the required values.
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b) The packet loss to each of the Tier 0/1 nameesgifrom at least one of the
measurement locations must not exceed the requéaied.

¢) The Round-trip time to each of 75% of the Nam®ears from at least one of the
measurement locations must not exceed the requéaied.

4) Any failing CNNP Test result obtained duringidantified Core Internet Service Failure shall
not be considered. "Core Internet Service Failve&rs to an extraordinary and identifiable event
beyond the control of Registry Operator affecting Internet services to be measured. Such
events include but are not limited to congestidiapse, partitioning, power grid failures, and
routing failures.

5) To ensure a properly diverse testing sampletesting entity will conduct the CNNP Tests at
varying times (i.e. at different times of the dag,well as on different days of the week).

6) In the event of persistent failure of the CNN&5TE (three or more consecutive failed tests),
CC1 ENUM LLC will give Registry Operator written e of the failures (with backup data) and
Registry Operator will have sixty days to cure filnéure.

7) Sixty days prior to the commencement of testing under this provision, CC1 ENUM LLC will
provide Registry Operator with the opportunity to evaluate the testing tools and procedures to be
used by testing entity. In the event that Registry Operator does not approve of such tools and
procedures, the testing entity will work directly with Registry Operator to make necessary
modifications.

6.5 Internet Connectivity

Bidders must describe the physical connectivitpagements planned to support each of their name
servers and how these arrangements will enhancieseeliability and security.

6.6  Shared Registration System (SRS)

An ENUM Tier 0/1 Registry bidder shall propose sesvevel requirements it would expect to meet with
regard to operations of the SRS. This shall irelirek following items:

* Registry database throughput — number of transecper second
* Registry database availability (in line with 6.1.2)

* Number of ENUM Service Provider of Record accounts

* Number of concurrent ENUM SPR -ENUM Registry cortimets

* Frequency of zone data generation: rates per aay, minute

6.7 Reports and Files

An ENUM Tier 0/1 Registry Operatahall provide reporting service to Service ProwdafrRecord and
the LLC. In addition, it may make zone data audéao Service Providers of Record and other
contracting entities under terms and conditionat#sthed by the LLC restricting the use of sucladat
network uses and not for marketing purposes. Tdhdeb should propose the types and frequency of
reports it will provide to both the SPRs and theCLL

Details of information to be included in reports @rovided in section 10.
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Except in the case of Name Server performance nrements, the Tier 0/1 Registry Operator will pemior
internal monitoring as a means to verify that thailability and performance measurements of this
document are being met.

Beginning no later than 120 days after the commmeog-of-service date, the ENUM Tier 0/1 Registry
Operator will provide preliminary monthly systenrfmemance and availability reports to the LLC.

The ENUM Tier 0/1 Registry Operator will provide rgiee availability percentages during each
Performance Measurement Period as listed in trosment.

An ENUM Tier 0/1 Registry Operator may provide austreporting service that would allow ENUM
SPR and the LL@o specify report criteria and have the report lakdeé for download upon completion.

These reports should be posted to a secure gteKILP (File Transfer Protocol)) that can be asegdy
the SPRs by entering username and pass code.

The format for reports should be easily machinelabée by SPRs (i.e., XML, CSV).

Naming convention of reports should identify theRSPthe date the report was created, and the $udfjec
the report.

An ENUM Tier 0/1 Registry Operator should archiwpies of all reports created.

An ENUM Tier 0/1 Registry bidder is required to aglss what mechanisms it would use to enable the
contracting entity to:

Monitor the initial progress of implementation

Monitor the ongoing participation in the offering

Monitor and provide feedback regarding the onggarformance of the Tier 1
Monitor ongoing system updates and changes

Monitor ongoing policy updates and changes

Drive system updates and changes

. Drive policy updates and changes
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= SECTION 7.0 INTERFACE REQUIREMENTS

7.1 Interfaces between Registry and&ervice Provider of Record

The Tier 0/1 Registry-SPR interface will be a sdamegistration system (SRS) whereby accredited SPRs
or their authorized agent (e.g., a service bureay) register ENUM domain names for their numbers in
the CC1 ENUM name space. The Tier 0/1 Registryr@pewill be required to develop a Registry-
Service Provider of Record Agreement. The Regminy Service Provider of Record Agreement will
include the details regarding the interface pro®tuat can be used.

A Tier 0/1 Shared Registration System (SRS) isireguo:

« Allow an unlimited number of SPRs to register ENWbMain names in the US Provider ENUM
name space

« Provide equivalent access to the system for allsSBRerform registration related operations such a

- Register new ENUM domain names and associatedmnafion

- Check status of registered ENUM domain names aswtcaged information,

- Delete registered ENUM domain names and assodiafi@unation,

- Update information about registered ENUM domain esuand associated information,

« Support the open standard interface between thistRegnd SPR, as defined in the IETF extensible
provisioning protocol (EPP) standard suite (RFC3T806ugh RFC3735 and RFC 4114). The Tier 0/1
Registry Operator will work with the industry tceidatify and develop further extensions to EPP fer th
purposes of supporting US Provider ENUM if needed.

« The common Tier 0/1 registry protocol for SPR sballEPP but this should not preclude other
protocols from being used between the registrySiPRs.

« Reject illegal commands/requests (e.g., missingdai@mny data element) from ENUM SPR.

The bidder should propose a set of security appdica for the SRS, such as what is being propaséael

following:

« Security of the SRS applications shall be provithepart via the mandatory use of the TLS [RFC
2246] protocol for transport layer security.

« Each EPP session shall be authenticated and eadryping TLS. The ENUM Registry shall
authenticate every EPP client connection using botK.509 server certificate, issued by a
commercial Certification Authority identified byehTier 0/1 Registry, and its SPR password.

« Security of the SRS application shall be provideedan authenticated and encrypted connection. At a
minimum, IPSEC will be used to secure the connactio

« Each EPP session shall be authenticated and eadryping IPSEC. The Tier 0/1 Registry shall
authenticate every EPP client connection usindid ?&I.

The Tier 0/1 must support batch file processinthad the ENUM SPR can put many commands into one
file and deposit it in a “command” directory on &iT0/1 Registry server. The Tier 0/1 Registry @par
should move the file to an archive directory, psscthe commands based on the order as they appear i
the file, and put all the responses to the commanttse same order in a file that is deposited in a
“response” directory on the same server. ENUM 8&RRperiodically check and retrieve files in the
“response” directory. Once the file is read, tiNLBM Tier 0/1 Registry can move the file to an avehi
directory where it can be preserved as backup.
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7.2  Interfaces between Tier 1A Registry and Tier 0/1 Registry

If and when the target architecture is implemerntieel Tier 1A registry will likely contain less than
thousand records and additions and changes aretegde be infrequent. Thus, a formal mechanized
interface or system (Shared Registration Systerwyden Tier 0/1s and the Tier 1A may not be required

7.3 Other Interfaces

* The interface between the ENUM SPR and the TienoRier, if the SPR choose to outsource that
function is a matter between the parties.

* The Tier 0/1 Registry Operator must become an NB8& and establish the appropriate interfaces to
obtain NPAC data for registration validation andtpg notification

» The Tier 0/1 Registry Operator must subscribe ¢olBRG to obtain data for registration validation
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= SECTION 8.0 PROVISIONING

This section defines provisioning requirements rwtedures for ENUM administration. This involves
the following ENUM functional entities: Service Rider of Record, ENUM Tier 0/1 Registry Operator,
and, potentially a Tier 2 provider if the SPR edaict outsource these functions. This sectionadtiress
the tasks and responsibilities required to provisiod maintain ENUM registrations by the above
functional entities with the focus on the interfésgween the Tier 0/1 Registry and the SPR.

This section does not include procedures for icteya with the Tier 1A Registry.
8.1  Assumptions
The following assumptions are made when descritfiagorovisioning scenarios:

* SPRs will be bound by a Registry agreement develbyehe Tier 0/1 Registry Operator together
with the LLC. This agreement will require the St&Rtomply with the procedures detailed below.
In addition to the provisioning procedures, the iReg agreement will detail data privacy
requirements. SPRs have an established trustoresdip with the Tier 0/1 Registry. This
relationship includes the method for secure compatian, user authentication (e.g., the
assignment of a user identification (ID) and passMor session management), a SPR ID for
ENUM Registration identification, and exchange ofitact and other information before ENUM
registrations begin. How to open a secure comnatioit link and establish a session between a
Tier 0/1 Registry and an SPR is not included ingiavisioning procedures.

* An SPR can either provide its own Tier 2 Providawvge or outsource the name server operation.

* An SPR may authorize its Tier 2 Provider to revigvdate certain data (e.g., host and technical
contact information) at the Registry
8.2 Provisioning Requirements

This section lists, or cross-references, the hegklirequirements for the entities involved in psaning
the ENUM.

8.21 Tier 0/1 Registry

The Tier 0/1 Registry is responsible for propedgntifying and authenticating a SPR before accgptin
any transactions. The Tier 0/1 Registry is resjid@$or ensuring that SPRs comply with the
requirements and procedures set out in the Regigtigement and monitoring SPR compliance.

8.2.2 Service Provider of Record

The Service Provider of Reconaust only register numbers for which they are idiext in the
LERG/NPAC as the network service provider.

The SPR must support the protocols specified betwee Tier 1 Registry and the SPRs. The protocols
include those for application handling, secure camications, and lower-layer transport/routing.

The SPR must follow the policies specified for Rdev ENUM provisioning.

8.3 Provisioning Procedures

This section describes representative scenarid3rtorider ENUM Provisioning Activities. The Tierl0/
Registry Operator shall develop a comprehensivefgatocedures, subject to LLC approval. The
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Registry Operator shall implement the proceduresejupon and incorporate then into the Registry
agreement.

8.3.1 Initial ENUM Registration
8.3.1.1 Assumptions

8.3.1.2 Provisioning Procedures
1. The SPR establishes secure communication with ire0ll Registry and
2. The SPR provides registration information:
* TN or TN range
* Alist of name server host names associated walEtRUM domain name(s)
* SPR's information and technical and administratimetact information

3. The Registry authenticates the SPR and verifieSBR’s authority to register the TN based
on the LERG and NPAC.

4. If the validation fails, the registration is rejedt If the validation is successful, the process
continues with step 5.

5. Tier 0/1 Registry acknowledges to the SPR thaBiR&JM domain name registration is
accepted. The Tier 1 Registry then performs time Zile updates to add the NS RRs of this
ENUM domain name to its name servers. After theezile updates have been performed at
the Tier 1 Registry, real-time DNS queries for hésticular ENUM domain name will be able
to retrieve the name server information indicativitere NAPTR RRs are hosted.
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Registration denied

Figure 4. SPR register TN or TN range
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8.34 SPR Checks/Changes Information at Tier 0/1 Registry
The SPR checks or changes information stored afitred/1 Registry.

8.34.1 Assumptions

8.3.4.2 Provisioning Procedures

1. The SPR provides the AAA-related information amdicates the type of request with the associated
information to the Tier 0/1 Registry. The typerefuest and associated information may include:

« Check

o All or certain current information associated witie ENUM Registrant’'s ENUM
registration such as:

= Contact information
= service registration expiration date
= The last date when an object is created, modifradansferred
= State of an object (e.g., active, server hold)
o All or certain current information associated witle SPRs data such as:
= Contact information
= QOrganizational information
= |P address(es)

= Security pass phrase (for authenticating an SPRwhbastacting the Tier 0/1
Registry’s customer support by telephone)

= User id and password information
o Digital certificate information

e Add
o Additional SPR Contact information
o Additional SPR Organizational information
o Additional IP address(es)

o Additional user id and password

* Delete
o Contact information

o |IP address(es)
o SPR userid and password, when there are multqcieusnts
* Modify/Change

o0 SPR’s contact information, user id, password, sgcpass phrase, digital certificate
information, web site address

2. The Tier 0/1 Registry validates the SPR anthafrequest is with respect to TN information, the
SPR’s authority over the TN based on the LERG aRAGI.
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a. If the validation fails, the Tier 0/1 Registsjects the request indicating
authentication/authorization failure (e.g., invahiassword).

b. If the validation is successful, the Tier 0/lgR&y proceeds with Step 3.
3. The Tier 0/1 Registry checks whether the reqakattion is valid.

a. If the requestis not valid (e.g., syntax egrthrg Tier O/1 Registry rejects the request
indicating the reason for rejection.

b. If the request is valid, the Tier 0/1 Registeyfprms the required actions and returns a
positive acknowledgement.

4. When a response is received, the SPR perforen®liliowing:

a. If the request is rejected, it tries to detemrtime cause of the failure and re-submit the
request, if needed, after the problem is cleared.

b. If the request is accepted, it makes the nepesbhanges/additions/ deletions in the local
data stores.

SPR provides
credentials &
request to Tier 0/1

v

Tier 0/1 Registry
validates SPR

v YES

Registry validates
requested action

v YES

Registry executes
requested action
and returns
acknowledgement

v

SPR updates local
data stores

FIGURE 5 - Flow Chart for 8.3.4.2:
SPR Checks/Changes Information at Tier 0/1 Registry
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8.3.5 SPR Terminates ENUM Registration
The SPR terminates an ENUM registration.
8.3.5.1 Assumptions

The ENUM registration is to be terminated.

8.3.5.2 Provisioning Procedures

1. The SPR establishes secure communication withOfieand requests removal of a TN
registration providing the TN and necessary autbation information.

2. The Registry authenticates the SPR and the TNras&igt.
If YES, then proceed to step 3.
If NO, the request is rejected and the reason atelct

3. The Tier 0/1 Registry removes the ENUM registrafimnthat ENUM domain name from its local
data store and name servers.

4. The Tier 0/1 acknowledges the successful execufitine request to the SPR.

SPR requests
termination of
registration

v

Request rejected fail Tier 0/1
authenticates
request and

assinnment of TN

A

¢ succeed

Tier 0/1 deletes
TN from NS &
local DB and
sends

v

FIGURE 6 — Flow Chart for 8.3.6.2:
SPR Terminates ENUM Registration

8.3.6  Number Port to new SPR
The number ports away from the current SPR.
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8.3.6.1 Assumptions

= The Tier 0/1 determines that the number has ptoi@adhew SPR

= In the absence of an automatic capability to cresgestration for the new SPR the registration is
deleted.

8.3.6.2 Provisioning Procedures

1. The Tier 0/1 Registry determines from NPAC portfigztion that a number registered in
Provider ENUM has ported.

2. The Tier 0/1 Registry deletes the existing ENt#distration for ported away number.
3. The Registry sends notification of the deletthtoold SPR.

Tier 0/1 receives
port notification from
NPAC

y

Tier 0/1 deletes TN
from NS & local DB
and sends
acknowledgement

FIGURE 8 - Flow Chart for 8.3.7.2:
Number Ports Away from Current SPR
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8.4

Area Code Split

An area code is split.

84.1

8.4.2

8.4.2.1

Assumptions

The Tier 0/1 Registry, the SPRs and the Tier 2 ideos that are involved with the telephone
numbers (TNs) impacted by the area code splittakié the necessary steps to support the area
code split and the permissive dialing period

The ENUM domain name that is associated with theumbler the old area code is referred to as
the "old ENUM domain name." The ENUM domain naimat is associated with the TN under the
new area code is referred to as the "new ENUM domaime." For example, if the TN 703-434-
1234 has registered for ENUM and is to be changé&¥1-434-1234, the old ENUM domain

name would be "4.3.2.1.4.3.4.3.0.7.1.e164enumam'the new ENUM domain name would be
"4.3.2.1.4.3.4.1.7.5.1.e164enum.us.” The TN utiieold area code (e.g., 703-434-1234) is
referred to as the "old TN," and the TN under tbe/area code (e.g., 571-434-1234) is referred to
as the "new TN."

Only the ENUM domain names that are associated tw&hl'Ns impacted by the area code split
(those that are to be changed to the new area aogleliscussed. ENUM domain names that are
not impacted by the area code split are handlatidysual procedures. For example, if 703-538-
6789 is not subject to the area code change,stxcaged ENUM domain name,
9.8.7.6.8.3.5.3.0.7.1.e164enum.us, will remainstémae.

T1is the time (e.g., 12:01lam EST on 6/1/01) winenntew area code (e.g., 434 split from the old
area code 804) becomes effective and the permidgliag period begins. T2 is the time (e.g.,
12:01lam EST on 1/15/02) when the permissive dighegod ends.

In area code relief activities there occur pattc circumstances where individual 10 digit
telephone numbers are changed. The Registry @peanaist develop practices to ensure that the
SPRs update the registry database with the canfectmation when this occurs.

The Tier 0/1 Registry Operator shall monitor thethdmerican Numbering Plan Administrator
(NANPA) website fittp://www.nanpa.coifor impending area code splits (see NPA Relief
Planning Letter), and use other information soufees., the "area code split exchange diskette"
from Telcordia fttp://www.trainfo.com) as needed to maintain an up-to-date list of ffexted
NPA-NXX codes for a particular area code.

Provisioning Procedures
Procedures/Guidelines for a Tier 0/1 Redig with a Permissive Dialing Period

At no time before the T1 shall the Tier 0/1 Registccept any request on any new ENUM domain name
from the SPR. This is because the new TN undené¢learea code is not yet effective before T1.

®The permissive dialing period is the interval duringcakhthe TN under either the old area code or the new area cotbe can
dialed to reach the same termination. The length of the mvmidialing period is normally a few months and is sethiey
state Public Utility Commission for each involved area code.
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Starting at T1, the Tier 0/1 Registry shall be ddp@f accepting and responding to any request raade
the new ENUM domain name from the SPR, and shalbpa data updates on the local data stores and
zone files, if applicable.

The Tier 0/1 Registry shall not accept any reqoasany old ENUM domain name from the SPR during
the permissive dialing period.

At T1, the Tier 0/1 Registry shall perform zone filpdates to add all the new ENUM domain names.
One, or more than one, new zone files may be aeatenew data is added, to the existing zonddile
those new ENUM domain names with exactly the saameenserver information copied from those
associated with the corresponding old ENUM domaimes at Tf. The Tier 0/1 Registry shall not
remove the Name server (NS) Resource Records @&fRstiated with the old ENUM domain names
from the existing zone file(s).

The Tier 0/1 Registry Operator should progressivetjuce the Time to Live (TTL) values for the
resource records associated with the old ENUM domame so that such records will not persist in
resolver caches beyond T2.

The TTL in the NS RRs associated with the new ENdlivhain name is set to a typical value (e.g., from
a day to a week) depending on the Tier 0/1 Regyzificy (e.g., frequency of zone file updates).

Within twenty-four hours after T1, the Tier 0/1 Rsgy shall update its stored information to refléwe
area code change on all the TNs. It shall sedrehotcal data stores and change all the TNs tleat ar
subject to the area code change, not just thos@atbassociated with the old ENUM domain namdss T
will change all the phone numbers and fax numbetke contact information of all the records.

The Tier 0/1 Registry shall not accept any req(est, create, check, update, renew or transfeangn
old ENUM domain name during the permissive diajpegiod while it maintains records associated with
the old ENUM domain name.

The Tier 0/1 Registry shall keep the name serfernmation in the zone file, and information in tloeal
data stores associated with each new ENUM domaimenaynchronized with those associated with the
corresponding old ENUM domain name during the pssiae dialing period. Any update request on the
new ENUM domain name that is received from the 8Bfg the permissive dialing period shall cause
the same update on the old ENUM domain name. ifbisdes the data in the Contactinfo database in
case there are inquires about the Contactinfonmdtion on the old ENUM domain names.

During the permissive dialing period, if the Tiél RRegistry receives a create request for an ENUM
domain name that is available (e.g., no record®kis this ENUM domain name) and the associated TN
is a new TN due to an area code split, it shaltera record for the old ENUM domain name in additi

to the record for the new ENUM domain name.

At T2, the Tier 0/1 Registry shall perform zone filpdates to remove the NS RRs associated withidhe
ENUM domain names. It shall remove all the reca@sisociated with the old ENUM domain names from
the local data stores.

After the permissive dialing period expires, therTd/1 Registry shall expect new ENUM registrations
the old ENUM domain names in accordance with tiggirements for the area code split. Within twenty-
four hours after T2, the Tier 0/1 Registry showddd an e-mail message to each technical contadstha
associated with each old ENUM domain name to rerthiech to update the zone file(s) by removing any

® The new and old ENUM domain names may or may not be in ahwe sone file depending on how the zones are
cut/delegated.
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RR in the zone file and the data in the local dédaes that is associated with the old ENUM domain
name.

8.4.2.2 Procedures/Guidelines for a Tier 0/1 Regig without a Permissive Dialing Period

Since there is no permissive dialing period, T1 @Adare the same. T1 in this case is the time wihen
new TN must be dialed and the old TN must not laéedi

One week before T1, it is recommended that the 0/ieiRegistry Operator send an e-mail message to
each associated SPR about the area code splib aaohind them to take the appropriate actions redui
by the area code split.

At no time before T1 shall the Tier 0/1 Registrgeqat any request on any new ENUM domain name from
the SPR. This is because the new TN under theameavcode is not yet effective before T1.

The Tier 0/1 Registry should progressively redineeTime to Live (TTL) values for the resource retsor
associated with the old ENUM domain name so theth sacords will not persist in resolver caches
beyond T1.

At T1, the Tier 0/1 Registry shall perform zone filpdates to change all the old ENUM domain names t
the new ENUM domain names while keeping the namessénformation unchanged. This can also be
done by adding the NS RRs for the new ENUM domaimes and removing those associated with the old
ENUM domain names when dynamic updates are dohe.TTL in the NS RRs associated with the new
ENUM domain names should be set to a typical véug, from a day to a week) depending on the Tier
Registry policy (e.g., frequency of zone file upt

Starting at T1, the Tier 0/1 Registry shall be ddp@f accepting and responding to any request raade
the new ENUM domain name from the SPR and shalbperdata updates on the local data stores and
zone files, if applicable.

Within twenty-four (24) hours after T1, the Tied(Registry shall update its stored informationetfberct
the area code change on all the TNs. It shalchethe local data stores and change all the TNsatlea
subject to the area code change, not just thosatbassociated with the old ENUM domain namdss T
will change all the phone numbers and fax numbetie contact information of all the records.

After T1, the Tier 0/1 Registry shall expect newU¥N registrations on the TNs under the old area code
because the associated TNs can be reassigned tieleg@ivony subscribers.

8.4.2.3 Procedures/Guidelines for an SPR with a Rrissive Dialing Period

The SPR should be aware of any area code splitrenassociated T1 and T2 that impacts the ENUM
domain names registered through it. The Tier @gifry Operator will notify SPRs of impending area
code splits.

One week before the SPR shall update the zons)filg(adding the NS RRs and the Naming Authority
Pointer (NAPTR) RRs for the new ENUM domain namisieeT1 and to leave the NS RRs and the
NAPTR RRs associated with the old ENUM domain namdbke existing zone file(s) until the permissive
dialing period expires.

Within twenty-four hours after T1, the SPR shoubtdiate its stored information to reflect the aredeco
change on all the TNs. It shall search the dathasd change any TN that is subject to the ama co
change. This will change all the phone numbersfaxdumbers in the contact information in all the
records.

During the permissive dialing period, if the SPRw@d submit a create request only on the new ENUM
domain name and shall have the NAPTR RRs thatss@cated with both the new and old ENUM
domain names in the Tier 2 name servers.
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The ENUM Registrant may inform the SPR about thechiinge whether it is related to the ENUM
domain name or any phone or fax number. The SRR @afirm/ignore the update request if the change
has been made automatically and may double cheekhwhthe change has been made correctly.

Within twenty-four hours after T2, the SPR upddite Tier 2 zone file(s) by removing any RR in theeo
file and the data in the local data stores thaaaseciated with the old ENUM domain name.

8.4.2.4 Procedures/Guidelines for an SPR without Rermissive Dialing Period
The SPR should be aware of any area code splitrenassociated T1 that impacts the ENUM domain

names registered through it. The Tier 0/1 Regi®perator will notify SPRs of impending area code
splits.

One week before T1, the SPR shall update the Tzen2 file(s) by adding the NS RRs and the NAPTR
RRs for the new ENUM domain name, and by removingé RRs associated with the old ENUM
domain name at T1.

Within five minutes after T1, the SPR shall updtgestored information to reflect the area codengea
on all the TNs. It shall search the databasexhadge any TN that is subject to the area codegehan
This will change all the phone numbers and fax nemsiln the contact information in all the records.
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= SECTION 9.0 DSPUTE RESOLUTION

Because determination of Service Provider of Reldised on the LERG and NPAC a dispute
resolution process like that planned for User ENiSMot required for Provider ENUM. Disputes
concerning registrations rights to a TN must belkesl through PSTN processes leading to LERG/NPAC
updates which will then be faithfully reflected the Tier 0/1 Registry.

= SECTION 10.0 TiER O/1REGISTRY REPORTING

The Registry Operator should make available regelaorts for the SPRs on the daily, weekly, and
monthly activity. The monthly level report shoydtbvide the necessary details for end of montinigill
Further more a monthly report on performance angmnaetivities should be reported to the contragtin
authority and all designated government agencies.

10.1 Tier 0/1 Registry Reporting for SPRs

The Registry Operator should provide daily, weeklyd monthly reports that are available to SPRavia
secured file transfer protocol (FTP) server. Tosa&PRs in their ability to monitor their regigtosm
activity throughout the month, the Tier 0/1 registhould generate separate daily and weekly reparts
each of its SPRs, as listed in Table 3 below.

SPRs are able to use these reports to monitorrégastration activities and to reconcile theinwty to
the monthly billing reports. These reports arelighled on the first day of each month and proviB®S
with a means to reconcile their monthly invoicestteir transaction activities, listed below:

* Registrations
* Syncs

* Deletions
*Port outs
*Port ins

The reports reflect the actual activity for theipérthat affected the SPR account. The SPRs recgie
monthly invoice reflecting the counts for all bidla activity for the month and the details behine t
summary counts on the invoice are provided in #tailreports identified above. The system assesia
a transaction ID with every transaction that océarhe system. These transaction IDs provideuatit a
trail of all financial transactions allowing SPRs, well as the Tier 0/1 personnel, to easily teate/ity
during the audit process.
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Table 3 SPR Reports provided by Tier 0/1

Report Name Report Features

Daily Transactional SPR | Lists all SPR-Registry transactions that

Report occurred on previous day

Daily SYNC Report Lists all domains that were synced previous
day

Daily Delete Report Lists all domain names deleted

Weekly Domain Name | Cumulative report of all domain names
Report managed by SPR;

Lists domain name, create date,

Weekly Domains Hosted | Lists all domains hosted by your name
by Name Server Report | servers;

Lists name server and domain names.

Monthly Billing Detailed | Developed for each SPR to capture detailed
Report billable transaction events

10.2 Tier 0/1 Registry Operator Reporting to LLC

On a monthly basis the Tier 0/1 should provideporeto the LLC that provides performance detaild a
major activities. In Table 4 is a list of recomrded data to be reported.

Table 4 Monthly LLC report provided by Tier 0/1
SPR Status.

Service Level Agreement Performance

TLD Zone File Access Activity

Completed EPP interface software releases

Domain Names Under Sponsorship — Per SPR

Name Servers Registered — Per SPR

Domain Names Registered by Registry Operator

Contact Info Service Activity

Total Monthly Contact Info Queries

Total Monthly Domain Name Transaction Trend |by
Category

Total Monthly Name Server Transactions by Category

42



(Additions, Modifications, Deletions) by SPR by NPA

Average Daily Transaction Range

E.164 Geographical Registrations Distribution

Deleted Names - Per SPR

Other Information
a) Total Monthly Transactions by Category
b) Total Transactions by Month
c) Registrations Distribution for reporting ntlon

10.3

= SEcCTION 11.0 RRivACcY CONSIDERATIONS

Provider ENUM data are intended primarily for use dervice providers for the purpose of effecting
interconnection. While this is simplified by havimag least an initial AoR available in the public BN
care in implementation is required to protect congp privacy. In particular, the following shoule b
observed by SPRs in registering numbers into Pep\EINUM.

— AoRs should not include information that would asate a person with a telephone
number

— AoRs should identify carrier network elements ratiiean user customer premises
equipment

— To prevent data miners from identifying active rpublished numbers by identifying
numbers registered in Provider ENUM that are nasent in directory listings, SPRs
should register all allocated TNs in blocks thahtasn TNs that they wish to register,
whether or not those TNs are currently assigned wainether or not the SPR supports
interconnection via ENUM for those TNs (in the éattase a tel URI can be provided in
the registration.)
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