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ABSTRACT:  This contribution provides SBC’s comments related to the Tier 1B requirement activities of the ENUM LLC TAC and recommends the use of IPSec and VPN until DNSSEC is widely available.
NOTICE:  This contribution is being submitted by SBC as a basis for discussion.  The concepts presented in this contribution should not be construed as a binding proposal on the part of SBC or its affiliates.  SBC reserves the right to add to, amend, or withdraw the contents of this contribution at any time.

Introduction

DNS Security Extensions (DNSSEC) is recommended by the ENUM Forum [1] as a means to verify that the answer to a DNS query has met the source authenticity and data integrity requirements. However, there are indications [2,3] that DNSSEC is not ready for commercial deployment in both the carrier and vendor community.
Proposal

This contribution discusses the use of IPSec associated with use of a VPN as a temporary replacement for DNSSEC.  In this contribution, we have designed a new Figure 2a that depicts Carrier ENUM, and a Figure 2b that depicts End User-ENUM.  We recommend that these replace the current figures in the current Tier 1B requirement document.
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	Figure 2a – Carrier ENUM
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	Figure 2b – End-User ENUM


The following text provides a rationale for the proposed changes in the diagrams:  

· Carriers have more protocols at their disposal than end-users.  The use of DNSSEC may be impractical to end-users implementation.
· DNS queries should be allowed in a non-recursive mode. For carrier/infrastructure ENUM, allow only those Tier 2 master nameservers to connect to the Tier 1 B that have been authorized by appropriate U.S. authorities to connect for provisioning.

· Being non-recursive is more secure because it forces the nameserver to go through the hierarchy to locate the intended server.

Use IPSec VPN initially until DNSSEC becomes mature.  SBC expects that IPSec will become more popular than DNSSEC at the initial implementation stage and therefore should be used until DNSSEC becomes mature.

-    DNSSEC, [RFC 2065], or other protocol/ method (such as IPsec VPN) shall be utilized to provide acceptable level of data origin authentication and data integrity.  
· To the extent possible, Tier 1B provider shall seek to establish IPsec VPN with as many qualified carriers as possible to minimize the chance of Tier 1B responses being spoofed.
· The Tier 1B Provider may enter into interconnection agreements with ISPs or VoIP Carriers to provide IPsec tunneling between the borders of the Tier 1B Provider and respective ISPs or VoIP Carriers. The IPsec tunneling should be transparent to the Tier 1B Servers as well as ISPs’ or VoIP Carriers’ resolvers.
Tier 1B servers should be configured as non-recursive and non-caching. Being non-recursive and non-caching will eliminate the chance of being provided with compromised data (e.g. cache poisoning).
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