5.5 
Security 
A Tier 1B must secure both Registry operations and data.  A Registry shall conduct comprehensive threat analyses on all parts of the Registry system to identify the vulnerable points and the types of security attacks.  Based on the analyses, the Registry shall define and implement multi-tiered procedures that provide security protections to all parts of the Registry system

5.5.1 
Operational System Security



· Protection/Prevention of compromise of the systems hosting or managing Tier 1B
· Protection from Denial of Service attacks (internal & external)

· Requirements for maintaining security updates for all software

· Security (integrity, authenticity) of communications between the components of the Tier 1A and 1B service (name servers, registry, etc)
· Encryption requirements

· Authentication & Authorization requirements

· Requirements on ISPs providing connectivity for Tier 1B





· 

· 
· 
 5.5.2 
Physical Security 

· The Tier 1B Registry shall employ a variety of physical security systems to ensure that unauthorized personnel have no access to sensitive equipment and/or data.

· All servers containing any sensitive data shall be physically secured so that only a controlled list of people can obtain access.

· The hosting centers shall be secured so that no access to the internal networks is possible for unauthorized persons.  All internal networks shall be isolated from public access, and external Internet links shall be firewall-protected to prevent intruders from gaining access.

· Physical precautions inside the server rooms shall include movement detectors (using infra-red or similar means) to alert security personnel should an intruder gain access to a secured location.  Alarms will be fitted to all doors and windows, which open into or out of a restricted area.

· The doors and windows shall be secure enough to withstand a reasonable amount of force, and damage to doors or windows shall also trigger the alarms.

· Security staff shall be present at all times, and should have sufficient training to enable them to correct most problems.  Appropriate personnel shall also be contacted when necessary to help contain the situation. 

· Access to the server room shall be controlled by a two-factor authentication system.  An authorized individual shall require both an authorized access token and a valid PIN or passcode to gain physical access to the servers. Any use of an access token shall be logged and such logs shall be archived for at least 1 year.

·  Should an access card be lost or stolen, it is the responsibility of each employee to report this in a timely manner so that the lost card may be deactivated and a new card issued. Closed circuit TV shall be in place at all sites for identification purposes should an unauthorized person attempt to use a stolen access card.  Personnel authorized temporary access to the servers, but not permanently issued access tokens, shall be escorted by permanent staff while within the restricted space.

· 24-hour access to the data center by authorized personnel shall not be hindered by aforesaid security measures.

5.5.3 
Network Security

· User identification, passwords, and IP range checking shall be required for all restricted services (which includes services other than DNS resolution.).

· Secure File Transfer Protocols shall be used for all "file transfers" between the ENUM Tier 1Bs and the Tier 1A Registry [RFC 2228, RFC 2577, or similar equivalent].

· System maintenance shall be performed via SSL or similarly secured connections. Telnet servers shall not be operational on any system on the DNS network due to their security risk.

· Each system shall operate a very restricted set of basic services in the relevant sections for DNS, ContactInfo, FTP, SCP, and WWW services.  Systems shall be firewall-protected in hardware, and IP filtering rule sets shall be in place to reject packets that are not appropriate for a particular host.

· DNS servers shall run a minimum set of applications and system services, in addition to the DNS server software.  

· Checks shall take place on all DNS servers to ensure that data integrity is maintained.  

· Services which are IP-restricted shall have each IP address specified individually. Network addresses are not to be used, since this adds the risk that a host could masquerade as a spare IP address on an internal network.

· Packet "sniffers", designed to check all traffic passing through a network interface, shall be in place to catch suspicious traffic.  These will actively scan for incorrect or illegal packets, and alert the security team.  Packet sniffers may also give some indication of the source of an attack, which would be of use in preventing that attack in the future.

· Network security shall be verified by a security audit process, which involves scanning from an internet-connected host all TCP and UDP ports on servers operated by the Tier 1B Registry.

· Security tests shall be performed on the DNS Servers and a corresponding report audited on a regular basis.  Each test will attempt to take advantage of a security flaw using a specific attack method, and the result shall be reported. Here is an non-exhaustive list of known attacks:

· Buffer overflow exploit

· Missing format string exploit

· Packet fragmentation attack

· Data flooding (SMURF ping, etc.)

· DNS spoofing

· FTP spoofing

· Dictionary passwords

· Replay attack

· Denial of service (DoS)

Some of these attacks may not be applicable to all services. 

The Tier 1B Registry shall update the tests used when new vulnerabilities, security flaws, or techniques are discovered.  The updates shall be based on information from security-related mailing lists, websites, newsgroups, and industry best practices.


5.5.4 
Backup Security 

· Backup shall be performed through a secure network on the main Tier 1B Registry site.  
· The Tier 1B Registry shall use an encryption scheme for the backup of sensitive data as a part of the implementation process.  

· Backup information shall be stored in a secure off-site location.  

 5.5.5 
Security Audit and Reporting

The Tier 1B Registry shall run a security audit on a regular basis but no less often than once per quarter.

· The Tier 1B Registry shall run a security audit to test all systems for configuration issues and security vulnerabilities.  Results of this audit should then form the basis of a quarterly security audit report, which will also detail any recommendations for system alterations and a timeline for remediation.

· All security breaches are to be reported to the Registry management responsible for security and to the CC1 ENUM LLC. Should a serious breach be detected, some services may be suspended temporarily if this is necessary to ensure the reliability of the Tier 1B Registry data.  Bidders should detail the hierarchy of breach severity and escalation procedures.
· The Tier 1B Registry shall provide a monthly security status report to the CC1 ENUM LLC, including a list of security incidents categorized by severity.  

