CC1 ENUM LLC TAC-04.20.2005-Version 3.0

Version 3.0

April 20, 2005
CC1 ENUM LLC

Technical Advisory Committee

CC1 ENUM Tier 1b Registry 

Technical and Operational Requirements

for a Specific Country within Country Code 1

CC1 ENUM LLC TAC

Approved Month DD, YYYY
Abstract

This document contains technical and operational requirements for operating an ENUM Tier 1 for Country Code 1.  This includes interfaces to other entities providing services for ENUM as well as the requirements for deploying and operating the ENUM Tier 1 infrastructure.
Foreword

At the time it approved this document, the CC1 ENUM LLC TAC which had the following members:

Jim Baskin, TAC Chair

[COMMITTEE LIST]
Table of Contents

Xxx
Table of Figures

Xxx
Table of Tables

Xxx
1   Scope, Purpose, and Application

1.1   Scope

This document describes the ENUM Tier 1b technical and operational requirements for a specific country within the North American Numbering Plan (NANP) Country Code 1 serving area.  In particular these technical requirements are to be used to select the ENUM Tier 1b Registry for US telephone numbers (TNs) under the ITU-T E.164 international numbering standard, and may be accepted or modified by other NANP member nations when determining their approach.

The Tier 1b Registry operator is the single entity responsible for providing ENUM Registry services for US TNs, including management of pointers to Tier 2 Provider nameservers. The Tier 1b Registry does not handle Naming Authority Pointer (NAPTR) records but points at Tier 2 Providers where NAPTR records associated with E.164 numbers are stored. The ENUM Tier 1b Registry must establish an open standard interface which is available for all ENUM Registrars to use.

1.2   Purpose

This document is intended to provide the specifications necessary to implement the ENUM Tier 1b Registry components for Numbering Plan Area (NPA) resources within the U.S. It is intended to provide sufficient information to allow a contracting entity to issue an RFP for an ENUM Tier 1b Registry implementation. As such, it describes, among other things, the reference architecture for the ENUM Tier 1b Registry portion of ENUM, the operational and administrative aspects of the ENUM Tier 1b Registry, and the provisioning process. It also identifies the critical security and privacy issues inherent in implementing this system for the US numbering space.

This document will be distributed to all stakeholders with a view of seeking consensus amongst an audience that is as large as possible, with a view of ensuring that the implementation of a country’s ENUM Tier 1b Registry proceeds as swiftly and as smoothly as possible.

1.3   Application

This document is intended to be used as the basis for an RFP that will identify and provide the technical specifications necessary to select a vendor that will implement the ENUM Tier 1b Registry  components for NPA resources within the U.S.   This may also be used by other countries within the NANP for their ENUM Tier 1b registry vendor selection requirement.

2   Normative References

The following references contain provisions which, through reference in this text, constitute provisions of this specification. At the time of publication, the editions indicated were valid. All documents are subject to revision, and parties to agreements based on this specification are encouraged to investigate the possibility of applying the most recent editions of the references indicated below.
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[2] Eastlake, D., "Domain Name System Security Extensions", RFC 2535, March 1999.
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[4] Rivest, R., "The MD5 Message-Digest Algorithm", RFC 1321, April 1992.
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.

[14] Hollenbeck, S., "Extensible Provisioning Protocol Domain Name Mapping", RFC3731, March 2004.

[15] Hollenbeck, S., "Extensible Provisioning Protocol Host Mapping", RFC3732, March 2004.

[16] Hollenbeck, S., "Extensible Provisioning Protocol Contact Mapping", RFC3733, March 2004.

[17] Hollenbeck, S., "Extensible Provisioning Protocol Transport Over TCP", RFC3734, March 2004.
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· 

RFC 1035 (Domain Name Specification):.

· 
RFC 1101 (DNS Encoding):.

· 
RFC 1995 (IXFR):.

· 
RFC 1996 (Notify):.

· 
RFC 2136 (Dynamic Update):.

· 
RFC 2535 (DNS data signatures):.

· 
RFC 2671 (EDNS0):.

· 
RFC 2874 (IPv6 AAA records)  
· 
RFC 2931 (TSIG):.

· RFC 3761

Other references

3   Definitions, Acronyms, & Abbreviations

3.1   Definitions

ENUM: 
refers to a protocol developed in the Internet Engineering Task Force (IETF) (RFC 3761) whereby the Domain Name System (DNS) can be used for identifying available services associated with one E.164 number 
Personal Data: 
data about any identified or identifiable person or enitity
DNS: 
the Internet domain-name system

Registered Name:
a domain name within the domain of the Registry TLD, whether consisting of two or more (e.g., john.smith.name) levels, about which Registry Operator (or an affiliate engaged in providing Registry Services) maintains data in a Registry Database, arranges for such maintenance, or derives revenue from such maintenance. A name in a Registry Database may be a Registered Name even though it does not appear in a zone data (e.g., a registered but inactive name)

Registry Data:
all Registry Database data maintained in electronic form, and shall include TLD Zone-File Data, all data used to provide Registry Services submitted by ENUM Registrars in electronic form, and all other data used to provide Registry Services concerning particular domain name registrations or nameservers maintained in electronic form in the Registry Database.

Registry Database:
a database comprised of data about one or more DNS domain names within the domain of the Registry TLD that is used to generate either DNS resource records that are published authoritatively or responses to domain-name availability lookup requests or Whois queries, for some or all of those names

ENUM Domain:
E.164 Number in domain format as it is registered in the “e164.arpa” domain.

ENUM Registrar:
Entity will provide ENUM registration services to ENUM Applicant 
ENUM Registrant:
Person/organization that has (or will apply for) registered their E.164 number into the CC1 ENUM Tier 1b Registry

ENUM Applicant:
Person/organization that is seeking to register an E.164 number into the CC1 ENUM Tier 1b Registry 
ENUM Tier 1a Registry:
Organization that registers ENUM domains corresponding to NPAs and hosts the set of their authoritative NS records.
ENUM Tier 1b Registry:
Organization that registers ENUM domains corresponding to E.164 numbers and hosts the set of pointers to their Tier 2 name servers 
Tier 2 Provider:
Person/organization that maintains the E.164 number NAPTR records specific communication services. 

Dynamic DelegationDiscovery System (DDDS):  
Used to implement lazy binding of strings to data, in order to support  dynamically configured delegation systems such as ENUM is based on. The DDDS functions by mapping some unique string to data stored within a DDDS Database by iteratively applying string transformation rules until a terminal condition is reached. (RFC 3401 to 3405)
[EDITOR”S NOTE - Need to further investigate/document the applicant’s authentication requirements to be an ENUM Applicant]
3.2   Acronyms & Abbreviations

	CC1
	County Code 1

	CC1 ENUM LLC
	Country Code 1 ENUM Limited Liability Corporation

	DDDS
	Dynamic Delegation Discovery System

	DNS
	Domain Name System

	DNSsec
	DNS Security Extension

	ENUM

	TElephone NUmber Mapping

	EPP
	Extensible Provisioning Protocol

	HTTP
	Hypertext Transfer Protocol

	IAB
	Internet Architecture Board

	ICANN
	Internet Corporation for Assigned Names and Numbers

	ITU
	International Telecommunications Union

	ITU-T
	International Telecommunications Union – Telecommunications Sector

	NANP
	North American Numbering Plan

	NAPTR
	Naming Authority Pointer (DNS Resource Record)

	NPA
	Numbering Plan Area

	RIPE NCC
	Réseaux IP Européens Network Coordination Centre

	SP
	Service Provider

	SSL
	Secure Socket Layer

	TLS 
	Transport Layer Security

	TN
	Telephone Number

	TSIG
	Transaction Signatures

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	US
	United States of America

	
	

	
	

	
	


4   Introduction – Editor to review and snyc with tier 1a
This section specifies the reference architecture of a single common ENUM DNS domain, 1. e164.arpa, within Country Code 1.

ENUM implementation is based on a tiered architecture. At Tier 0 is the RIPE NCC which maintains the e164.arpa zone.
 Entries in the RIPE NCC nameservers correspond to country codes and point to the Tier 1 Registry that is the authoritative nameserver for that country code.  Entries in Tier 1 Registries normally correspond to individual telephone numbers and point to the Tier 2 nameservers which hold the NAPTR records used to provide actual communication services.

Because Country Code 1 corresponds to an integrated numbering plan in which the country code is shared among several nations, the plan of the LLC is to split Tier 1 functionality into a Tier 1A, which would receive the CC1 delegation from the Tier 0, and potentially multiple Tier 1Bs serving different CC1 (NANP) member states. Entries in Tier 1 A will correspond to NPAs and will point to the Tier 1B that holds per –number delegations for the numbers within the given NPA.

4.1   Architecture Overview

This section contains an Architectural overview of the ENUM system, specifically for CC1.  It also provides an overview of the different tiers and their relationship with each other.

Tier 1 B Registries are required to deal directly with the CC1 ENUM Tier 1A Registry to arrange for the provisioning of NS records for the NPAs they serve into the CC1 ENUM Tier 1A Registry.  

CC1 ENUM Tier1B registry(ies) will be required to establish a business relationship with the CC1 ENUM Tier 1A Registry prior to registering any NPA in e164.arpa. The nature of the business relationship will be defined by the contracting entity, embodied in a Registry agreement, and will be the same for all CC1 ENUM Tier1B registry(ies). This is necessary to ensure that each CC1 ENUM Tier1B registry’s records are properly maintained and that only the assignee of the NPA which has been designated to participate in ENUM by the national administration in charge of the NPA in question can register it into Tier 1A.

ENUM Registrars will, in turn, be required to establish a business relationship with the CC1 ENUM Tier1B registry(ies) prior to registering any telephone number, in e164.arpa. 

The nature of the business relationship between the Tier 1B and the ENUM registrars will be defined by the contracting entity, embodied in a Registry agreement, and will be the same for all ENUM Registrars for a given NPA entered into Tier 1A. This is necessary to ensure competitive equity between registrars in Tier1B and to ensure that ENUM Registrant’s records are properly maintained and that the assignee of the E.164 telephone number has decided to participate in ENUM.


[image: image1]
Figure 1 - ENUM Functional Architecture

4.2 Tier 1A and Tier 1B

The division of tasks between Tier 1A, dubbed skinny Tier 1, and Tier 1B, is explained. The function of Tier 1A is to hold the NPAs, both geographic and non-geographic, for all of Country Code 1.

The Tier 1B Registry, which may exist in any country in Country Code 1 that chooses to maintain one, maintains records that indicate the authoritative nameserver for individual E.164 numbers in the country in question. 

The Tier 2 Provider for an E.164 number maintains the actual NAPTR records that contain information for specific communication services.












ENUM Tier 1b Registry and ENUM Registrars
The nature of the business relationship will be defined by the contracting entity
, embodied in a Registry agreement, and will be the same for all ENUM Registrars for a given country’s NPAs entered into the ENUM Tier 1b Registry. This is necessary to ensure competitive equity between ENUM Registrars in the ENUM Tier 1b Registry and to ensure that ENUM Registrant’s records are properly maintained and that the assignee of the E.164 TN has acknowledged its willingness to participate in ENUM
[Infrastructure ENUM issues are TBD].
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Figure 1 - ENUM Functional Architecture

Figure 2 shows the hierarchical provisioning association for the various ENUM platforms.
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Figure 2 –CC1 ENUM Provisioning Hierarchy 

[Figure 3 and the associated text below needs extensive revisions] The ENUM Provisioning and Security Architecture, as depicted in Figure 3, provides a detailed view of the secure protocols that are used for the provisioning and resolution process.  
When viewing the figure from left to right, the provisioning process starts with the ENUM Registrant contacting the ENUM Registrar using, for example, the secure protocol HTTPS. HTTPS uses SSL in order to provide the security mechanism.  Also, between the validation system and the ENUM Registrar, HTTPS is used during the validation of the ENUM Registrant.  [this assumes 1) there is a specific validation system and that it must use HTTPS] Between the ENUM Registrar and the ENUM Tier 1b & Tier 2 databases, and between the Tier databases[Don’t see any provisioning between the ENUM Tier 1a and ENUM Tier 1b Registries], EPP is used for provisioning through the use of TLS or SSL as the secure transport mechanism. EPP makes use of the open standard interface between the Registry and accredited ENUM Registrars, as defined by the IETF.  This standard protocol supports secure transactions between the entities responsible for providing ENUM capabilities to the subscriber. The only exception is that the provisioning process between the Tier 2 master and secondary database uses the TSIG protocol for security during the synchronization of these databases. [Not sure this document should be placing requirements on Tier 2.]
When viewing the figure from right to left, the security that is used during the resolution process as proposed is DNSSec once DNSSec standards are mature.  DNSSec is used between the end user’s nameserver and all Tiers associated with the resolution process (i.e., root to Tier 2).[again, a requirement on Tier 2?]
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Figure 3 - ENUM Provisioning and Security Architecture
[Figure 3 and the associated text above needs extensive revisions]
New Section Number to separate from general architecture overview section above
ENUM Tier 1b Registry Operation

This section specifies the technical requirements for the operations for the CC1 US ENUM Tier 1b Registry.

Shared Registration System (SRS)

An ENUM Tier 1b Registry will maintain the addresses of the nameservers of the Tier 2 providers in the US ENUM name space and will have authority to communicate with the ENUM Tier 1a Registry. 

An ENUM Tier 1b Registry is required to:

· Hold all registry data

· Provide non-discriminatory services to each authorized ENUM Registrar to perform registration related operations

· Provide and conduct  non-discriminatory registrar certification procedures
· Support open standard interfaces between the ENUM Tier 1b Registry and authorized ENUM Registrars 

· Support the “thick registry” model whereby contact information about ENUM domain name registrations (ENUM Registrant, administrative, technical, etc.) is centrally stored.

[These three sections should be considered for the interface sections]
· Reject illegal commands/requests (e.g., missing mandatory data element) from ENUM Registrars 

· Detect dual registrations for the same ENUM domain name and inform the requesting ENUM Registrar so that it can initiate the dispute resolution process.  If a Registrar initiations a dispute resolution process the Tier 1b will notify the original Registrar of the dispute.  The ENUM Tier 1B Registry must take appropriate action to protect the integrity of the original registration during the dispute resolution process.  
· Support batch file processing so that the ENUM Registrar can put many commands into one file and deposit it in a “command” directory on a Tier 1 B Registry server.  The Tier 1 B Registry should move the file to an archive directory, process the commands based on the order as they appear in the file, and put all the responses to the commands in the same order in a file that is deposited in a “response” directory on the same server.  ENUM Registrars can periodically check and retrieve files in the “response” directory.  Once the file is read, the ENUM Tier 1B Registry can move the file to an archive directory where it can be preserved as back-up.

· Follow the procedures to update the zone data and information in the local data stores for handling the area code split and related permissive dialing periods when an area code split takes place.

· Support open standard interface(s)
2-10-2005 Review stopped here
Registry Database

The Registry database is the central repository for all objects concerning ENUM domain name registrations in an ENUM Tier 1b Registry.  The three primary objects associated with an ENUM Tier 1b registration are: domain, host and contact. It is critical that a Registry database operate in a responsive and robust manner.

An ENUM Tier 1b Registry should describe how it would meet the following requirements for an ENUM Registry database, and it should provide estimates of demand if necessary.

A Registry database:

· Shall be sized to accommodate the expected demand at initial launch, and to support growth without interruption as ENUM matures.

· Shall be able to perform transactions at a rate that meets the needs of the ENUM users.

· Shall maintain its performance based on agreed to service-level measurements, even as the number of users, workload volume, or database size increases.

· Shall allow concurrent operations from multiple ENUM Registrars.

· [This section should be considered for the interface sections]  Shall support ENUM Registrars’ operations on Registry objects such as create, query, update, delete and transfer, as specified by the EPP standards suite.

· Shall maintain a high level of availability.  ENUM Tier 1b Registry candidate should describe what level of availability it believes is necessary; what amount of scheduled maintenance is necessary; and how it would expect to meet the appropriate availability level.

· Shall be replicated and hosted in geographically dispersed data centers to achieve high availability and facilitate data backup and recovery. 

Zone data )

Zone data is typically a database file (or a collection of database files) consisting of the technical information that the DNS requires to function correctly.  Zone data generation is the term traditionally used to describe the process of generating zone information from the Registry database, deploying it to the primary server, and then propagating it out to the secondary servers. The latter two steps are also called zone data propagation. 

An ENUM Tier 1b Registry candidate should describe how it would meet the following requirements for zone data operations:

· The Shared Registry System (SRS) shall provide means to periodically generate the zone data from the Registry database to timely reflect the changes made through the ENUM Registry-ENUM Registrar interface.

· The zone data, once generated by SRS, shall be reliably and securely propagated to all ENUM  Tier 1b nameservers with minimum delay.

· The frequency of zone data generation and the delay of zone data propagation shall meet the needs of the ENUM users.

· Zone data generation and propagation procedures shall be carefully engineered so that they will not adversely affect the normal ENUM Tier 1b Registry and nameservers operations.

· Zone data distribution procedure should conform to appropriate IETF standards.

· The ENUM Registrar to ENUM Tier 1b Registry interface shall be the only automatic means by which an ENUM Registrar can make changes to the ENUM domain names it sponsors without the need for Registry personnel intervention.

· The nameservers for an ENUM Tier 1b Registry shall be placed in geographically dispersed data centers on separate network facilities to allow for maximum redundancy against disaster and failures.

· The SRS shall support logging and backup capabilities for all zone data updates.
ContactInfo
 (EDITOR’S NOTE – SEPARATE DOCUMENT BEING DRAFTED THAT MAY REPLACE THIS SECTION)
[Instead of a conventional WHOIS service, a new query service known as ContactInfo will be provided for ENUM. This service will provide a means of contacting the necessary entities for trouble resolution without compromising the privacy of the ENUM Registrant. It will also allow for appropriate disclosure of ENUM Registrant information in alleged cases of fraudulent or illegal activity on the part of a ENUM Registrant. An ENUM Tier 1b Registry candidate is required to describe how they would provide this service to meet the needs of the communications industry and the public while safeguarding the personal information of the ENUM Registrants. ]
Reports and Files (Action Item – Richard/Kevin contribution on reports to that need to be provided)
An ENUM Tier 1b Registry shall provide reporting service to ENUM Registrars and the contracting entity In addition, it may also make available zone dataand ContactInfo data to ENUM Registrars and other contracting entities. [It’s one thing to make available the zone data entries corresponding to a ENUM Registrar’s registrations, but the whole zone data should not be made available.]
ENUM Tier 1b Registry reports for Registrars may include: 
· Daily Reconciliation Reports created from account transaction logs

· Daily and Monthly ENUM Registrar Cumulative Reports for domain-name registrations

· Transaction logs

· Complete database export file of all data entities owned

· ENUM Tier 1b Registry reports for the Contracting Agency may include: Total ENUM domain-name strings processed

· Total ENUM domain-names "registered"

· [What does “unavailable” refer to???] Total ENUM domain-name strings "unavailable"

· Total ENUM domain-name strings "invalid"

An ENUM Tier 1b Registry may provide custom reporting service that would allow ENUM Registrars  and the Contracting Agency to specify report criteria and have the report available for download upon completion. Example reports are:

· Number and name of domain-names registered within any period

· Domain-names transferred to/away from ENUM Registrar within a specified period 

· Change of ownership activity, and time/date requests were processed

· Re-delegation activity 

These reports should be posted to a secure site (i.e., FTP (File Transfer Protocol)) that can be accessed by the ENUM Registrars by entering username and pass code. 

The format for reports should be easily machine-readable by ENUM Registrars (i.e., XML, CSV). 

Naming convention of reports should identify the ENUM Registrars, the date the report was created and indicate the subject of the report. 

An ENUM Tier 1b Registry should archive copies of all reports created.

zone datazone datazone dataDatabase Escrow and Backup

The goal of any data backup/recovery procedure is full recovery from failures without any loss of data. Data backup strategies handle system hardware failures (e.g., loss of a processor or one or more disk drives) by reinstalling the data from daily backups, supplemented by the information on the “before” and “after” backup files that the database creates.  In order to guard against loss of the entire facility because of fire, flood, or other natural or man-made disaster, off-site escrow of the Registry data should be provided in a secured storage facility.

An ENUM Tier 1b Registry candidate shall specify:

· The frequency and procedures for data backup

· The frequency and procedures for data escrow

· The hardware and software systems used for data backup

· The procedures for retrieval of data and rebuild of the database

· Who should have access to the escrowed data and in what circumstances it would be accessed by an entity other than itself 

· Testing process and schedule to verify the escrow and database backup procedure

· The data escrow arrangements, including any contractual arrangements with Third parties

In addition, the following safeguards are required of ENUM Tier 1b Registry candidates:

· The data backup and escrow procedures shall not impede the overall performance of normal Registry operations

· The data backup and recovery procedures shall minimize the data loss and service interruption of the Registry

Service Level Requirements (SLR)

Network Operations and Maintenance
ENUM is envisioned as a wholly robust and high-availability service to the ENUM Registrars and Internet users.  An ENUM Tier 1b Registry candidate should describe how it would operate and maintain the various aspects of the Registry at a high service level.  It should include descriptions of how it intends to ensure system outage prevention, system recovery procedures, and technical support.  

(Action Item – Richard Contribution to rework this section and add with more specifics related to components and SLR)
DNS

ContactInfo Database

SRS

Dynamic Updates to the Database
System Outage Prevention (To be deleted after section is completed)
An ENUM Tier 1b Registry requires outage prevention measures specifically designed to minimize system downtime. Downtime relates to individual components in a redundant system and can be either planned or unplanned., Unplanned downtime is caused by failures in external telecommunications, power, or internal network or computer equipment; or planned , which occurs when a system is unavailable due to scheduled maintenance (e.g., during software or hardware upgrades and system backups). 

An ENUM Tier 1b Registry candidate should describe how it intends on meeting the following operations and maintenance requirements.

A Registry shall:

· Use redundancy and high-availability system architectures to eliminate planned or unplanned downtime of the whole system. That is, Registry service shall remain operational when part of the system is undergoing software or hardware upgrades and system backups.

· Use redundancy and high-availability system architectures to minimize unplanned downtime.

· Employ a comprehensive set of system monitoring procedures for problem detection and resolution at multiple levels of the architecture, including processor, memory, operating system, database, application process, and network connectivity.

· Enforce rigorous physical security measures that control access to all data center facilities to prevent tempering of the Registry system via unauthorized physical access to these facilities.  

· Enforce strict multi-level technical security measures to all Registry subsystems to prevent unauthorized electronic access to the Registry system. These measures shall cover access control to various databases and subsystems, network and transport layer security and intrusion detection.

· Make available backup software, operating systems and hardware in all data centers.
Employ a streamlined technical support process to ensure that the appropriate staffs resolve all problems in a timely manner
System Recovery Procedures

System recovery refers to the process of bringing the system back to normal operations after the system has gone down due to failures. The goal is to minimize downtime, data loss and adverse impacts on other systems.

An ENUM Tier 1b Registry candidate should describe how it intends on meeting the following operations and maintenance requirements.

A Registry shall:

· Employ recovery procedures for failures that occur at different parts of the Registry system, such as:

· Data center failures

· Database failures

· Server failures

· Network failures

· Specify how redundancy and highly-available Registry architecture will help expedite recovery from these failures. 

· Specify how backup and escrow data will be used for recovery from these failures.

In addition, a Registry should:

· Provide a time estimate for recovering from each type of failure.
· Log each system outage and document system problems that could result in outages.
Technical and Other Support

An ENUM Tier 1b Registry candidate should describe how it would provide technical and other support to the ENUM Registrars and any other entities it believes requires its support.  It should cover the following possibilities:

· A Registry may provide multi-tiered telephone support to Tier 2 service providers from the customer help desk with a well-defined escalation policy. 

· A Registry may provide web-based support to Tier 2 and service providers Internet users at large. The web contents may include knowledge bases, FAQ’s, toolkits, white papers, and email messaging.

Service Level Requirements

An ENUM Tier 1b Registry candidate shall propose service-level requirements it would expect to meet with regard to operations of the ENUM Tier 1b Registry.  This shall include the following items:

· Registry database throughput – number of transactions per second

· Registry database availability

· Number of ENUM Registrar accounts

· Number of concurrent ENUM Registrar-ENUM Registry connections

· Frequency of zone data generation: rates per day, hour, minute

· Zone data propagation delay: minutes, seconds

· Number of nameservers required

· Frequency of ContactInfo database generation: rates per day, hour, minute

· ContactInfo query response time

· ContactInfo query throughput – number of queries per second

· ContactInfo database availability
Operational System Security

ENUM Tier 1b Registries, SRS and nameserver data centers are subject to a wide range of security threats, including hacking, break-ins, data tampering, denial of service, and physical attacks against the facility. Further, because an ENUM Tier 1b Registry will contain proprietary data from ENUM Registrars and ENUM Registrants, security procedures must incorporate user authentication procedures that ensure that each ENUM Tier 1b Registry’s files are available only to its own personnel.  Failure to address these security threats creates the risks of unplanned downtime and the disruption or denial of services.

An ENUM Tier 1b Registry candidate should describe how it intends to secure both Registry operations and data.  At a minimum, the description should include the following:

· A Registry shall conduct comprehensive threat analyses on all parts of the Registry system to identify the vulnerable points and the types of security attacks.

· Based on the analyses, the Registry shall enforce multi-tiered procedures that provide security protections to all parts of the Registry system, including:

· Perimeter protection for ContactInfo and DNS applications

· Controlled access at the server operating systems

· Applications-level security features for EPP, ContactInfo, and customer service applications

· Network connection security

· Database security

· Intrusion detection

· User identification and authentication

· Continuity of operations

· Physical security

For each of the above categories, the Registry candidate shall specify the security mechanisms employed and the types of attacks that can be protected against.

The security measures in place should be based on industry standards, including existing IETF standards (IPSec, PKI and SSL), and the evolving IETF standards for EPP and DNSSec, when they become mature5 Operational & Infrastructure Requirements

[Much of this section seems redundant to the previous sections of the document.]
(Registry/registrar Interface requirements are being worked in a separate document and this text may be replaced with that information)According to ENUM Forum Document 6000_1_0, Tier 1 Registry has interactions with DNS Providers and ENUM Registrars.  The ENUM Tier 1B Registry must establish an interface which is available for all ENUM Registrars to use. The common protocol may be EPP, but this should not preclude other protocols being used between the ENUM Registry and ENUM Registrars. The protocols to be used on the interface between the ENUM Tier 1b Registry and ENUM Registrars must be agreed between those parties.
Domain Name System Requirements

This section describes the requirements on the DNS aspects of the ENUM Tier 1b Registry.  This includes the requirements for 

· Zone data generation & distribution,

· Resource Records to be included and anything else that needs to be specified for the DNS 

aspect.

.

ENUM Tier 1b Registry Management(Add text from Tier 1A for baseline)
Requirements for Management of the ENUM Tier 1b Registry system.

Event Monitoring

This section provides requirements for monitoring events in the ENUM Tier 1b Registry system.  This includes logging of events, auditing logs and notification of significant events to personnel for remedial action.

Auditing

Logging

Validation

ENUM Tier 1b Registry Security (Add text from Tier 1A for baseline- Sec 5.3)
Requirements for security of the ENUM Tier 1b Registry system.  This will include:

· Protection/Prevention of compromise for systems hosting or managing ENUM Tier 1b Registry
· Protection from Denial of Service attacks (internal & external)

· Requirements for maintaining security updates for all software

· Physical security

· Protocol security (e.g., DNSSEC)

· Encryption requirements

· Authentication & Authorization requirements

· Requirements on SPs providing connectivity for ENUM Tier 1b Registry
The purpose of this section is to address ENUM Tier 1b Registry security requirements.  These requirements cover the following security areas:  DNS, Protocol, Main Site, Physical Network, Back-up, Customer Service Personnel Access, and Audit & Reporting.  These are the minimal requirements that an ENUM Tier 1b Registry shall implement.  
DNS Security

· Transaction Signatures (TSIG), as described in RFC 2845, will be used for any/all data transmission between ENUM Tier 1b Registry and Tier 2 nameservers.

· DNSSec, [RFC 2065], shall be utilized to provide data origin authentication.

· DNS servers will run a minimum set of applications and system services, in addition to the DNS server software. Checks will take place on all DNS servers to ensure that data integrity is maintained.  

Protocol security

· Security of the SRS applications shall be provided in part via the mandatory use of the TLS [RFC 2246] protocol for transport layer security.

· Each EPP session shall be authenticated and encrypted using TLS. The ENUM Registry shall authenticate every EPP client connection using both an X.509 server certificate, issued by a commercial Certification Authority identified by the ENUM Tier 1b Registry, and its ENUM  password. 

Physical Security 

· ENUM Tier 1b Registry should employ a variety of physical security systems to ensure that unauthorized personnel have no access to sensitive equipment and/or data.

· All servers containing any sensitive data should be physically secured so that only a controlled list of people can obtain access.

· The hosting centers themselves should be secured so that no access to the internal networks is possible for unauthorized persons. All internal networks are isolated from public access, and external Internet links are firewall-protected to prevent intruders from gaining access.

· Physical precautions inside the server rooms should include movement detectors (using infra-red or similar means) to alert security personnel should an intruder gain access to a secured location. Alarms will be fitted to all doors and windows, which open into or out of a restricted area.

· The doors and windows should be secure enough to withstand a reasonable amount of force, and damage to doors or windows shall also trigger the alarms.

· Security staff should be present at all times, and should have sufficient training to enable them to correct most problems.  Appropriate personnel should also be contacted when necessary to help contain the situation. 

· Access to the server rooms shall be controlled via the issuance of access cards to authorized individuals. Should an access card be lost or stolen, it is the responsibility of each employee to report this in a timely manner so that the lost card may be deactivated and a new card issued. CCTV? will be in place at all sites for identification purposes should an unauthorized person attempt to use a stolen access card.

· 24-hour access to the data center by authorized personnel will not be hindered by aforesaid security measures.

Network Security

· User identification, passwords and IP range checking shall be required for all restricted services (which includes services other than DNS resolution and ContactInfo queries).

· Secure File Transfer Protocols shall be used for all "file transfers" between the ENUM Registrar and the Tier 1 Registry [RFC 2228, RFC 2577, or similar equivalent].

· System maintenance shall be performed via SSH or similarly secured connections. Telnet servers shall not be operational on any system on the DNS network due to their security risk.

· Each system shall operate a very restricted set of basic services in the relevant sections for DNS, ContactInfo, FTP, SCP and WWW services. Systems shall be firewall-protected in hardware, and IP filtering rule sets shall be in place to reject packets that are not appropriate for a particular host.

· Services which are IP-restricted shall have each IP address specified individually. Network addresses are not to be used, since this adds the risk that a host could masquerade as a spare IP address on an internal network.

· Packet "sniffers", designed to check all traffic passing through a network interface, shall be in place to catch suspicious traffic.  These will actively scan for incorrect or illegal packets, and alert the security team. Packet sniffers may also give some indication of the source of an attack, which would be of use in preventing that attack in the future.

· Network security shall be verified by a security audit process, which involves scanning from an internet-connected host all TCP and UDP ports on servers operated by the ENUM Tier 1b Registry.

· Security tests shall be performed on the DNS Servers and a corresponding report audited on a regular basis.  Each test will attempt to take advantage of a security flaw using a specific attack method, and the result shall be reported. Here is an non-exhaustive list of known attacks:

· Buffer overflow exploit

· Missing format string exploit

· Packet fragmentation attack

· Data flooding (SMURF ping, etc.)

· DNS spoofing

· FTP spoofing

· Dictionary passwords

· Replay attack

· Denial of service (DoS)

Some of these attacks may not be applicable to all services. 

The ENUM Tier 1b Registry shall update the tests used when new vulnerabilities, security flaws, or techniques are discovered.  The updates shall be based on information from security-related mailing lists, websites, newsgroups, and industry best practices.

Backup Security 

Backup shall be performed through a secure network on the main ENUM Tier 1b Registry site.

The ENUM Tier 1b Registry shall use an encryption scheme for the backup of sensitive data as a part of the implementation process.  Security-cleared personnel shall transport the removable media to a secure location where it will be stored, maintained and recovered for later use.      

Customer Service Personnel Access Relevance

All Customer Service Representatives’ (CSR) access shall be limited from a particular network subnet (subnet filtering).  The intent is to prevent hackers from anywhere on the Internet from guessing a CSR username/password and getting into the system.

Anytime a valid CSR username and password is entered in the login screen, a final verification is performed against the set of recognized IP addresses.  If someone provides a valid username and password, but is not logging in from a valid IP address, they will not be allowed to log in, although they won't be told why.      

Security Audit and Reporting

The ENUM Tier 1b Registry shall run a security audit on a reasonable basis.

The ENUM Tier 1b Registry shall run the security audit to test all systems for configuration issues and security holes. Results of this audit should then form the basis of a regular security report, which will also detail any recommendations for system alterations and a timeline for remediation.

All security breaches are to be reported to the management responsible for security. Should a serious breach be detected, some services may be suspended temporarily if this is necessary to ensure the reliability of the ENUM Tier 1b Registry data.

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
Discussion ended April 20, 2005 at 4:37 pm MTN

Caching Requirements

Requirements for caching.  

Performance and Capacity

Performance requirements for ENUM Tier 1b Registry.  This can include:

· Raw Throughput supported (e.g., queries per second)

· Valid throughput (e.g., valid queries & responses per second)

· Invalid throughput (e.g., how many invalid queries/second without affecting valid 

operation) ???

· Average/Mean/… Query/Response delay

· Registration performance requirements (registrations/unit time)

· Zone data update frequency (e.g., 5 minute update frequency 95% of the time)

· Cross-Network Nameserver Performance (as defined by ICANN)

Performance will be important.  ENUM Tier 0 and ENUM Tier 1a Registries are likely to hold information that is readily available from caches.  However, ENUM Tier 1b Registry will hold phone numbers and caches from ENUM Tier 1b Registry hits will not aggregate.  For example, a cache of a NPA will cover queries for all phone numbers in the NPA, but a cache of a single phone number will only cover queries for that phone number.  Thus the ENUM Tier 1b registry is likely to get more queries.

Another aspect of performance will be the query/response metrics as measured from sites around the world.  The ENUM Tier 1b Registry must support queries from locations all over the world with acceptable performance.

ENUM Tier 1bRegistry  Performance Specifications

An ENUM Tier 1b Registry shall use commercially reasonable efforts to provide performance at the levels set forth herein.

DNS Service

Performance Specifications

•
The performance specification for DNS Queries is 300 milliseconds (ms) maximum round-trip time.

Availability

•
A DNS Point of Presence (PoP) is considered to be Available during a Sampling Period if it responds to DNS Queries within the performance specification for 95% of all Measured Transactions within that Sampling Period.

•
The DNS service is considered to be Available for a Sampling Period if over 99% of the queries submitted within that sampling period are responded to within the specified round-trip response time as specified.

•
The total unavailability of the SRS systems shall not exceed 5 minutes per calendar year. This represents 99.999% system availability. There shall be no simultaneous Planned Outage of SRS service at over half of the System's SRS PoPs.

•
The total unavailability of the DNS name service systems shall be 0%. This represents 100% DNS name service availability. There shall be no simultaneous Planned Outage of DNS service at over half of the System's DNS name service PoPs.

•
Nameservers shall exceed 99.99% availability

Planned Outages

Planned Outages will not exceed four (4) hours per calendar week beginning at 0000 GMT Monday, nor total more than eight (8) hours per month. Notwithstanding the foregoing, the Tier 1 Registry may incur one (1) additional Planned Outage of up to eight (8) hrs. per month in duration for major systems or software upgrades (Extended Planned Outages). In months in which Extended Planned Outages occur, no other Planned Outages may occur. 

Updates

The Update Time for the DNS service shall not exceed 5 minutes for 95% of all updates.

Cross Network Nameserver Performance Requirements

The committed performance specifications for cross-network nameserver performance is a measured round-trip time of less than 300 ms and measured packet loss of less than 10%. The cross-network nameserver performance requirements of this subsection are in addition to the requirements of subsections above. Cross-network nameserver performance (CNNP) measurements will be conducted by a neutral third party, at times of its choosing, in the following manner:

•
The measurements will be conducted by sending strings of DNS request packets from each of four measuring locations, chosen by the neutral third party, to each of the Tier 2 nameservers and observing the responses from the Tier 2 nameservers. The measuring locations will be four locations, which are geographically dispersed in the U.S. Time Zone.

•
Each string of request packets will consist of 100 DNS Queries at 10 second intervals requesting nameserver type resource records for arbitrarily selected ENUM Tier 1b Registry domains, preselected to ensure that the names exist in the Tier 1 Registry and are resolvable. The packet loss (i.e., the percentage of response packets not received) and the average round-trip time for response packets received will be noted.

•
To meet the packet loss and round-trip time requirements for a particular CNNP Test, all three of the following must be true:

(1) The round-trip time and packet loss from each measurement location to at least one ENUM Tier 1b nameserver must not exceed the required values.

(2) The round-trip time to 75% of the ENUM Tier 1b nameservers from at least one of the measurement locations must not exceed the required value.

(3) The packet loss to each of the Tier 1b nameservers from at least one of the measurement locations must not exceed the required value.

•
Any failing CNNP Test result obtained during an identified core Internet service failure shall not be considered.

•
To ensure a properly diverse testing sample, a neutral third party will conduct the CNNP Tests at varying times (i.e., at different times of the day, as well as on different days of the week). AnENUM Tier 1b Registry will be deemed to have failed to meet the cross-network nameserver performance requirement only if the Tier 1b nameservers persistently fail the CNNP Tests.  Persistently failed is defined as the failure of three or more consecutive CNNP tests.

•
In the event of persistent failure of the CNNP Tests, the neutral third party will give an ENUM Tier 1b Registry written notice of the failures (with test data) and the ENUM Tier 1b Registry will have sixty days to cure the failure.

•
If, following that opportunity to cure, the Tier 1b nameservers continue to persistently fail CNNP Tests and an ENUM Tier 1b Registry fails to resolve the problem after thirty days notice of the continuing failures, an ENUM Tier 1b Registry will be deemed not to have met its performance obligations.

•
Sixty days prior to the commencement of testing under this provision, the neutral third party will provide the ENUM Tier 1b Registry with the opportunity to evaluate the testing tools and procedures to be used. In the event that the ENUM Tier 1a Registry does not approve of such tools and procedures, the neutral third party will work directly with the ENUM Tier 1b Registry to make necessary modifications.

•
The neutral third party shall make available all data relating to CNNP Test results of the ENUM Tier 1b nameservers to the ENUM Tier 1b Registry. Data will be made available in a well-defined electronic format no later than the tenth day of the month following the month in which measurements were taken.

EPP Performance Specifications

•
The performance specification for add, modify and delete commands is 3000 milliseconds.  This is measured from the time the command is completely received until it is completely sent.  It is important to note that this specification may not be met during periods of extreme volume.

•
The performance specification for check commands is 1500 milliseconds.   This is measured from the time the command is completely received until it is completely sent.  It is important to note that this specification may not be met during periods of extreme volume.

The total planned outage should correspond with the specifications set forth herein. 

Responsibilities of the Parties

The ENUM Tier 1b Registry will use commercially reasonable efforts to restore the critical components of the system within 48 hours in the case of a force majeure event.  Outages due to a force majeure event will not be considered System Unavailability.

Except in the case of nameserver performance requirements, the ENUM Tier 1b Registry will perform internal monitoring as a means to verify that the availability and performance measurements of this document are being met.

Beginning no later than 120 days after the commencement-of-service date, the ENUM Tier 1b Registry will provide preliminary monthly system performance and availability reports to the contracting entity. 

The ENUM Tier 1b Registry will provide service availability percentages during each Performance Measurement Period as listed in this document.

Facilities Requirements

This section will provide requirements for facilities used by the ENUM Tier 1b Registry.  This includes:

· Power

· HVAC

· Fire systems

· Etc.

Interface Requirements

Interfaces

The following sections describe the interfaces among ENUM Registrar, Tier 2 Provider, ENUM Tier 1B Registry  and ENUM Tier 1a Registry.

Interfaces between the root and the ENUM Tier 0 Registry, and between the ENUM Tier 0 Registry and the ENUM Tier 1 Registry, are outside the scope of this document.

Interfaces Between ENUM Tier 1aRegistry  and Tier 1b Registry
DNS Interface

DNS, DNSSEC, etc.

Management Interfaces

Point of Contact – Management

Escalation Process 

Notification Process

Operational Interfaces

Interfaces Between ENUM Tier 1b and ENUM Registrars

This interface may be used by the ENUM Registrar to manage their account with the Tier 1 Registry (e.g., creation, closure, modification and billing; to provision the nameserver, contact information, ENUM Registrant information and other information to the Tier 1 Registry for ENUM domain name registrations; and to accept or reject the transfer request for an ENUM domain name. 

This interface may be used by the Tier 1 Registry to manage the account with the ENUM Registrar; to inform the ENUM Registrar about a transfer request for an ENUM domain name that was registered by this ENUM Registrant; and to notify the ENUM Registrar about ENUM domain name and contact telephone/fax number changes at the ENUM Registrar due to an area code split.

Protocol Used

EPP

Management Interfaces

Operational Interfaces 

Email, HTTPS, etc.

Interfaces Between ENUM Tier 1b and Tier 2 Registries
[references here to Tier 1 Registry?]This interface may be used by the Tier 1 Registry to discuss the DNS operation problems with the Tier 2 Provider if it is the technical contact for the ENUM domain name. 

Only the interface between the ENUM Registrar and the Tier 1 Registry is subject to formal standardization.  The interface between the ENUM Registrar and the Tier 2 Provider may be subject to formal standardization if there is a strong interest to do so.  The interface between the ENUM Registrar and the ENUM Registrant is likely to be defined by each ENUM Registrar. The interface between the ENUM Registrant and the Tier 2 Provider is likely to be defined by each Tier 2 Provider.   The interface between the Tier 1 Registry and the Tier 2 Provider can be as simple as a telephone call or e-mail message about a DNS operation problem.
DNS Interface

DNS, DNSSEC, etc.

Management Interfaces

Operational Interfaces

Interfaces BetweenENUM  Tier 1b Registryies & ISPs

BGP, etc.

Management Interfaces

Operational Interfaces 

Availability & Reliability

This section provides requirements for availability of the ENUM Tier 1b Registry.  It may also provide metrics for measuring availability.

· Service availability

· Service Response time

· Update frequency

Reliability

This section provides requirements for reliability of the ENUM Tier 1b Registry.  It may also provide metrics for measuring reliability.

Timeliness

This section provides requirements for timeliness of the ENUM Tier 1b Registry.  This might fall into a different category.  But it provides requirements for how timely an ENUM Tier 1b registry should be in entering new Rrs into the zone datas and disseminating them to all sites.

Connectivity (with Service Providers)

This section describes the requirements for connectivity of the ENUM Tier 1b registry with the Internet.  It can include items such as:

· Multihoming requirements

· Resilient/Redundant access

· BGP Peering with ISPs

Escrow Requirements

Contact Info 

This section will contain requirements for maintaining contact info for the zones in the ENUM Tier 1b registry.  This may imply provision of WHOIS or other protocol (e.g., IRIS).


Anycast

An ENUM Tier 1b Registry candidate is required to address what mechanisms it would use to enable the contracting entity to:

•
Monitor the initial progress of implementation

•
Monitor the ongoing participation in the offering

•
Monitor and provide feedback regarding the ongoing performance of the Tier 1

•
Monitor ongoing system updates and changes 

•
Monitor ongoing policy updates and changes

•
Drive system updates and changes 

•
Drive policy updates and changes
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� The instructions regarding operations of the domain e164.arpa, which can be found at the URL: � HYPERLINK "http://www.ripe.net/rs/enum/instructions.html" ��http://www.ripe.net/rs/enum/instructions.html�, are instructions from the IAB to the RIPE NCC. They do not implicitly give the ability for anyone to receive a domain delegation for an E.164 CC by contacting the RIPE NCC. 


The RIPE NCC will not evaluate any requests for delegation that it happens to receive apart from the correctness of the technical information submitted in the request. (Please see specifications listed at: � HYPERLINK "http://www.ripe.net/ripe/docs/enum-request.html" ��http://www.ripe.net/ripe/docs/enum-request.html�). 


The ITU-T TSB evaluates delegation requests and questions. We urge anyone interested in discussing E.164 matters that are not DNS related to contact ITU-T TSB. 


Information on how TSB will handle ENUM requests can be found under the bullet "Interim Procedures" at the ITU-T Web site at: � HYPERLINK "http://www.itu.int/ITU-T/inr/enum/" ��http://www.itu.int/ITU-T/inr/enum/� . 


The RIPE NCC is not performing any evaluation of requests for delegation of domains under e164.arpa. This is the responsibility of ITU-T TSB.





� As this system is built on top of DNS, one can not be sure that the information one gets back from DNS is more secure than any other DNS query. Being the only extant mechanism for securing DNS responses, DNSSEC is the obvious solution for ensuring the security of ENUM responses. However, at the time of publication of this document the DNSSEC standard has not been finished. Until that time ENUM's use of DNSSEC is merely recommended. Once DNSSEC is published as a Proposed Standard, ENUM based systems SHOULD fully implement DNSSEC. At the point at which DNSSEC becomes a Draft Standard, it MUST be implemented by ENUM compliant systems.





Additionally, due to the fact that some parts of the ENUM system may be using DNSSEC before others, resolvers MUST be capable of handling responses containing DNSSEC-related RR types even in cases where the resolver or client application is unwilling or unable to perform DNSSEC validation.








� This is unclear and the text needs to be modified to establish the appropriate arrangement.
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