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CC1 ENUM Tier 1B Registry
Technical and Operational Requirements
for a Specific Country within Country Code 1

SECTION 1.0 ScOPE, PURPOSE, AND APPLICATION

1.1  Scope

This document describes the ENUM Tier 1B techracal operational requirements for a specific country
within the North American Numbering Plan (NANP) @ity Code 1 serving area. In particular these
technical requirements are to be used to seledEigM Tier 1B Registry for US telephone numbers
(TNs) under the ITU-T E.164 international numberstgndard, and may be accepted or modified by
other NANP member nations when determining thearaach.

The Tier 1B Registry operator is the single enttyponsible for providing ENUM Registry services
under 1.el164.arpa for US TNs, including managermgpointers to Tier 2 Provider nameservers. The
Tier 1B Registry does not handle Naming Authorityrfeer (NAPTR) records but points at Tier 2
Providers where NAPTR records associated with Erflédbers are stored. The ENUM Tier 1B Registry
must establish an open standard interface thatitaale for all ENUM Registrars to use. The Ti&
Registry will be prohibited from functioning as adgstrar.

1.2  Purpose

This document is intended to provide the specificet necessary to implement the ENUM Tier 1B
Registry components for Numbering Plan Area (NR&purces within the U.S. 1t is intended to provide
sufficient information to allow a contracting egtto issue an RFP for an ENUM Tier 1B Registry
implementation. As such, it describes, among ditegs, the reference architecture for the ENUMITI
1B Registry. It also provides the critical sequanhd privacy requirements for implementing thisteyn

for the US numbering space.

This document will be distributed to all stakehofdwith a view of seeking consensus amongst an
audience that is as large as possible and endinanghe implementation of a country’s ENUM Tier 1B
Registry proceed as swiftly and as smoothly asibless

1.3  Application

This document is intended to be used as the basenfRFP that will identify and provide the tedati
specifications necessary to select a vendor tHaimplement the ENUM Tier 1B Registry components
for NPA resources within the U.S. This may alsaibed by other countries within the NANP for their
ENUM Tier 1B registry vendor selection requirement.
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SECTION 3.0 DEFINITIONS , ACRONYMS, & ABBREVIATIONS

3.1

Definitions

Application

Service Provider

Authentication

Authorization

Core Registry
Services

Core Internet
Service Failure

Cross Network
Name Server
Performance
(CNNP) Test

Disputing Party

Dynamic
Delegation
Discovery
System (DDDS)

ENUM

ENUM
Applicant

ENUM
Registrant

Person/organization providing applications to ENEMI users.

The process of verifying that a paetg., the ENUM Applicant,
is who they claim to be. (See Verification)

The process of verifying that an (eartticated) party is entitled
to perform some action

The three core services provided by the RegisBRS,
Nameserver, and Contactinfo Services

Is an extraordinary and identifiable event beydredontrol of
Registry Operator affecting the Internet servicebd measured
pursuant to SLRs. Such events include but areimded to
congestion, collapse, partitioning, power griddesls, and
routing failures

Measurements conducted by sending strings of Diy&est
packets from each of four measuring locations th e the
Tier 1B nameservers and observing the responsestfre Tier
1B nameservers. (These strings of requests andiresp are
referred to as a "CNNP Test".)

An entity other than the currengR#&ant, claiming to be the
assignee of the telephone number represented Nk
domain name, that initiates a challenge to remawahange the
registration in the Tier 1B.

Used to implement lazy binding of strings to datagrder to
support dynamically configured delegation systeathsas
ENUM is based on. The DDDS functions by mappingeo
unique string to data stored within a DDDS Datalinse
iteratively applying string transformation rulegiuia terminal
condition is reached. (RFC 3401 to 3405)

Refers to a protocol developed in the InteiBegineering Task
Force (IETF) (RFC 3761) whereby the DNS can be t@ised
identifying available services associated with BnE64 number

Person/organization that is seeking to registeéf.464 number
into the CC1 ENUM Tier 1B Registry

Person/organization that has been authorized aysteesd their
E.164 number into the CC1 ENUM Tier 1B Registry

3
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ENUM Registrar

ENUM Tier 1A
Registry

ENUM Tier 1B
Registry

Registry Data

Telephone
Number
Assignee
(Assignee)

Thick Registry

Tier 2 Provider

Verification

Entity that will provide ENUM regiation services to an
ENUM Applicant(s)

Organization that registers ENUM domains correspuntb
NPAs and hosts the set of their authoritative naarger (NS)
records.

Organization that registers ENUM domains correspuntb 10
digit E.164 numbers and hosts the set of pointetkdir Tier 2
name servers

Registration Data maintained by #dggstry including Zone-File
Data, and all other data submitted by ENUM Registra

The person/organization that is assigned an e.l6¥bar.

(Note that telephone number assignment practieesatrof
scope of this document.)

Is one in which all of the information associateithwegistered
entities, including both technical information @nmation
needed to produce zone files) and social informatio
(information needed to implement operational, bess or legal
practices), is stored within a central registryosfory

Person/organization that maint&h&JM zone including the
NAPTR resource records for that number and is pditd by
the Tier 1B

Verifying the identity of the ENUM Applicant, antat the ENUM
Applicant is authorized to register the telephonmber (i.e.,

verifying that the ENUM Applicant is the telephomember assignee),
must be accomplished during the provisioning precé&he initial and
ongoing verification of telephone number assignniethie
responsibility of the ENUM Registrar.

CC1 ENUM LLC TAC-22 01-2-2006
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Acronyms & Abbreviations

AAA
ASCII
ASP
CC1

CC1 ENUM LLC

CNAME
CNNP
CRISP
CSR
DDDS
DNS
DNSSEC
ENUM
EPP
FCC
FQDN
FTP
HVAC
HTTP
IAB
ICANN
IETF
IRIS
ITU
ITU-T
LDAP
NANP
NAPTR
NIC
NPA
NS
OAM&P
PoP
RFC
RIPE NCC

Authentication, Authorization and Accounting

American Standard Code for Information Inteange
Application Service Provider

Country Code 1

Country Code 1 ENUM Limited Liabilit€orporation
Canonical Name

Cross Network Name Server Performance

IETF Cross Registry Information Service &cot Working Group
Customer Service Representatives’

Dynamic Delegation Discovery System
Domain Name System

DNS Security Extension

TElephone NUWnber Mapping

Extensible Provisioning Protocol

Federal Communications Commission

Fully Qualified Domain Name

File Transfer Protocol

Heating, Ventilating, and Air Conditioning
Hypertext Transfer Protocol
Internet Architecture Board

Internet Corporation for Assigned Names andbers
Internet Engineering Task Force

Internet Registry Information Service

International Telecommunications Union
International Telecommunications Union — Taenmunications Sector
Lightweight Directory Access Protocol

North American Numbering Plan

Naming Authority Pointer (DNS Resource Regord
Network Information Center

Numbering Plan Area

Name Server
Operations Administration Maintenance andvsimning
Point of Presence

Request for Comments

Réseaux IP Européens Network Coordin&lemtre
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RRs
RTT
SP
SRS
SSL
TCP
TLS
TTL
TN
TSIG
TSP
UbDP
URI
URL
UTF-8
us
WWwW

Resource Record

Round-Trip Time

Service Provider

Shared Registration System
Secure Socket Layer
Transmission Control Protocol
Transport Layer Security
Time to Live

Telephone Number
Transaction Signatures
Telephony Service Provider
User Datagram Protocol
Uniform Resource Identifier
Uniform Resource Locator
Unicode Transformation Format -8 encoding
United States of America
World Wide Web

CC1 ENUM LLC TAC-22 01-2-2006
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SECTION 4.0 INTRODUCTION

This section specifies the reference architecttieesingle common ENUM DNS domain, 1.e164.arpa,
within Country Code 1.

ENUM implementation is based on a tiered architecais shown in Figure 1. At Tier 0 is the RIPE NCC
which maintains the e164.arpa zdrentries in the RIPE NCC nameservers corresporduatry codes
and point to the name servers of the Tier 1 Rggibtt is the authoritative nameserver for thatntgu
code. Entries in Tier 1 Registries normally copasl to individual telephone numbers and poinh& t
Tier 2 nameservers that hold the NAPTR records ts@dovide actual communication services.

Because Country Code 1 corresponds to an integnatetbering plan in which the country code is shared
among several countries, the plan of the LLC ispit Tier 1 functionality into a Tier 1A, which wd
receive the CC1 delegation from the Tier 0, anepitdlly multiple Tier 1Bs serving different CC1
(NANP) member countries. Entries in Tier 1 A vatirrespond to NPAs and will point to the Tier 1R&tth
holds per —number delegations for the numbers witie given NPA.

Tier 1 B Registries are required to deal directithwhe CC1 ENUM Tier 1A Registry to arrange foeth
provisioning of NS records for the NPAs they sante the CC1 ENUM Tier 1A Registry.

CC1 ENUM TierlB Registry(ies) will be required tstablish a business relationship with the CC1
ENUM Tier 1A Registry prior to registering any NRf\e164.arpa. The nature of the business
relationship will be defined by the CC1 ENUM LLC batlied in a Registry agreement, and will be the
same for all CC1 ENUM TierlB Registry(ies). Thisiscessary to ensure that each CC1 ENUM TierlB
Registry’s records are properly maintained and ot the assignee of the NPA which has been
designated to participate in ENUM by the natiordrhanistration in charge of the NPA in question can
register it into Tier 1A.

ENUM Registrars, the entities that accept regismatequests from number assignees, will, in tbe,
required to establish a business relationship thithCC1 ENUM TierlB Registry(ies) prior to regisbey
any telephone number, in el64.arpa.

The nature of the business relationship betweeil el B and the ENUM Registrars will be defined by
the contracting entity, embodied in a Registry-Regr agreement, and will be the same for all ENUM
Registrars for a given NPA entered into Tier 1AisTiB necessary to ensure competitive equity batwee
registrars in TierlB and to ensure that ENUM Regists records are properly maintained and that the
assignee of the E.164 telephone number has dewdetticipate in ENUM. Entries in the Tier 1B
nameservers point to the nameservers of the Tpeoder for a given E.164 number. The Tier 2
Provider for an E.164 number maintains the actwsdPTNR records that contain URIs (Uniform Resource
Identifiers) for specific communication servicesdahe Application Service Provider (ASP) useséhes
records to provide those services to the numbegreess (Registrant)

1 The instructions regarding operations of the domain eff#.acan be found at the URL:
http://www.ripe.net/rs/enum/instructions.htmi

The ITU-T TSB evaluates delegation requests. Informatioham TSB will handle ENUM requests can be found under th
bullet "Interim Procedures" at the ITU-T Web sitehdtp://www.itu.int/ITU-T/inr/enum/

7
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FIGURE 1 — ENUM Functional Architecture
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SECTION 5.0 OPERATIONAL & INFRASTRUCTURE REQUIREMENTS

This section provides requirements for the openadiod infrastructure of the ENUM Tier 1B registry.
Service Level Requirements are contained in Se@ion

51 Registry Database

The Registry database is the central repositorglfarbjects concerning ENUM domain name
registrations in an ENUM Tier 1B Registry. Theemprimary objects associated with an ENUM Tier 1B
registration are: domain, host, and contact. dtitical that a Registry database operate in paesive

and robust manner.

An ENUM Tier 1B Registry bidder should describe hibwould meet the following requirements for an
ENUM Registry database, and it should provide esti#® of demand if necessary. (See Service Level
Requirements (SLR) Section)

An ENUM Tier 1B Registry shall follow the “thick gestry” model as detailed in Section 5.4 below. A
Registry database:

» Shall be sized to accommodate the expected demamitial launch, and to support growth
without interruption as ENUM matures.

» Shall be able to perform transactions at a ratentigts the needs of the ENUM users.

» Shall maintain its performance based on agreedrioce-level measurements, even as the number
of users, workload volume, or database size ineseas

« Shall maintain a high level of availability as regd by SLRs contained herein. An ENUM Tier
1B Registry bidder should describe what level dilbility it believes is necessary; what amount
of scheduled maintenance is necessary; and hoauldxexpect to meet the appropriate
availability level.

» Shall be replicated and hosted in geographicafipalised data centers to achieve high availability
and facilitate data backup and recovery.

5.2  Shared Registration System (SRS)
The Tier 1B registry shall provide a Shared Regigin System (SRS) that allows multiple registtars
enter ENUM registrations into the registry. An EMU’ier 1B Registry will maintain the addresses of

the nameservers of the Tier 2 providers in the N®HE name space and will have authority to
communicate with the ENUM Tier 1A Registry.

An ENUM Tier 1B Registry is required to:

» Allow concurrent operations from multiple ENUM Rstars

» Provide non-discriminatory services to each augteatiENUM Registrar to perform registration
related operations

* Provide and conduct non-discriminatory registratifteation procedures

» Support open standard interfaces between the EN@MIB Registry and authorized ENUM
Registrars

» Perform Zone data creation and maintenance negassapdate the zone data and information in
the local data stores

» Support open standard interface(s)
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53 Zone Data

Zone data is typically a database file (or a cdilbecof database files) consisting of the technical
information that the DNS requires to function cotlhg Zone data generation is the term tradititynal
used to describe the process of generating zoasmation from the Registry database, deploying the
primary server, and then propagating it out toseondary servers. The latter two steps are altexic
zone data propagation.

An ENUM Tier 1B Registry bidder must describe hawvould meet the following requirements for zone
data operations:

» The SRS/Registry Database shall provide meansrergte the zone data from the Registry
database to reflect changes made through the ENEdisRy-ENUM Registrar interface as
defined in the Service Level Requirements (SLRS).

* The zone data, once generated by SRS/Registry &saabhall be reliably and securely
propagated to all ENUM Tier 1B nameservers withimum delay.

» The frequency of zone data generation and the délagne data propagation shall meet the SLR
requirements

e Zone data generation and propagation procedurdisbehearefully engineered so that they will
not adversely affect the normal ENUM Tier 1B Regisind nameserver operations.

» Zone data distribution procedure should conforragpropriate IETF standards (see Section 2)

* The ENUM Registrar to ENUM Tier 1B Registry SRSItha the only automatic means by which
an ENUM Registrar can make changes to the ENUM domames it sponsors without the need
for Registry personnel intervention.

* The nameservers for an ENUM Tier 1B Registry shalplaced in geographically dispersed data
centers topically diverse connections to the Irgeta allow for maximum redundancy against
disaster and failures.

* The registry database shall support logging anéugacapabilities for all zone data updates.

54  Thick Registry Model

A thick registry is one in which all of the infortan associated with registered entities, includioth
technical information (information needed to proelzone files) and social information (information
needed to implement operational, business, or |egatices), is stored within a central registry
repository. The Thick Registry will provide forrdealized escrow transfers and lawfully authorized
access to the registry data. To protect the pyigdhcegistrant information, public access to thiek
registry will be limited. Details for public acee® registration data are found in Section 5.5.

- Escrow — transfers. If a registrar goes out ofriess or experiences some other kind of
disaster that corrupts or destroys its data stbeegata kept at the thick Tier 1B registry
can help transfer registrations to a differentstgr, and help registrants keep their domain
names. Besides that, keeping registrant informaitdhe Tier 1B registry helps registry
operators enforce the transfer policy, and may gdigecontribute to making the transfer
process run more smoothly.

- Lawful Access. Because all needed information Id hethe Tier 1B, response to lawful
access inquiries is simplified.

10
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« Contactinfo. Because all needed information isanTier 1B Registry, the Tier 1B rather
than each Registrar responds to Contactinfo quefiiags provides a single destination for
gueries and consistency in performance.

It is understood that technical information popeihinto the Tier 1B Registry DNS resource recosds i
intended to be publicly available for responseBNS queries.

55 Contactlnfo

Instead of a conventional WHOIS service, a newygervice known as Contactinfo will be provided for
ENUM. This service will provide a means of contagtthe necessary entities for trouble resolution
without compromising the privacy of the ENUM Regasit. It will also allow for appropriate disclogur
of ENUM Registrant information in alleged casedratidulent or illegal activity on the part of a ENU
Registrant. An ENUM Tier 1B Registry bidder is regd to describe how they would provide this sezvic
to meet the needs of the communications industdytla@ public while safeguarding the personal
information of the ENUM Registrants.

The Tier 1B will respond to all lawful Contactinfequests from appropriate authorities.

5.5.1 Introduction

This section describes specific requirements ferTier 1B operator to maintain a ‘Contactinfo’ dase.
Also included in this section are the followingowthe database should be operated, and what
information should be publicly accessible.

5.5.2 Need for Contactl nfo Databases

1. There is a need for the Tier 1B Operator to mamn@ontactinfo databases associated with ENUM
registrations.

2. The appropriate technology for maintaining pubtcess to such Contactinfo should be the IRIS
protocol developed by the CRISP Working Group.

3. There is a requirement on the TIER 1B operatoramiain such a database in a manner known as
the “Thick Registry” where the TIER 1B Registry op@®r maintains the authoritative database of
registration information obtained from all Regissta

4. The information from that database that could bder@ublicly accessible is a matter of policy for
the CC1 ENUM LLC to determine, to ensure compliawdé privacy regulations and best
practices.

5.5.3 General Contactlnfo Requirements
The general requirements for the Contactinfo da@laae:

1. Mining Prevention: providing some technical meandiscourage data mining of the information
base

2. Standard and Extensible Schemas

3. Level of access: not all data need be equally addesby all users of the service

4. Client processing: facilitating the creation ofecli software that can automatically extract relévan
details from the services responses

5. Searches: The protocol should provide for flexddeess by authorized entities while limiting
public queries to searches by full telephone nurobéy.

6. Result Set Limits: the protocol must include pravis for allowing a server operator to express a
client search limit

11
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The implementation of Contactinfo Databases mugtdhiey neutral and extensible to allow the LLC to
administer associated Contactinfo policies, witpare to individual database elements as well as the
database as a whole.

Contact-Info Databases should use modern authénticand authorization methods to control access by
Registry personnel, Registrars, and querying martie

5.5.4 Data Collection Requirements and Contactl nfo Data Access

The Tier 1B operator will accredit various entitteerform the function of ENUM Registrars. Those
Registrars will as part of the registration proocasect a variety of data associated with ENUM
registrations which may include the registrantjrgl contacts, technical contacts, administratioetacts,
legal contacts, zone contacts, abuse contactsemulity contacts. The data that can be colleetidbe
governed by appropriate regulatory requirementsta@d’ier 1B contract.

ENUM accredited Registrars will transmit copiespécified data for each registration to the Tier 1B
operator for maintenance under the concept ofiaktRegistry”.

The Tier 1B operator will then take portions of ttea, such as Registrar contact data, and popaate
IRIS database with that information for public eaxe The data that is to be publicly accessibtensatter
to be governed by appropriate regulatory requirésand the Tier 1B contract.

Below, are the recommended data elements thatdbeuhcluded in the Zone Contactinfo.

The data elements that are marked as public st@uidade available to all queries under the terrds an
conditions of the Tier 1B contact and in compliamgth appropriate regulatory requirements. Alladat
the database must be true and accurate. The psexiéd data is not allowed.

5.5.4.1 Zone Contact Data Elements
Table 1 Zone Contact Data Elements

Data Element Private Public | Example

Domain Name X 4,5.6.7.5.5.5.3.2.1.1.el64.arpa

Domain ID X

Domain Status REGISTRAR-LOCK

Domain Updated Date

Domain Expiration Date

Registrar Name

Xl x| x| x| X

Registrar URL

Last Updated by Registrar

Last Transferred

Name Server ID

Name Server Name BAY-W2.ACME.FOO

12
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Name Server URL X Iris:eregl//tlb.us/host/bay-
w2.acme.foo

Name Server Status X

\*2)

Name Server Association Statu

Name Server IP Address

X
X
Name Server Creation Date X
X

Name Server Last Transfer Dats

117

Tier 1B Name X

Tier 1B URL X

Tier 1B Name Server Name X

Below are the recommended data elements thatéghbeuhcluded in the Registrar Contactinfo. The&ada
elements that are marked as public must be madialalesto all queries. The data elements that are
marked as private must be secured in the Contactlafabase and only available to queries that treeve
appropriate authorization. The registrant hagitfte to change the default data elements thatanded
as private to public at their discretion. If aalatement is marked optional, then there is noiregquent
for populating those fields. These fields showdobpulated with role-based information (e.g., ¢mai
address abuse@xyz.com)

5.5.4.2 Registrar Contact Data Elements

Table 2 Registrar Contact Data Elements

Data Element Private Public Example
Registrar Name X
Registrar Address X
Registrar Phone Number X
Registrar URL X
Registrar Admin. Contact Name X
Registrar Admin Contact Phone X
Number

Registrar Admin Contact Email X
Admin Contact Name X

Admin Contact Phone Number X

Admin Contact Email X

13
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Billing Contact Name X
Billing Contact Phone Number X
Billing Contact Email X
Technical Contact Name X
Technical Contact Phone Number X

Technical Contact Email

Registrant Name

Registrant Company Name X
Registrant Address X
Registrant Contact Phone Number X

Registrant Contact Email

Legal Contact Name (Optional)

Legal Contact Phone Number X
(Optional

Legal Contact Email (Optional) X

Abuse Contact Name (Optional) X

Abuse Contact Phone Number X
(Optional)

Abuse Contact Email (Optional) X

Security Contact Name (Optional) X

Security Contact Phone Number X
(Optional)

Security Contact Email (Optional) X

5.5.5 Privacy Considerations

ENUM Registry maintains a full and complete copyabfrelevant data associated with ENUM
registrations in accordance with the requiremenafthick Registry”. It is anticipated that Reigas
will handle normal and routine inquiries about stégints. Those making inquiries about existing
registrations should be referred to the Contacttfa#ta query mechanism. ENUM Registrars and
registries will comply with applicable regulatioos the collection of personally identifying infortian
and must disclose the reasons for the collectiahpalication of such data to their applicants.

14
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It is anticipated that personally identifying regast information associated with ENUM would not be

made publicly available through the Contactinfeadgwiery mechanism; however, such data could be
made available to authorized entities (such as Eafercement agencies) under appropriate legal and
regulatory procedures. Operators of the Tier Id#stey should anticipate inquiries from law enfarent

agencies from time to time.

Registrants may choose to have specific Contactlata fields that would otherwise be marked as
private, made available through the Contactinfadptery mechanism. The Registry-Registrar interfac
SHOULD be able to flag appropriate fields for thegigtry to publish in a separate registrant inddfi

Should a Registrant indicate that it chooses toagarits own Tier 2 DNS infrastructure, the regrsira
would also be the zone contact. Under these cstamaes, the requirement for publishing zone céntac
data may override personal privacy considerationghose cases, the registrant will be notifiea am
appropriate disclosure of the circumstances andss#y to publish such data.

Bidders need to address how they will comply witivgcy and other regulations (Contactinfo) where
they either store the data or if required wheredidt@a is originated. Example — CA privacy regolasi
differ from other states.

5.5.6 Escrow Requirement

The Tier 1B contract shall contain an escrow rezyuant for all appropriate data required to maintain
business continuity in the event of a force majencalent. The escrow agreement is essential saren
business continuity and stability of 1.e164.arpa.

5.6 Security

A Tier 1B must secure both Registry operationsdatd. A Registry shall conduct comprehensive threa
analyses on all parts of the Registry system totifiethe vulnerable points and the types of sdguri
attacks. Based on the analyses, the Registry ébfale and implement multi-tiered procedures that
provide security protections to all parts of thegR#&y system.

A Tier 1B is required to protect Registry systerness from all forms of abuse, fraud, or security
breaches. In addition, a Tier 1B must follow ang all commercial practices used to protect creamtitl
information (Gramm-Leach-Bliley Act).

5.6.1 Operational System Security

Security requirements are detailed below:

» Protection/Prevention of compromise of the systhosting or managing Tier 1B
* Protection from Denial of Service attacks (inter&axternal)
* Requirements for maintaining security updates lcsaitware

» Security (integrity, authenticity) of communicat®hetween the components of the Tier 1A and
1B service (name servers, registry, etc)

* Encryption requirements
* Authentication & Authorization requirements
* Requirements on ISPs providing connectivity forr i

15
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5.6.2 Physical Security

» The Tier 1B Registry shall employ a variety of plgésecurity systems to ensure that
unauthorized personnel have no access to sensdivipment and/or data.

» All servers containing any sensitive data shalpbgsically secured so that only a controlled list o
people can obtain access.

» The hosting centers shall be secured so that resado the internal networks is possible for
unauthorized persons. All internal networks shalisolated from public access, and external
Internet links shall be firewall-protected to prev@truders from gaining access.

* Physical precautions inside the server rooms gialilde movement detectors (using infra-red or
similar means) to alert security personnel shoalth&ruder gain access to a secured location.
Alarms will be fitted to all doors and windows, whiopen into or out of a restricted area.

» The doors and windows shall be secure enough testaihd a reasonable amount of force, and
damage to doors or windows shall also trigger thaes.

» Security staff shall be present at all times, ambd have sufficient training to enable them to
correct most problems. Appropriate personnel siiati be contacted when necessary to help
contain the situation. (Bidder should providepiteposed escalation procedures.)

» Access to the server room shall be controlled twaafactor authentication system. An
authorized individual shall require both an authed access token and a valid PIN or passcode to
gain physical access to the servers. Any use ataass token shall be logged and such logs shall
be archived for at least 1 year.

» Should an access card be lost or stolen, it isatgonsibility of each employee to report thiain
timely manner so that the lost card may be deaetivand a new card issued. Closed circuit TV
shall be in place at all sites for identificatiomrposes should an unauthorized person attempt to
use a stolen access card. Personnel authorizgtarng access to the servers, but not
permanently issued access tokens, shall be esdorieermanent staff while within the restricted
space.

* 24-hour access to the data center by authorizesbpeel shall not be hindered by aforesaid
security measures.

5.6.3 Network Security

» The Tier 1B shall use techniques such as Userifdbation, passwords, and/or IP range checking
for all restricted services (which includes sersiother than DNS resolution.).

e Secure File Transfer Protocols shall be used fdfild transfers" between the ENUM Tier 1Bs
and the Tier 1A Registry [RFC 2228, RFC 2577, orilsir equivalent].

» System maintenance shall be performed via SSLnaitagly secured connections. Telnet servers
shall not be operational on any system on the D&t®aork due to their security risk.

» Each system shall operate a very restricted deasit services in the relevant sections for DNS,
ContactInfo, FTP, SCP, and WWW services. Systdral be firewall-protected in hardware, and
IP filtering rule sets shall be in place to rejpatkets that are not appropriate for a particubest.h

* DNS servers shall run a minimum set of applicatiand system services, in addition to the DNS
server software.

16
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The Tier 1B Operator shall check all its DNS sesverensure that data integrity is maintained.

Serviceswhich are IP-restricted shall have each IP addspssified individually. Network
addresses are not to be used, since this addskhbat a host could masquerade as a spare IP
address on an internal network.

Packet "sniffers"”, designed to check all traffisgiag through a network interface, shall be in
place to catch suspicious traffic. These will\aally scan for incorrect or illegal packets, andtale
the security team. Packet sniffers may also giveesindication of the source of an attack, which
would be of use in preventing that attack in theirfe.

Network security shall be verified by a securitgliyprocess, which involves scanning from an
internet-connected host all TCP and UDP ports ovese operated by the Tier 1B Registry.

Security tests shall be performed on the DNS Seraed a corresponding report audited on a
regular basis. Each test will attempt to take athge of a security flaw using a specific attack
method, and the result shall be reported. Hera isom-exhaustive list of known attacks:

- Buffer overflow exploit

- Missing format string exploit

- Packet fragmentation attack

- Data flooding (SMURF ping, etc.)

- DNS spoofing

- FTP spoofing

- Dictionary passwords

- Replay attack

- Denial of service (DoS)

Some of these attacks may not be applicable &ealices.

The Tier 1B Registry shall update the tests useshwiew vulnerabilities, security flaws, or techragu
are discovered. The updates shall be based omatmn from security-related mailing lists, websit
newsgroups, and industry best practices.

5.6.4

5.6.5

Backup Security

Backup shall be performed in a secure manner omthe Tier 1B Registry site.

The Tier 1B Registry shall use an encryption schiaméhe backup of sensitive data as a part of
the implementation process.

Backup information shall be stored in a securesa#-location.

Security Audit and Reporting

The Tier 1B Registry shall run a security auditeoregular basis but no less often than once petequa

The Tier 1B Registry shall run a security auditdst all systems for configuration issues and
security vulnerabilities. Results of this audibstd then form the basis of a quarterly security
audit report, which will also detail any recommetmias for system alterations and a timeline for
remediation.

All security breaches are to be reported to thegkggmanagement responsible for security and to
the CC1 ENUM LLC. Should a serious breach be detkdome services may be suspended
temporarily if this is necessary to ensure thealglity of the Tier 1B Registry data. Bidders
should detail the hierarchy of breach severity @schlation procedures.
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» The Tier 1B Registry shall provide a monthly sefgustatus report to the CC1 ENUM LLC,
including a list of security incidents categorizgdseverity.

5.7 Caching Requirements

This section refers to the minimum requirementscmhing. Bidders should propose what they believe
are appropriate values for name server cachingrergants for time to live (TTL).

5.8 System Turn-Up and Testing

Bidders need to provide a detailed start-up prajaptementation and system test plan, including
proposed test cases, to support the Tier 1B rggigstem turn-up.

A Beta test period is recommended as a criticall fatep prior to successful commercial deploymdiite
Bidder should propose an appropriate plan andfgsrameters for Beta testing.

Bidders are required to provide high level starpopgect implementation timelines and plans as ghrt
their bid proposal.

5.9 Operations and Maintenance

ENUM is envisioned as a wholly robust and high-kalality service. An ENUM Tier 1B Registry bidder
should describe how it would operate and maintaénviarious aspects of the Registry at a high servic
level. Bidders should include descriptions of hbwey intend to ensure system reliability, system
recovery procedures, and technical support, inodrrangements for power, HVAC (Heating,
Ventilating, and Air Conditioning), and fire system

An ENUM Tier 1B Registry bidder should also providecomprehensive description of how they will
manage their network operations center to addhestlowing:

» Trouble reporting and ticket tracking:
- How Tier 2 and registrars can submit trouble tiskatd receive status reports.
- Tracking of internal performance metrics.
» Technician support 24x7x365:
- Internal hand off between different technician lev@, 2, etc).
- Internal hand off between different support groups.
- Trouble referral and tracking to third party et
* Monitoring of servers and network connections
* Intrusion detection for both physical and netwagkigity

* Provide technical liaison with the Tier 1A entityrfissues related to delegation authority over
NPAs within 1.e164.arpa

* Provide a description on how escalations will bedi@d and communicated to the Tier 2 and
registrars.
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» Describe disaster recovery plans to restore criticamponents of the system within 48 hours in
the case of a force majeure event. No single eslemild result in an outage of DNS
resolution service itself.

* Describe how the network operations center wilfgren internal monitoring as a means to
verify that the availability and performance measoents in this document are being met and
provide reports on a monthly basis to the CC1 ENUN or its designee.

» Describe information retention practice to ensteg the summary data is kept for the life of
the contract and that valid ticket data is keptaanlling thirteen-month basis in the trouble
reporting system.

5.10 System Recovery Procedures

System recovery refers to the process of bringiegsyystem back to normal operations after the gyste
has gone down due to failures. The goal is tormize downtime, data loss, and adverse impactstar ot
systems.

* In describing how it intends should meet operatiamd maintenance requirements the ENUM
Tier 1B Registry bidder should: Specify how it walinploy recovery procedures for failures that
occur at different parts of the Registry systenchsas:

- Data center failures
- Database failures

- Server failures

- Network failures

» Specify how redundancy and highly available Regiatchitecture will help expedite recovery
from these failures.

» Specify how backup and escrow data will be useddoovery from these failures.

In addition the bidder should describe how it would

* Provide a time estimate for recovering from eagtetygf failure.
* Log each system outage and document system proltherinsould result in outages.

5.11 Database Escrow and Backup

The goal of any data backup/recovery procedurelisnd timely recovery from failures without arosb
of data. Data backup strategies handle systenwaaedfailures (e.g., loss of a processor or ormaane
disk drives) by reinstalling the data from dailyckaps, supplemented by the information on the “tefo
and “after” backup files that the database creatiesrder to guard against loss of the entirelitsci
because of fire, flood, or other natural or man-endigaster, off-site escrow of the Registry dataukhbe
provided in a secured storage facility.

An ENUM Tier 1B Registry bidder shall specify:

» The frequency and procedures for data backup
» The frequency and procedures for data escrow
* The hardware and software systems used for datapac
* The procedures for retrieval of data and rebuilthefdatabase
* Who should have access to the escrowed data amdaincircumstances it would be accessed
by an entity other than itself
19
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» Testing process and schedule to verify the escrahdatabase backup procedure
* The data escrow arrangements, including any cdottbarrangements with Third parties

In addition, the following safeguards are requioe&ENUM Tier 1B Registry bidders:
* The data backup and escrow procedures shall n@denthe overall performance of normal
Registry operations

* The data backup and recovery procedures shall nzaithe data loss and service interruption of
the Registry

5.12 Technical and Other Support

The Tier 1B Registry must provide technical suppothe Tier 1A for resolution of issues with resi®
the delegation of authority over a country’s NPAthim 1.e164.arpa. The Tier 1B Registry must pdevi
technical and other support to Registrars and Zgnoviders from an appropriate customer help desk
with a well-defined escalation policy.

The RFP should require the Registry bidders tortestiow they would fulfill these requirements

5.13 Transition

The Tier 1B Registry must provide a plan for tréinsing of the Registry to a new provider shouldtth
be required under the terms of the contract. Tae must ensure no disruption of Tier 1B function i
providing ENUM DNS service.

5.14 Accommodation of Future Internet Architecturd Enhancements
Bidders must respond with plan to accommodate FareRFC 2874.

Bidders must respond with plan to accommodate DNGS/& RFC 2535.
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SECTION 6.0 SERVICE LEVEL REQUIREMENTS (SLR)

The Tier 1B Registry shall use commercially reabtma&fforts to provide performance at the levelks se
forth herein.

6.1  Service Availability
Service Availability is measured as follows:
Service Availability % = {{(MTM - POMU) - UOM] / (MM - POMU)}*100 where:

MTM = Monthly Timeframe Minutes calculated as thember days in that month times 24 hours
times 60 minutes. For example, the MTM for Janusud1 days * 24 hours * 60 minutes or MTM =
44,640 minutes.

POMU = Planned Outage Minutes Used is the numberiofites of a Planned Outage or Extended
Planned Outage Used for that Monthly Timeframeefach individual System Service. No Monthly
Timeframe shall have both a Planned and an ExteRtlethed Outage.

UOM = Unplanned Outage Minutes

6.1.1 DNS Resolution Service

The Service Availability calculation shall be cdbted by the Registry Operator and the resultsrtedo
for each Monthly Timeframe for DNS Name Server khility. Results will be reported to the Tier 1B
Community via e-mail and to CC1 ENUM LLC.

Service Availability--DNS Name Service = 100% palemdar month. Service Availability as it applies t
the DNS Name Server refers to the ability of theDName Server to resolve a DNS query from an
Internet user. DNS Name Service unavailabilityl W logged with the Registry Operator as Unplanned
Outage Minutes. Registry Operator will log DNS NaBervice unavailability when such unavailability
is detected by monitoring tools, or once Tier 1poms an occurrence to Registry Operator's customer
service help desk in the manner required by thasRggOperator (i.e., e-mail, fax, and telephoned a
Registry Operator confirms that the occurrenceotsumique to the reporting Tier 1B. DNS Name Segvi
unavailability shall mean when greater than 25%itafs on the Registry Operator's constellation are
returning answers to queries with more than 1% gklcss averaged over a Monthly Timeframe or 5%
packet loss for any five minute period. The conexitService Availability for DNS Name Server is
100% per calendar year.

Planned Outage — For DNS resolution service norfeldi®utages are allowed

6.1.2 SRS

Service Availability as it applies to the SRS refter the ability of the SRS to respond to Registthat
access and use the SRS through the EPP or desigmatecol. SRS Unavailability will be logged with
the Registry Operator as Unplanned Outage Minuté® committed Service Availability for SRS is
99.95% and the Service Level Measurement Periotbighly.

* SRS Planned Outage Duration = 45 minutes per MontklTimeframe
* SRS Planned Outage Timeframe = 0600-1400 UTC Sunday
* SRS General Maintenance Planned Outage notificatiomimeframe = 30 days

SRS Updates/Upgrades notification timeframe = 90ays
(as defined in the Patch, Update and Upgrade Polity
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6.1.3 Contactlnfo

Service Availability as it applies to Contactinfefers to the ability of users to access and use the
Registry's ContactInfo service. Contactinfo Un&lality will be logged with the Registry Operatas
Unplanned Outage Minutes. The committed Servicailability for Contactinfo is 99.95% and the
Service Level Measurement Period is monthly.

» Contactinfo Planned Outage Duration = 45 minutes peMonthly Timeframe
» Contactinfo Outage Timeframe = 0600-1400 UTC Sunday
» Contactinfo Maintenance Planned Outage NotificationTimeframe = 30 days
» Contactinfo Updates/Upgrades notification timeframe= 90 days

(as defined in the Patch, Update and Upgrade Polity

6.2 Processing Time

Processing time is an important measurement o$aiction-based services like the System Services.
Service Avalilability, including Planned Outages @&hdended Planned Outages, measures the amount of
time that the service is available to its usenc®ssing time measures the quality of Service lAlaity.

Processing Time refers to the round-trip for thet&mn Services ("Processing Time"). Since eacheof t
System Services has a unique function, the Perficen&pecifications Processing Times are unique to
each System Service. Processing Time Performgpeefigations will be measured in a monthly
timeframe and will be reported on a monthly basithe CC1 ENUM LLC.

6.2.1 DNS Resolution Service
Processing Time--DNS Name Server Resolutidi®0 milliseconds for 95%. Bidders should provide
sufficient detailed justification for any proposhat does not meet this requirement.

a) Processing Time - DNS Name Server Resolutiapjicable to the DNS Name Server. It
measures the processing time for a DNS query.

b) The Performance Specification is 100 millisecofat 95% of the transactions. That is, 95% of
the transactions during a Monthly Timeframe wikeal00 milliseconds or less from the time
name server receives the DNS query to the timeoitiges a response.

6.22 SRS
1. Processing Time Add, Modify, Delete = 1000 millisends for 95%.

« Processing Time - Add, Modify, and Delete is apgilie to the SRS as accessed through the
EPP protocol defined in Appendix C. It measuresgiocessing time for add, modify, and
delete transactions associated with domain nana@seservers, contacts, and Registrar profile
information.

« The Performance Specification is 1000 millisecoiod95% of the transactions processed.
That is, 95% of the transactions will take 1000lisgcond or less from the time the Registry
Operator receives the request to the time it pes/@l response.

2. Processing Time--Query Domain

- Contactinfo Processing Time - Query Domain is agglie to the SRS as accessed through the
designated protocol. It measures the processirgfoman availability query of a specific
domain name.
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« The performance specification is 500 millisecormsd5% of the transactions. That is, 95% of
the transactions will take 500 milliseconds or ligem the time the Registry Operator receives
the query to the time it provides a response dse@omain name's availability.

6.2.3 Contactlnfo

« Processing Time - Contactinfo Query is only apfilego the Contactinfo. It measures the
processing time for a Contactinfo Query.

« The Performance Specification is 1000 millisecoim95% of the transactions. That is, 95%
of the transactions will take 1000 milliseconddess from the time the Contactinfo receives a
guery to the time it responds.

6.3 Update Frequency

There are two important elements of the Registay éne updated frequently and are used by the glener
public; Nameserver and Contactinfo. Registraregae these updates through the SRS. The SRS then
updates the Nameserver and the Contactinfo. Twildee done on a batch basis.

The committed Performance Specification with regardpdate Frequency for both the Nameserver and
the Contactinfo is 10 minutes for 95% of the tratisas. That is, 95% of the updates to the Nanveser
and Contactinfo will be effectuated within 10 miesit This is measured from the time that the nggist
confirms the update to the Registrar to the tingeujpdate appears in the Nameserver and Contactinfo.
Update Frequency Performance Specifications hamerdhly Service Level Measurement Period and
will be reported on a monthly basis.

« Update Frequency--Nameserver = 10 minutes for 95%.
« Update Frequency-- ContactInfo = 10 minutes for 95%.

6.4  Cross-Network Name Server Performance (CNNP)

DNS Name Server Round-trip and packet loss framtkernet are important elements of the quality of
service provided by the Registry Operator. Thémeacteristics, however, are affected by Internet
performance and, therefore, cannot be closely otbedtr by Registry Operator. The committed
performance specification for cross-network nammeesgoerformance is a measured Round-trip of fewer
than 300 milliseconds and measured packet losadgrul% averaged over the course of a Monthly
Timeframe and no greater than 5% for any five (B)ute period over the course of a Monthly
Timeframe. Cross-network name server performanasorements may be conducted by the CC1
ENUM LLC at times of its choosing, in the followimganner:

1) The measurements will be conducted by sendnnggstof DNS request packets from each of
four measuring locations to each of the Tier 1BNM3Name Servers and observing the responses
from the Tier 1B’s DNS Name Servers. (These strioigrequests and responses are referred to as
a "CNNP Test".) The measuring locations shouldtdeast four geographically diverse sites.

2) Each string of request packets will consist@ UDP packets at 10-second intervals requesting
name server (NS) records for arbitrarily selected IB domains, pre-selected to ensure that the
NPAs exist in the Registry and are resolvable. Jdeket loss (i.e. the percentage of response
packets not received) and the average round-imp for response packets received will be
recorded.
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3) To meet the packet loss and Round-trip requirgsnr a particular CNNP Test, all three of the
following must be true:

a) The Round-trip and packet loss from each measenelocation to at least one Tier 1B
name server must not exceed the required values.

b) The packet loss to each of the Tier 1B nameessrivom at least one of the
measurement locations must not exceed the requéaied.

¢) The Round-trip time to each of 75% of the Naewears from at least one of the
measurement locations must not exceed the requéaied.

4) Any failing CNNP Test result obtained duringidentified Core Internet Service Failure shall
not be considered. "Core Internet Service Failoe&rs to an extraordinary and identifiable event
beyond the control of Registry Operator affecting Internet services to be measured. Such
events include but are not limited to congestidiapse, partitioning, power grid failures, and
routing failures.

5) To ensure a properly diverse testing sampletesting entity will conduct the CNNP Tests at
varying times (i.e. at different times of the dag,well as on different days of the week).

6) In the event of persistent failure of the CNNESTE (three or more consecutive failed tests),
CC1 ENUM LLC will give Registry Operator written tice of the failures (with backup data) and
Registry Operator will have sixty days to cure filnéure.

7) Sixty days prior to the commencement of testing under this provision, CC1 ENUM LLC will
provide Registry Operator with the opportunity to evaluate the testing tools and procedures to be
used by testing entity. In the event that Registry Operator does not approve of such tools and
procedures, the testing entity will work directly with Registry Operator to make necessary
modifications.

6.5 Internet Connectivity

Bidders must describe the physical connectivitggements planned to support each of their
nameservers and how these arrangements will enlsangee reliability and security.

6.6 Shared Registration System (SRS)

An ENUM Tier 1B Registry bidder shall propose seevlevel requirements it would expect to meet with
regard to operations of the SRS. This shall ineltié following items:

* Registry database throughput — number of transecper second

* Registry database availability (in line with 6.1.2)

* Number of ENUM Registrar accounts

* Number of concurrent ENUM Registrar-ENUM Registonoections
* Frequency of zone data generation: rates per day, hour, minute

6.7 ENUM Tier 1B Registry Management

This section provides requirements for the managémred monitoring of events in the ENUM Tier 1B
Registry system. This includes logging of eveatsliting logs and notification of significant evend
personnel for remedial action.
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* Reject illegal commands/requests (e.g., missingdai@my data element) from ENUM Registrars

» Detect dual registration attempts for the same ENddivhain name, and inform the requesting
ENUM Registrar so that it can initiate the disprgsolution process. If a Registrar initiates a
dispute resolution process the Tier 1B will notife original Registrar of the dispute. The ENUM
Tier 1B Registry must take appropriate action ttget the integrity of the original registration
during the dispute resolution process.

6.8 Reports and Files

An ENUM Tier 1B Registryshall provide reporting service to ENUM Registransl the contracting
entity. In addition, it may make zone data avddab ENUM Registrars and other contracting eritie
under terms and conditions established by the lesiricting the use of such data to network useshahd
for marketing purposes. The bidder should proplosdypes and frequency of reports it will provide
both the Registrars and the Contracting Agency.

Details of information to be included in reports @rovided in section 10.

Except in the case of nameserver performance Egeints, the Tier 1B Registry will perform internal
monitoring as a means to verify that the availgbdind performance measurements of this document ar
being met.

Beginning no later than 120 days after the commmece-of-service date, the ENUM Tier 1B Registry
will provide preliminary monthly system performareed availability reports to the contracting entity

The ENUM Tier 1B Registry will provide service alaility percentages during each Performance
Measurement Period as listed in this document.

* An ENUM Tier 1B Registry may provide custom repogtiservice that would allow ENUM
Registrars and the Contracting Agernayspecify report criteria and have the report lakde for
download upon completion.

These reports should be posted to a secure gteRITP (File Transfer Protocol)) that can be asegdy
the ENUM Registrars by entering username and pzds. c

The format for reports should be easily machinelabée by ENUM Registrars (i.e., XML, CSV).

Naming convention of reports should identify theUBW Registrars, the date the report was created, and
the subject of the report.

An ENUM Tier 1B Registry should archive copies tfraports created.

An ENUM Tier 1B Registry bidder is required to adss what mechanisms it would use to enable the
contracting entity to:

. Monitor the initial progress of implementation

. Monitor the ongoing participation in the offering

. Monitor and provide feedback regarding the onggerformance of the Tier 1
. Monitor ongoing system updates and changes

. Monitor ongoing policy updates and changes

. Drive system updates and changes

. Drive policy updates and changes
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SECTION 7.0 INTERFACE REQUIREMENTS

7.1  Interfaces between Registry and Registrar

The Tier 1B Registry-Registrar interface will betared registration system (SRS) whereby accredited
competing Registrars may register ENUM domain naimetheir customers in the CC1 ENUM name
space. The Tier 1B Registry will be required toalep a Registrar Accreditation process and Ragistr
Registrar Agreement. The Registry and Registraegigent will include the details regarding the
interface protocols that can be used.

A Tier 1B Shared Registration System (SRS) is meglio:

« Allow an unlimited number of accredited Registrarsegister ENUM domain names in the CC1
ENUM name space
« Provide equal access to the system for all aca@driegistrars to perform registration related
operations such as:
- Register new ENUM domain names and associatednmafibon
- Check status of registered ENUM domain names aswtcaged information,
- Delete registered ENUM domain names and assodiafi@unation,
- Renew registered ENUM domain names and associafiauiiation,
- Update information about registered ENUM domain esuand associated information,
- Transfer ENUM domain name registration among compedccredited Registrars
« Support the open standard interface between thistRegnd accredited Registrars, as defined in the
IETF extensible provisioning protocol (EPP) standsuite (RFC3730 through RFC3735). The Tier
1B Registry will work with the CC1 ENUM industry tdentify and develop further extensions to EPP
for the purposes of supporting CC1 ENUM if needed.
« The common Tier 1B registry protocol for registranall be EPP but this should not preclude other
protocols from being used between the registryragdtrars.
« Reject illegal commands/requests (e.g., missingdai@my data element) from ENUM Registrars.

The bidder should propose a set of security appdics for the SRS, such as what is being propasdie

following:

« Security of the SRS applications shall be provitheplart via the mandatory use of the TLS [RFC
2246] protocol for transport layer security.

« Each EPP session shall be authenticated and eadryping TLS. The ENUM Registry shall
authenticate every EPP client connection using bBotiK.509 server certificate, issued by a
commercial Certification Authority identified bydhTier 1 Registry, and its ENUM Registrar
password.

« Security of the SRS application shall be providedasrmandatory authenticated and encrypted
connection. At a minimum, IPSEC will be used towse the connection.

« Each EPP session shall be authenticated and eadryping IPSEC. The ENUM Registry shall
authenticate every EPP client connection usingid P«I.

The Tier 1B must support batch file processinghst the ENUM Registrar can put many commands into
one file and deposit it in a “command” directoryaitier 1 B Registry server. The Tier 1 B Registry
should move the file to an archive directory, psscthe commands based on the order as they appear i
the file, and put all the responses to the commantiee same order in a file that is deposited in a
“response” directory on the same server. ENUM Btegis can periodically check and retrieve filethim
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“response” directory. Once the file is read, tiB/ Tier 1B Registry can move the file to an ar@hiv
directory where it can be preserved as backup.

7.2  Interfaces between Tier 1A Registry and Tier 1B Registry

Because the Tier 1A registry will likely contairsgethan a thousand records and additions and change
are expected to be infrequent, a formal mechanrtedface or system (Shared Registration System)
between Tier 1Bs and the Tier 1A may not be regluire

7.3 Other I nterfaces

* The interface between the ENUM Registrar and tlee ZiProvider will be identified and agreed to
between the parties, and may be defined in an indBgst Practices document

* The interface between the ENUM Registrar and th&JENRegistrant is likely to be defined by each
ENUM Registrar.

* The interface between the ENUM Registrant and ibe 2 Provider is likely to be defined by each
Tier 2 Provider.

* The interface between the Tier 1B Registry andTlike 2 Provider can be as simple as a telephone
call or e-mail message about a DNS operation pnoble
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SECTION 8.0 PROVISIONING

This section defines provisioning requirements ardedures for ENUM administration. This involves
the following ENUM functional entities: ENUM Regiat, ENUM Tier 1B Registry, Tier 2 Provider,
Application ServiceProvider (ASP), and ENUM Registrant. This sectiolh address the tasks and

responsibilities required to provision and maintaMUM registrations by the above functional enstie
with the focus on the interface between the TielRHgjistry and the ENUM Registrar.

This section does not include procedures for icteya with the Tier 1A Registry.

8.1

Assumptions

The following assumptions are made when descritliegorovisioning scenarios:

8.2

ENUM Registrars will be bound by a Registry-Registigreement developed by the Tier 1B
Registry together with the LLC. This agreement vaquire the Registrar to comply with the
procedures detailed below. In addition to the miaviing procedures, the Registry-Registrar
agreement will detail privacy requirements basethose in Section 9 of ENUM Forum document
6000 _1 0 and registration dispute resolution procesibased on Section 14 of the ENUM Forum
document.

ENUM Registrars have an established trust relatignaith the Tier 1B Registry. This
relationship includes the method for secure compatian, user authentication (e.g., the
assignment of a user identification (ID) and pagsiWior session management), a Registrar ID for
ENUM Registration identification, and exchange ofitact and other information before ENUM
registrations begin. How to open a secure comnatioit link and establish a session between a
Tier 1B Registry and an ENUM Registrar is not imgd in the provisioning procedures.

An ENUM Registrar can offer Tier 2 Provider servidecan either operate the nameservers itself,
or outsource the nameserver operation.

The entity that serves as the Tier 1B Registryafaoumber cannot also serve as an ENUM
Registrar. This stricture is intended to prevemtfiocts of interest on the part of the Registry.

An ENUM Registrant may authorize its Tier 2 Provittereview/update certain data (e.g., host
and technical contact information) at its ENUM Rstigir and/or its ASPs to review/update some
application-related data for his’/her ENUM domaimea The necessary data elements and
procedures related to the interactions betweeiiigre2 Provider and the ENUM Registrar, or
between ASPs and Tier 2 Providers are not addressbs document.

Provisioning Requirements

This section lists, or cross-references, the hegkllrequirements for the entities involved in psaning
the ENUM. In terms of provisioning for ENUM, mos&ringent and specific requirements will be placed
on the Tier 1B Registry and the ENUM Registrartie Tier 2 Provider, although still subject to certa
requirements, will have more freedom to interachvidNUM Registrants, and optionally, with the ASPs
and the ENUM Registrar in terms of the protocold/anmethods for interactions.
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8.2.1 Tier 1B Registry

The Tier 1B Registry is responsible for properlgntfying and authenticating a Registrar before
accepting any transactions. The Tier 1B Registngsponsible for ensuring that Registrars comptly w
the requirements and procedures set out in thesRgdRegistrar agreement and monitoring Registrar
compliance.

8.2.2 ENUM Registrar

The ENUM Registrar must authenticate ENUM Applicaamd verify their authorization to register an
ENUM domain. In particular,

« When dealing with a corporate ENUM Registrant, dhlyse specific persons who are the
designated contact persons of the corporate aceatinthe telephony service provider (TSP) can
request ENUM registration for any TN used by thaporation.

« When a broker/agent is involved in applying for BMIthe broker/agent must demonstrate
authorization by the TN assignee/ENUM Registranmegister for ENUM.

The Registry-Registrar agreement will contain mmmrequirements for Authentication and
Authorization building on those discussed in Secfi@ of ENUM Forum Document 6000_1 0.

The ENUM Registrar must support the protocols dmetbetween the Tier 1 Registry and the ENUM
Registrars. The protocols include those for apgii;m handling, secure communications, and lowgeta
transport and routing.

The ENUM Registrar must follow the policies speafifor ENUM provisioning (e.g., various grace
periods, if any, transfer and renewal).

The ENUM Registrar should notify the technical @mtassociated with each ENUM domain name
impacted by an area code split following the rec@nded procedures in Section 8.4.

If the ENUM Registrar also offers the Tier 2 Prasidunction to the ENUM Registrant, it must support
all the requirements a Tier 2 Provider must supplirt outsources those functions with a Tier 2
Provider, it must collect the NAPTR resource red®R) information or sufficient information that
allows that Tier 2 Provider to provision the NAPRRs from the ENUM Registrant.

8.2.3 Tier 2 Provider

The Tier 2 Providers that offer commercial senticether parties (as opposed to a Registrant pirayia
Tier 2 solely for their own TNs) are expected tbe@ to LLC Best Practices and participate in a
certification process administered by the Tier 1&jRtry. Commercial Tier 2 Providers must agree to
host NAPTRs for multiple ASPs and are prohibitexrirdisclosing any information not published in
nameservers that they collect in the process ofighragy service. Non-commercial Tier 2 Providerssinu
self certify themselves as such.

8.2.4 ENUM Registrant
The ENUM Registrant shall register only the TN disTassigned to them.

The ENUM Registrant should inform the ENUM Registidnen he/she disconnects the telephony service
(e.g., is no longer the TN assignee).

If an ENUM Registrant operates the Tier 2 Provideiction, it should also comply with the
recommendations of the Tier 2 Provider Best CurReattices document.
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8.2.5 Application Service Provider (ASP)

The ASPs must give the correct application addse#s$tl_s to the ENUM Registrant. They may interact
with the Tier 2 Provider in provisioning certaintaaelated to their application service when augsat

by the ENUM Registrant. ASPs must ensure thattineect information is provisioned in the NAPTR
RRs stored at Tier 2 Providers.

8.3 Provisioning Procedures

This section describes representative scenaridsN@M Provisioning Activities. Additional scenarios
are detailed in US ENUM Forum 6000_1 0. The TierRdgjistry shall develop a comprehensive set of
procedures, subject to LLC approval. The Regigtgllsmplement the procedures agreed upon and
incorporate then into the Registry-Registrar agesgm

8.3.1 Initial ENUM Registration

8.3.1.1 Assumptions

An ENUM Applicant may either select a Tier 2 Praafigbrior to contacting an ENUM Registrar or
contract with a Registrar that also provides Tise®ices. In the later case, the Registrar Witlzaly
have some of the information required for provigign

8.3.1.2 Provisioning Procedures

1. The ENUM Applicant selects an ENUM Registrar anovtes the following information to
that ENUM Registrar to register for ENUM for hisfHieN:

« TN
* A list of nameserver host names associated witletthedM domain name
* ENUM registration period (e.g., two years)

 ENUM Registrant's information and technical, adstirstive and billing contact
information

* Any AAA-related information required by the ENUM &strar

2. The ENUM Registrar may interact with the ENUM Amgalint for more information if needed.
The ENUM Registrar then validates the ENUM Applicamdentity and authority to register
the TN. If the Applicant is not the assignee & TN, the Registrar must verify that the
Applicant is the duly authorized agent of the TNigsee. In this case the Registrar will collect
contact information for both the agent and the Bhignee.

3. If the validation fails, the application for ENUM rejected. If the validation is successful, the
process continues with step 4.

4. The ENUM Registrar registers the ENUM domain nanita the Tier 1B Registry by
providing the following information:

* Request for new ENUM domain name registration
* ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.€rp4)

e A list of nameserver host names
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* ENUM Registration period (e.g., two years)
* The Contactinfo data elements defined in Sectiér5s.

5. After successful authentication and authorizatioecks of the ENUM Registrar, the Tier 1B
Registry determines whether there is an existinty ENegistration for the same ENUM
domain name.

« If YES, itinitiates the dispute resolution proc@sshe Registry-Registrar agreement and
this process stops.

* If NOT, the Tier 1B Registry acknowledges to theUl¥l Registrar that the ENUM
domain name registration is accepted with a regjistn expiration date. The Tier 1
Registry then performs the zone file updates tothddNS RRs of this ENUM domain
name to its nameservers. After the zone file igxiaive been performed at the Tier 1
Registry, real-time DNS queries for this particl EMUM domain name will be able to
retrieve the nameserver information indicating vélAPTR RRs are hosted.

» After receiving the positive acknowledgement frdrma Tier 1 Registry, the ENUM
Registrar records this successful ENUM registraéind may inform the ENUM
Registrant about the successful registration dhbrsENUM domain name.
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8.3.2 ENUM Registration Transfer
ENUM Registrant transfers his/her ENUM registratioranother ENUM Registrar.

8.3.2.1 Assumptions

 ENUM Registrant uses the same Tier 2 Provider hachiameservers are the same.

 ENUM Registrant can initiate the transfer of theUlWl registration at any point during the term
of the registration

* Registrations must be periodically revalidated|ass often that once a year

8.3.2.2 Provisioning Procedures

1. The ENUM Registrant decides to use another ENR#gistrar for his/her ENUM registration and
provides the following information to that ENUM Rstar:

TN
* The ENUM Registrant's information and technicamadstrative and billing contact information

* Any AAA-related information required by the ENUM &strar

2. The ENUM Registrar may interact with the ENUMdg&rant for more information if needed. The
ENUM Registrar then validates the ENUM Registraiagstity and TN assignment.

a. If the validation fails, the request for tramafeg the ENUM registration is rejected and the
transfer process stops.

b. If the validation is successful, go to Step 3.

3. ENUM Registrar requests that the Tier 1B Registnsfer the service registration for this patae
ENUM domain name by providing the following infortizan:

* Request for transferring an existing ENUM domaimea
«  ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.€rp4)
 ENUM Registration expiration date

* Any AAA-related information

4. After successful authentication and authorizatibecks of the ENUM Registrar, the Tier 1B Registr
determines whether there is an existing servicstragion for the ENUM domain name that can be
transferred.

a. If YES, it puts the ENUM domain name in the “gieng transfer” state and informs the old ENUM
Registrar about the transfer.

- If the Tier 1B Registry receives an acknowledgenfienh the old ENUM Registrar or
times out for receiving an acknowledgement, it clatgs the transfer (e.g., the new
ENUM Registrar is now the sponsoring Registrar) eimanges the state of the ENUM
domain name back to the “active” state. The TERREgistry also notifies the new ENUM
Registrar about the successful completion of thestier request. The notification may be
put in a queue for ENUM Registrars to retrieve.
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b.

- If the Tier 1B Registry receives a negative ackrealgement from the old ENUM
Registrar, it will deny the transfer and the oldl mew ENUM Registrars and the ENUM
Registrant will need to resolve this among theneelv

If NOT, the Tier 1B Registry rejects the tramdfg indicating that the ENUM domain name does
not exist.

After receiving the response from the Tier 1BjR&y, the new ENUM Registrar performs the
following:

a. If the transfer is complete, it puts the infotiora associated with the transferred ENUM
domain name in the local data stores. It infornesENUM Registrant about the successful
transfer and completes the necessary actions ¢eltgcts the registration fee from the
ENUM Registrant for the renewal period and paysTiee 1B Registry).

b. If the old ENUM Registrar rejects the transtegn the new ENUM Registrar informs the
ENUM Registrant about the result and urges the ENREdistrant to settle the matter with
the old ENUM Registrar.

C. If the transfer is rejected due to the non-exisé of the ENUM domain name, it informs
the ENUM Registrant about the result.
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8.3.3 ENUM Registrant Checks/Changes I nformation at the ENUM Registrar
ENUM Registrant checks or changes information statethe ENUM Registrar.

8331 Assumptions

» The ENUM Registrant has already set up an accoithtthe ENUM Registrar. This account
includes a login/password that allows the Registraruthenticate the Registrant before providing
access to registration information.

* The ENUM Registrant can check and make changédstteeanformation except the Telephone
Number (TN) kept by the ENUM Registrar.

* The ENUM Registrant may initiate the changes hifftsedself, or his/her action may be triggered
by requests from the Tier 2 Provider if the ENUMgB#&rant is the only one that can deal with the
ENUM Registrar.

* Some data changes/additions/deletions made byNkh#VERegistrant at the ENUM Registrar
need to be reflected at the Tier 1B Registrys Hssumed that if the ENUM Registrar approves
and acts upon such a request the Tier 1B Registimet deny that request.

8.3.3.2 Provisioning Procedures

1. The ENUM Registrant provides the authenticatiattiorization information (login/password) and
indicates the type of request with the associatimmation to the ENUM Registrar. The type of
request and associated information may include:

* Check
1. Status of ENUM domain name registration

2.All or certain current values associated withriggistered ENUM domain name
account such as:

» Technical, administrative and billing contact inf@tion
» Contact information for the account with the ENUMdRstrar
* Nameservers
» Registration expiration date
* Add

o New nameserver

o Additional technical, administrative or billing caat information

0 Additional Contact information for the account witte ENUM Registrar

o Authorization for the Tier 2 Provider to accesdiééa stored at the ENUM Registrar, if
not previously authorized

¢ Delete
o Nameserver

» Technical, administrative or billing contact infcaitron
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o Contact information for the account with the ENUMdRstrar

o Authorization of the Tier 2 Provider to accesdisga stored at the ENUM Registrar, if
previously authorized

* Modify/Change
o User id, if permitted
o Password
o Technical, administrative or billing contact infcaitron
0 Registrant's contact information
o Tier 2 Provider contact information

o TSP account information such as the TSP name if MNRégistrant ports his/her TN
to a new TSP or billing address

2. The ENUM Registrar validates the ENUM Registrant.

3. If the validation fails, the ENUM Registrar rejetf® request indicating
authentication/authorization failure (e.g., invahassword).

If the validation is successful, the ENUM Regisipanceeds with Step 4.
4. The ENUM Registrar checks whether the requestedras valid.

a) If the request is not valid, the ENUM Registraects the request indicating the reason of
rejection. lllegal requests include but are nwitéd to:

o Change/modify data that the ENUM Registrant isallmwed to change/modify or does
not exist

o Delete data that does not exist or will result iIssing mandatory data

0 Add data that the ENUM Registrant is not allowe@da or will exceed the maximum
value or field length allowed for that data

b) If the request is valid, the ENUM Registrar perferraequired actions that include but are
not limited to:

0 Returns the requested information, if availableamindication that the requested
information is not available

0 Replaces with data from the request and returrcsaiye acknowledgement
o Deletes data and returns a positive acknowledgement
0 Adds data and returns a positive acknowledgement

If the action of change/deletion/addition cannopbeormed due to internal problems, the
Registrar indicates "request pending” to the ENUggiRtrant. After successful completion of
the request, the Registrar sends a positive ackaumeiment to the ENUM Registrant.

The Registrar may inform the Tier 2 Provider isitauthorized by the ENUM Registrant to
access/change certain data, and the ENUM Regis$teantnade changes to the data that the
Tier 2 Provider is authorized to change.
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5. The ENUM Registrar checks whether it needs to mfthre Tier 1B Registry about the data
change, deletion or additioar to access the Tier 1B Registry for data status.

If the ENUM Registrar need not inform the Tier 1Bd#stry about the data change, deletion,
addition or to access the Tier 1B Registry for daidius, the process stops.

If the ENUM Registrar needs to inform the Tier 1Bdistry about the data change, deletion or
addition, it provides the authentication/authoimainformation and indicates the type of
request with the associated information to the TRegistry.

6. The Tier 1B Registry validates the ENUM Registrar.

If the validation fails, the Tier B1 Registry refe¢he request indicating
authentication/authorization failure (e.g., invalassword). The ENUM Registrar, if valid,
needs to resolve the problem (e.g., re-assignayoaed) with the Tier 1B Registry and resubmit
the request.

If the validation is successful, the Tier B1 Regigiroceeds with Step 7.
7. The Tier 1B Registry checks whether the requestédrais valid.

If the request is not valid (e.g., syntax errdng Tier 1B Registry rejects the request indicating
the reason for rejection.

If the request is valid, the Tier 1B Registry penfs the required actions and returns a positive
acknowledgement.

8. ENUM Registrar returns the requested infornmatimot yet done in step 4.
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FIGURE 4 - Flow Chart for 8.3.3.2:
ENUM Registrant Checks/Changes Information at ENUMRegistrar
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8.34 ENUM Registrar Checks/Changes Information at Tier 1B Registry
The ENUM Registrar checks or changes informatiorest at the Tier 1B Registry.

8.34.1 Assumptions

* Only the checks/changes initiated by the ENUM Regisare discussed. Checks/changes initiated
by the ENUM Registrant and the Tier 2 Providers meyccomplished through the Registrar.
* The ENUM Registrar does not initiate a transfeuesy without the ENUM Registrant’s request

8.3.4.2 Provisioning Procedures

1. The ENUM Registrar provides the AAA-related imfation and indicates the type of request with
the associated information to the Tier 1B Registiyy information that is provided by this ENUM
Registrar can be checked and changed by this ENE@disiar. An ENUM Registrar may check
some information (e.g., whether an ENUM domain n&wegistered) even if the information is
provided by other ENUM Registrars. The type ofuest and associated information may include:

* Check

o All or certain current information associated witie ENUM Registrant’'s ENUM
registration such as:

= Contact information
= service registration expiration date
= The last date when an object is created, modifradansferred
= State of an object (e.g., active, server hold)
o All or certain current information associated wiie ENUM Registrar’s data such as:
= Contact information
= QOrganizational information
= |P address(es)
= [Web site address]
= [ContactIinfo server name]

= Security pass phrase (for authenticating an ENUNMi&&ar when contacting
the Tier 1B Registry’s customer support by tele)on

= User id and password information
o Digital certificate information

o0 Additional ENUM Registrar Contact information

o Additional ENUM Registrar Organizational informatio
o Additional IP address(es)

o Additional user id and password

* Delete
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o Contact information

o0 IP address(es)

o ENUM Registrar user id and password, when thereraléiple accounts
* Modify/Change

o ENUM Registrar’s contact information, user id, passl, security pass phrase, digital
certificate information, web site address

2. The Tier 1B Registry validates the ENUM Registra

a. If the validation fails, the Tier 1B Registryaets the request indicating
authentication/authorization failure (e.g., invghiassword).

b. If the validation is successful, the Tier 1B Réay proceeds with Step 3.
3. The Tier 1B Registry checks whether the reqaesttion is valid.

a. If the requestis not valid (e.g., syntax egrthrg Tier 1B Registry rejects the request
indicating the reason for rejection.

b. If the request is valid, the Tier 1B Registryfpems the required actions and returns a
positive acknowledgement.

4. When a response is received, the ENUM Regipgebrms the following:

a. If the request is rejected, it tries to detemrtime cause of the failure and re-submit the
request, if needed, after the problem is cleared.

b. If the request is accepted, it makes the nepesbhanges/additions/ deletions in the local
data stores.
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FIGURE 5 - Flow Chart for 8.3.4.2:
ENUM Registrar Checks/Changes Information at Tier B Registry
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8.35 ENUM Registrant Renews ENUM Registration
The ENUM Registrant renews his/her ENUM registratichen the previous ENUM registration is to
expire or when he/she decides to extend the seregistration period at any time before the exgstin
service registration expires.
8.3.5.1 Assumptions
o The ENUM Registrant does not change the ENUM Reayi$br the renewed
registration period.
o Host information associated with the ENUM domaimeadoes not change.
o The ENUM Registrant will renew the service conty@ictecessary, with the Tier 2
Provider. This process is not discussed.
8.3.5.2 Provisioning Procedures
1. The ENUM Registrant requests that the ENUM Remisenew or extend the existing ENUM
registration by providing the following information
= ENUMTN
= Renewal period

= Any AAA-related information required by the ENUM @strar for renewal.

2. The ENUM Registrar then validates the ENUM Regig's identity and the TN assignment as
discussed in Section 8.2.2.

a. If the validation fails, the application for eamng the ENUM registration is rejected. The
process stops.

b. If the validation is successful, the ENUM Regisproceeds with Step 3.

3. The ENUM Registrar requests that the Tier 1Bi&ggrenew the ENUM domain name by
providing the following information:

» Request to renew ENUM registration.
«  ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.rp4).
* New ENUM Registration expiration date.

* Any AAA-related information required by the Tier Hegistry.
4. After successful authentication and authorizatibecks of the ENUM Registrar, the Tier 1B

Registry determines whether there is an existinty ENegistration for the requested ENUM
domain name.

a. If YES and the ENUM Registrar is the one whasteged the ENUM domain name, the
Tier 1B Registry acknowledges to the ENUM Registhat the ENUM domain name
registration is renewed with a new registrationieatpn date. The Tier 1B Registry then
updates the data (e.g., new registration expirataie and date when renewal is done) in
the local data stores.

b. Otherwise, the Tier 1B Registry rejects the esgu

5. After receiving the response from the Tier 1BjRey, the ENUM Registrar performs the
following:
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a.

If the renewal is accepted, it updates inforamasiuch as the service registration expiration
date and the date the renewal is done in the tatal stores. It informs the ENUM
Registrant about the successful renewal and coagpthe necessary actions (e.g., collects
the registration fee from the ENUM Registrant tog tenewal period and pays the Tier 1B
Registry).

If the renewal is rejected due to the non-eristeof the ENUM domain name, it informs
the ENUM Registrant about the result.

Registrant
requests Registrar
renew registration

y

Request rejected Registrar validates
. faild Registrant identity
N and TN assignment

¢ succeeds

Registrar requests
Tier 1B Registry
renew

'

Tier 1B
authenticates
request

A

fails

¢ succeeds

Registry checks for
no existing
registration for TN

¢ ves

Tier 1 renews
registration and
sends
acknowledgement

'

Registrar updates
local data and
informs Registrant

FIGURE 6 — Flow Chart for 8.3.5.2:
ENUM Registrant Renews ENUM Registration
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8.3.6 ENUM Registrant Terminates ENUM Registration
The ENUM Registrant terminates his/her ENUM registn before it expires.
8.3.6.1 Assumptions

The ENUM registration is to be terminated before ribgistration expiration date.

8.3.6.2 Provisioning Procedures

1.

The ENUM Registrant contacts the ENUM Registrar iugicates his/her desire to terminate
registration for his’/her ENUM domain name. The BWRegistrant provides the following
information:

« ENUMTN
* Request for terminating ENUM registration
* Any AAA-related information required by the ENUM &strar
The ENUM Registrar checks if the request comes fiteerauthorized ENUM Registrant.

If YES, the ENUM Registrar reminds the ENUM Regasirthat terminating his/her ENUM
registration may cause associated addresses anckseio no longer function as before.
Proceed to step 3.

If NO, the ENUM Registrar ends the termination @by indicating to the requester that
he/she is not authorized to terminate the sendgestration for the subject ENUM domain
name.

The ENUM Registrar notifies the Tier 1B Registryoabservice termination by providing the
following information:

 ENUM domain name
* Request for terminating ENUM
* Any AAA-related information required by the Tier Fgistry

4. The Tier 1B authenticates the Registrar beforengain the request.
5. The Tier 1B Registry notifies the ENUM Registraattthe registration for the subject ENUM

domain name has been terminated. It then rembreeBNUM registration for that ENUM domain
name from its local data store and nameservers.

The ENUM Registrar acknowledges the successfulidgiatof the request to the ENUM
Registrant.

The responsible party arranges for removal of NAP&drds at the Tier 2 Provider:

If the ENUM Reqgistrar also provides the Tier 2 Rdev function it removes the NAPTR records
from its nameservers.

If the ENUM Reqgistrar uses a Tier 2 Provider, itifies the Tier 2 Provider to terminate the
service by removing the NAPTR records from its nseneers.

If the ENUM Registrant had contracted for the Td?Provider function directly, the ENUM
Registrant notifies the Tier 2 Provider to termentite service by removing the NAPTR records
from its nameservers.
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If the ENUM Registrant provided the Tier 2 Providenction him/her/itself, the Registrant
removes the NAPTR records from his/her/its nameserv

8. Notification of Application Service Providers (ASPsThe Registrant should notify the
Registrant’'s ASPs that the ENUM registration hasnberminated if they are authorized to
access/change the data at the Tier 2 Provider.
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FIGURE 7 - Flow Chart for 8.3.6.2:

ENUM Registrant Terminates ENUM Registration
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8.3.7 ENUM Registrant No Longer the TN Assignee

The ENUM Registrant terminates his/her telephomeice before the previous ENUM registration
expires, which may result in a dangling registrmatio

8.3.7.1 Assumptions

= The ENUM Registrant does not inform the ENUM Rewgisthat he/she is no longer the TN assignee.

= The ENUM Registrar detects that the ENUM Registramio longer the TN assignee through the
periodic re-validations or notification from the BNI Registrant’s serving Telephony Service
Provider (TSPY.

8.3.7.2 Provisioning Procedures

1. The ENUM Registrar determines that the regisinadf an ENUM domain name should be
terminated; it requests the Tier 1B Registry tetiethe ENUM domain name by providing the
following information:

0 Request to delete the ENUM registration.
o ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.«lrp4)

o0 Any AAA-related information required by the Tier Hegistry.

2. After successful authentication and authorizatibecks of the ENUM Registrar, the Tier 1B
Registry determines whether there is an existinty ENegistration for the requested ENUM
domain name.

a. If YES, the Tier B1 Registry acknowledges to EMIUM Registrar that the ENUM
domain name registration is deleted. The Tier Egi&ry then removes
information associated with the ENUM domain naméhmlocal data stores and
updates the zone file.

b. If NOT, the Tier 1B Registry rejects the request

3. After receiving the response from the Tier 1BjR&y, the ENUM Registrar may inform
the ENUM Registrant and the technical contacts@atsd with the ENUM domain name
about the termination of the ENUM registration.

2 The ENUM Registrar may need to make contractuahgements with the TSP to receive the notification
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FIGURE 8 - Flow Chart for 8.3.7.2:
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8.3.8 ENUM Registrar Terminates the ENUM Registration

The ENUM Registrar terminates the ENUM Registrasésvice registration before the previous ENUM
registration expires due to contractual businegsams. This can happen when the ENUM Registrant
does not pay the ENUM Registrar the registrati@ntdefore the grace period, if any, of the ENUM
registration expires. It may also happen if theJMNRegistrar determines that an ENUM registrat®n i
no longer valid (e.g., as the result of the dispasslution process).

The provisioning procedures are exactly the santeas® described in Section 8.3.7.
8.3.9 Tier 1B Registry Terminatesthe ENUM Registration
8.3.9.1 Assumptions

The circumstances for termination of a registratiom policy issues outside the scope of the TAE tha
need to be resolved by the LLC

8.3.9.2 Provisioning Procedures

1. The Tier 1B Registry removes information assedavith the ENUM domain name in the
local data stores, updates the zone file, andiestifhe associated Registrar.

2. The Tier 1B Registry may inform the technicahtaxts via e-mails associated with the
ENUM domain name to remove the NAPTR RRs from thmeservers.

8.4 Area Code Split

An area code is split; the new area code is asgigmthe same Tier 1B Registry that handles theactd
code.

84.1 Assumptions

» The Tier 1B Registry, the ENUM Registrars and tiex 2 Providers that are involved with the
telephone numbers (TNs) impacted by the area qudensll take the necessary steps to support
the area code split and the permissive dialingop@ivhether the ENUM Registrant informs them
about the area code split/TN change or not.

* The ENUM domain name that is associated with theumbtler the old area code is referred to as
the "old ENUM domain name.” The ENUM domain naimat is associated with the TN under the
new area code is referred to as the "new ENUM domame." For example, if the TN 703-434-
1234 has registered for ENUM and is to be changéx¥1-434-1234, the old ENUM domain
name would be "4.3.2.1.4.3.4.3.0.7.1.e164.arpa"th@ new ENUM domain name would be
"4.3.2.1.4.3.4.1.7.5.1.el64.arpa.” The TN underdld area code (e.g., 703-434-1234) is referred
to as the "old TN," and the TN under the new amskede.g., 571-434-1234) is referred to as the
"new TN."

3 The permissive dialing period is the interval duringcakhthe TN under either the old area code or the new area cotbe can
dialed to reach the same termination. The length of the mvmidialing period is normally a few months and is sethiey
state Public Utility Commission for each involved area code.
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* Only the ENUM domain names that are associated tiweéliTNs impacted by the area code split
(those that are to be changed to the new area eogleliscussed. ENUM domain names that are
not impacted by the area code split are handletidyisual procedures. For example, if 703-538-
6789 is not subject to the area code change,stcaged ENUM domain name,
9.8.7.6.8.3.5.3.0.7.1.e164.arpa, will remain thraesa

* T1isthetime (e.g., 12:01am EST on 6/1/01) wimenrtew area code (e.g., 434 split from the old
area code 804) becomes effective and the permidgliag period begins. T2 is the time (e.g.,
12:01am EST on 1/15/02) when the permissive digdegod ends.

* Inarea code relief activities there occur pattte circumstances where individual 10 digit
telephone numbers are changed. The registry newsiap practices to ensure that the registrar
and registrants update the registry database hatlcarrect information when this occurs.

» The Tier 1B Registry shall monitor the North AmarmcNumbering Plan Administrator (NANPA)
website http://www.nanpa.coifor impending area code splits (see NPA ReliahRing Letter),
and use other information sources (e.g., the "emda split exchange diskette" from Telcordia
(http://www.trainfo.con) as needed to maintain an up-to-date list of ffexied NPA-NXX codes
for a particular area code.

8.4.2 Provisioning Procedures
8.4.2.1 Procedures/Guidelines for a Tier 1B Registwith a Permissive Dialing Period

One week before T1, the Tier 1B Registry shall semé-mail message to each associated ENUM
Registrar about the area code split and to rentitadtake the appropriate actions required by tka a
code split.

At no time before the T1 shall the Tier 1B Registogept any request on any new ENUM domain name
from the ENUM Registrar. This is because the né&wifider the new area code is not yet effective
before T1.

Starting at T1, the Tier 1B Registry shall be cdpalb accepting and responding to any request roade
the new ENUM domain name from the ENUM Registrad ahall perform data updates on the local data
stores and zone files, if applicable.

The Tier 1B Registry shall not accept any requasarry old ENUM domain name from the ENUM
Registrar during the permissive dialing period.

At T1, the Tier 1B Registry shall perform zone filpdates to add all the new ENUM domain names.
One, or more than one, new zone files may be aeatenew data is added, to the existing zonddile
those new ENUM domain names with exactly the saameaserver information copied from those
associated with the corresponding old ENUM domaimes at T£. The Tier 1B Registry shall not
remove the Nameserver (NS) Resource Records (RRstiated with the old ENUM domain names from
the existing zone file(s).

The Tier 1B Registry should progressively redueeThme to Live (TTL) values for the resource resord
associated with the old ENUM domain name so theth sacords will not persist in resolver caches
beyond T2.

* The new and old ENUM domain names may or may not be in ahwe sone file depending on how the zones are
cut/delegated.
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The TTL in the NS RRs associated with the new EN&iivhain name is set to a typical value (e.g., from
a day to a week) depending on the Tier 1B Regmstiicy (e.g., frequency of zone file updates).

Within twenty-four hours after T1, the Tier 1B Rstygy shall update its stored information to refliet
area code change on all the TNs. It shall se&ehocal data stores and change all the TNs tleat ar
subject to the area code change, not just thosatbassociated with the old ENUM domain namdss T
will change all the phone numbers and fax numbetke contact information of all the records.

The Tier 1B Registry shall not accept any request. ( create, check, update, renew or transfeangn
old ENUM domain name during the permissive dialiegiod while it maintains records associated with
the old ENUM domain name.

The Tier 1B Registry shall keep the nameserveriétion in the zone file, and information in thedb
data stores associated with each new ENUM domairenaynchronized with those associated with the
corresponding old ENUM domain name during the pssiae dialing period. Any update request on the
new ENUM domain name that is received from the ENR&bistrar during the permissive dialing period
shall cause the same update on the old ENUM donaime. This includes the data in the Contactinfo
database in case there are inquires about the @britainformation on the old ENUM domain names.
Because of this need for data synchronizatios, liighly recommended that the same Tier 1B Registry
handle both the old and new area codes when thae area code split.

During the permissive dialing period, if the Tidd Registry receives a create request for an ENUM
domain name that is available (e.g., no recordefs this ENUM domain name) and the associated TN
is a new TN due to an area code split, it shaktera record for the old ENUM domain name in additi

to the record for the new ENUM domain name.

At T2, the Tier 1B Registry shall perform zone filpdates to remove the NS RRs associated withlthe o
ENUM domain names. It shall remove all the rec@asisociated with the old ENUM domain names from
the local data stores.

After the permissive dialing period expires, therTiB Registry shall expect new ENUM registrations
the old ENUM domain names in accordance with tiggirements for the area code split. Within twenty-
four hours after T2, the Tier 1B Registry shoulddan e-mail message to each technical contact and
ENUM Registrant that is associated with each oldUENdomain name to remind them to update the
zone file(s) by removing any RR in the zone filel @ime data in the local data stores that is as=utiaith
the old ENUM domain name.

8.4.2.2 Procedures/Guidelines for a Tier 1B Registwithout a Permissive Dialing Period

Since there is no permissive dialing period, T1 &Bdire the same. T1 in this case is the time vilhen
new TN must be dialed and the old TN must not laéedi

One week before T1, it is recommended that the TBeRegistry send an e-mail message to each
associated ENUM Registrar about the area codeaspgldito remind them to take the appropriate actions
required by the area code split.

At no time before T1 shall the Tier 1B Registry gqacany request on any new ENUM domain name from
the ENUM Registrar. This is because the new TNeutige new area code is not yet effective before T1

The Tier 1B Registry should progressively redueeThme to Live (TTL) values for the resource resord
associated with the old ENUM domain name so thelh secords will not persist in resolver caches
beyond T1.
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At T1, the Tier 1B Registry shall perform zone filpdates to change all the old ENUM domain names to
the new ENUM domain names while keeping the names@nformation unchanged. This can also be
done by adding the NS RRs for the new ENUM domaimés and removing those associated with the old
ENUM domain names when dynamic updates are dohe.TTL in the NS RRs associated with the new
ENUM domain names should be set to a typical védug, from a day to a week) depending on the Tier
Registry policy (e.g., frequency of zone file upt

Starting at T1, the Tier 1B Registry shall be cdpalb accepting and responding to any request roade
the new ENUM domain name from the ENUM Registrat simall perform data updates on the local data
stores and zone files, if applicable.

Within twenty-four (24) hours after T1, the Tier BRgistry shall update its stored information tibert
the area code change on all the TNs. It shalchethe local data stores and change all the TNsatiea
subject to the area code change, not just thosatbassociated with the old ENUM domain namdss T
will change all the phone numbers and fax numbretee contact information of all the records.

After T1, the Tier 1B Registry shall expect new BMUegistrations on the TNs under the old area code
because the associated TNs can be reassigned tielegivony subscribers.

8.4.2.3 Procedures/Guidelines for an ENUM Registravith a Permissive Dialing Period

The ENUM Registrar should be aware of any area sptieand the associated T1 and T2 that impacts
the ENUM domain names registered through it. Tiee IB Registry will notify Registrars of impending
area code splits.

One week before T1, it is recommended that the ENR#gistrar inform the ENUM Registrant, based on
the Registrant contact information, about the ckaraf the ENUM domain name and the contacts' phone
numbers and/or fax numbers for each old ENUM domame. If it has the technical contact information
or if it deals with the Tier 2 Provider, the ENUM@strar should send an e-mail message to each
technical contact or the contact person of the ZiBrovider to remind him/her to update the zolefd)

by adding the NS RRs and the Naming Authority RIiilNAPTR) RRs for the new ENUM domain name
before T1 and to leave the NS RRs and the NAPTR&Rsciated with the old ENUM domain names in
the existing zone file(s) until the permissive ohglperiod expires.

At no time before T1 may the ENUM Registrar acaapt request on any new ENUM domain name from
the ENUM Registrant, nor shall they submit any exjwon any new ENUM domain name to the Tier 1B
Registry®

Within twenty-four hours after T1, the ENUM Regéastishall update its stored information to refldwet t
area code change on all the TNs. It shall se&rellatabases and change any TN that is subjdw to t
area code change. This will change all the phamebers and fax numbers in the contact information i
all the records.

It is recommended that the ENUM Registrar verifyhvthe ENUM Registrant, or the Tier 2 Providettif i
is allowed to access/update data, whether a tetephomber is correct when it receives a requeshglur
the permissive dialing period to add a phone omiaxber or to change to a phone or fax numberighat
in a NPA-NXX subject to an area code change dwntarea code split.

® The ENUM Registrar could accept the requests and wait uhtib Bubmit the requests to the Tier 1B Registry, orttco
submit the requests using the old ENUM domain names bé&fore

53



Tier 1B Technical and Operational Requirements CC1 ENUM LLC TAC-22 01-2-2006

Starting at T1, the ENUM Registrar shall be capableccepting and responding to any request made on
the new ENUM domain name from the ENUM Registrant] shall perform data updates on the local
data stores and the Tier 1B Registry, if applicable

The ENUM Registrar shall stop accepting any reqarsiny old ENUM domain name during the
permissive dialing period. If the ENUM Registraceives any request on the old ENUM domain name
from the ENUM Registrant during the permissive idiglperiod, it should inform the ENUM Registrant
about the change to the new ENUM domain name dae trea code split. It shall also inform the
ENUM Registrant and/or the technical contact toehine NAPTR RRs that are associated with both the
new and old ENUM domain names in the Tier 2 Pravédeameservers.

During the permissive dialing period, if the ENUMdRstrar receives a new registration for an ENUM
domain name that is available (e.g., no recordefs this ENUM domain name) and the associated TN
is a new TN due to an area code split, it shalistia create request on the new ENUM domain narde an
shall inform the ENUM Registrant and/or the techhmontact to have the NAPTR RRs that are
associated with both the new and old ENUM domamesin the Tier 2 Provider's nameservers.

The ENUM Registrant may inform the ENUM Registraoat the TN change whether it is related to the
ENUM domain name or any phone or fax number. TR&/KE Registrar can confirm/ignore the update
request if the change has been made automaticallynay double check whether the change has been
made correctly.

After the permissive dialing period expires, thelBW Registrar shall expect new ENUM registrations on
the old ENUM domain names because the associatecc@be reassigned to new telephony subscribers.

Within twenty-four hours after T2, the ENUM Regatshould send an e-mail to each technical contact
and ENUM Registrant that are associated with edtEENUM domain name to remind them to update
the zone file(s) by removing any RR in the zone dihd the data in the local data stores that acrmded
with the old ENUM domain name.

8.4.2.4 Procedures/Guidelines for an ENUM Registravithout a Permissive Dialing Period

The ENUM Registrar should be aware of any area sptieand the associated T1 that impacts the
ENUM domain names registered through it. The TRRegistry will notify Registrars of impending
area code splits.

One week before T1, it is recommended that the ENR#gistrar inform the ENUM Registrant, based on
the Registrant contact information, about the ckargf the ENUM domain name and the contacts' phone
numbers and/or fax numbers for each old ENUM domaime. If it has the technical contact information
or if it deals with the Tier 2 Provider, the ENUM@strar should send an e-mail message to each
technical contact or the contact person of the ZiBrovider to remind him/her to update the zolefd)

by adding the NS RRs and the NAPTR RRs for the BBAWM domain name, and by removing those
RRs associated with the old ENUM domain name at T1.

At no time before T1 may the ENUM Registrar acaapt request on any new ENUM domain name from
the ENUM Registrant; nor shall they submit any e=jwon any new ENUM domain name to the Tier 1B
Registry.

Within five minutes after T1, the ENUM Registramaifupdate its stored information to reflect thear
code change on all the TNs. It shall search th&b@dses and change any TN that is subject to &z ar
code change. This will change all the phone numbed fax numbers in the contact information in all
the records.
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It is recommended that the ENUM Registrar veriffhwthe ENUM Registrant, or a Tier 2 Provider ifsit
allowed to access/update data, whether a telepmaméer is correct when it receives a request within
one month after T1 to add a phone or fax numbéo arake a change to a phone or fax number that is i
a NPA+NXX subjecting to an area code change daeda code split.

Starting at T1, the ENUM Registrar shall be capableccepting and responding to any request made on
the new ENUM domain name from the ENUM Registrant] shall perform data updates on the local
data stores and the Tier 1B Registry, if applicable

The ENUM Registrant may inform the ENUM Registrhoat the TN change whether it is related to the
ENUM domain name or any phone or fax number befor&ter T1. The ENUM Registrar can
confirm/ignore the update request if the changeblegn made automatically and may double check
whether the change has been made correctly.

After T1, the ENUM Registrar shall expect new ENWagistrations on the old ENUM domain names
because the associated TNs can be reassigned tielegvony subscribers.

55



Tier 1B Technical and Operational Requirements CC1 ENUM LLC TAC-22 01-2-2006

SECTION 9.0 DsSPUTE RESOLUTION

This dispute resolution process applies to geogeapNUM registrations.All Registries, Registrars,
Registrants, and disputing parties are requiragéthese procedures and abide by the outcomeTigh&B
Reqgistry accepts registrations from Registrarsardinisters the dispute resolution process.

9.1  Triggers
Triggers for disputes include the following:
« The Tier 1B Registry detects an attempt to regeteENUM domain name that is currently registened a

informs the requesting ENUM Registrar so that tlegiRrar can initiate the dispute resolution precés
needed.

* A Registrar tells a prospective Registrant thatEl64 number is already registered or that thadReg's
attempt to register an E.164 number in the Tieedifry has been refused by the Tier 1 Registralss
the number is already registered.

« The assignee of an E.164 number discovers by atkans that the number is registered in a Tier 1
Registry (e.g., by performing an ENUM DNS query).

9.2  Tier 1B Registry Registration Dispute

Disputes will arise when a Registrant, an Applicantother party disputing an ENUM registrationirtia
authority over the same telephone number and ENOMain name. A Tier 1B Registry may need to
take action during the period of the dispute orrugasolution of the dispute (i.e., transfer the BNU
domain name, or cancel the ENUM domain name).

9.3 Procedures for Resolution of Registration Conifits
This section describes procedures for resoluticzoaflicting ENUM registration claims based on the
telephone number assignment status.

Disputes regarding registration of a given ENUM @ammame in a Tier 1B Registry may occur. A
primary ENUM principle is that only the current @gsee of an E.164 telephone number may apply for,
establish, change, or maintain the ENUM registratay that number. Dispute resolution will, thene,
consist of identifying which, if any, party to thespute is the current number assignee or the valid
assignee’s legal representative or agent.

9.3.1 General Principles

These procedures will be incorporated by referemoeevery ENUM registration agreement.

The Tier 1B Registry, in an unbiased manner, valfprm the dispute resolution process.

Either party to the dispute may appeal the resudt tourt with competent jurisdiction, but onlyeaft
completing the process described in this document.

The Tier 1B Registry shall not change or removexsting registration prior to the final determiioat of
the dispute.
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9.4  Dispute Resolution Process

9.4.1 Process |nitiation

When a Registrar has informed an Applicant thatéhephone number in question has already been
registered, the (the “Disputing Party”) may iniéidhe dispute resolution process by submittingspte
Initiation Form [by e-mail or postal mail] to theef 1B Registry responsible for that number.

If the current assignee of an telephone numbepdess by another method that the number is regidter
in an ENUM Tier 1B Registry, that current numbesigsee (the “Disputing Party”) may initiate the
dispute resolution process in the same manner, it current assignee does not intend to regibee
number and only wants the existing registrationaesd from the Registry.

9.4.2 Determination of Assignee

The determination of which, if any, of the partieghe dispute is the current assignee of the ele@
number:

The Tier 1B Registry will verify that the partiesealisputing the registration of the same telephone
number. The Tier 1B Registry will use the sameypf methods used by Registrars during initial
registrations and periodic verification reviewsdentify the current assignee of the telephone rarmb
The Tier 1B Registry will need detailed identitfjarmation as well as permission from the disputing
parties in order to obtain assignment information.

If the Tier 1B Registry is unable to contact therent Registrant, or if either party does not coapein
providing the information necessary to allow therTiB Registry to verify the current number assggne
the Tier 1B Registry shall use definitive documéntato determine the party that has the righegister
the number. In this situation, the parties camudd the Tier 1B Registry liable for a decisionttisa
reversed upon appeal.

9.4.3 TimeFrame
Upon receipt of a Dispute Initiation Form, the Tid Registry will within 3 business days send a
notification to the Registrar, the current Registyand the disputing party.

The complete process, including resolution, shtaké no more than 30 calendar days from receititeof
Dispute Initiation Form by the Tier 1B RegistryTh{s time frame is designed to accommodate the
availability factors of all parties, including resmable vacation schedules or other factors whibeigmng
reasonably quick resolution.)

944 Remedies

The remedies available to a disputing party pursteathese Procedures shall be limited to requitimey
cancellation of the registration, or the transfiethe registration, to the disputing party if ssied.
9.4.5 TransfersDuring a Dispute

The current Registrant may not transfer the regfisin to another holder: (i) during a pending
administrative proceeding; or (ii) during a pendaayrt proceeding or arbitration commenced reggrdin
the registration unless the party to whom the tegjisn is being transferred agrees, in writingh&o
bound by the decision of the court or arbitrator.

9.4.6 Changing Registrars

The Registrant may not transfer the registratioarntother Registrar during a pending administrative
proceeding. The Registrant may transfer administraf the registration to another Registrar dgrin
pending court action or arbitration, provided ttiety shall continue to be subject to the proceeding
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9.4.7 Procedure Modifications

These Procedures may be modified at any time bgdh&acting authority. The revised Procedures wil
be published at least thirty (30) calendar daysreethey become effective. Unless this Procedase h
already been invoked by the submission of a Disputiation Form to a Tier 1B Registry, in whicheat
the version of the procedure in effect at the titweas invoked will apply until the dispute is oyaetl

such changes will be binding upon Registrants va@fipect to any registration dispute, whether tepude
arose before, on or after the effective date ottienge. In the event that a Registrant objecascitange
in this Procedure, the Registrant’s sole remedy ancel the registration. The revised Proceuduite
apply to all parties until the registration is calted.

9.4.8 Fees

There shall be a reasonable fee to file a dispBteuld the dispute be deemed valid, the fee will b
refunded to the complainant. Costs of handlingspude that is deemed valid shall be paid by the
Registrar which that improperly entered the regigin. The TAC recommends that the LLC consider th
merits of a “loser pays” model for assessing dispasolution costs to disputing parties.
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SECTION 10.0 TIER 1B REGISTRY REPORTING

The registry should make available regular repiortshe registrars on the daily, weekly, and monthl
activity. The monthly level report should provithe necessary details for end of month billing rtiker
more a monthly report on performance and majowiiets should be reported to the contracting autyor
and all designated government agencies.

10.1 Tier 1B Registry Reporting for Registrars

Registrars require easy-to-use tools and repordsgist them in managing their business. Thetrggis
should provide daily, weekly, and monthly reporattare available to registrars via a securedrilesfer
protocol (FTP) server. To assist registrars inrthbility to monitor their registration activity ibughout
the month, the Tier 1B registry should generatessp daily and weekly reports for each of itssegrs,
as listed in Table 3 below.

Registrars are able to use these reports to mahiarregistration activities and to reconcileitlativity
to the monthly billing reports. These reportsaublished on the first day of each month and previd
registrars with a means to reconcile their moniipices to their transaction activities, listeddve

* Registrations (including deletions within the gegperiod)
* Transfers (including deletions within the graagipd)

* Renewals (including deletions within the graceiqd)

* Restores

* Syncs

* Non-Refund Deletions

The monthly reports include the transactions ferghevious month as well as the grace period defete
the previous month. The grace period deletiondlagged with a deletion date. The domains that are
deleted outside the grace period will continueddisted on separate reports. These "non-refuspdrts
include all deletions from the previous month theturred outside the grace period, whether orhet t
were added, renewed, or transferred during thatimanduring a prior month.

The reports reflect the actual activity for theipérthat affected the registrar deposit accourite T
registrars receive one monthly invoice reflecting tounts for all billable activity for the monthcathe
details behind the summary counts on the invoiegaovided in the detail reports identified abovée
system associates a transaction ID with every acion that occurs in the system. These transatile
provide an audit trail of all financial transactsoallowing registrars, as well as the Tier 1B pensb, to
easily trace activity during the audit process.
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Table 3 Registrar Reports provided by Tier 1B
Report Name Report Features
Daily Transactional Lists all Registrar-Registry transactions that
Registrar Report occurred on previous day

Daily Gaining and Losing| Lists domains transferred in, transferred qut,
Transfer Report or in pending transfer status

Daily Renewal Report Lists all domain names auto-renewed
previous day;

provides domain name and expiration dat

(D

Daily Restore Report Lists all domain names restored by registrar
previous day. Domains on this report mus
have Restore Report submitted through
registrar tool within 7 days.

—r

Daily SYNC Report Lists all domains that were synced previous
day

Daily Pending Delete Lists all domain names in Pending Delete

Report status;

Published to all registrars so they can see
what names are up for deletion;

Lists the domain name and the date it is due
for deletion.

Weekly Domain Name | Cumulative report of all domain names
Report managed by registrar;

Lists domain name, create date, expiratio
date, and status.

—

Weekly Name Server List all name servers managed by your
Report business;

Lists name server name and IP address.

Weekly Domains Hosted | Lists all domains hosted by your name
by Name Server Report | servers;

Lists name server and domain names.

Monthly Billing Detailed | Developed for each Registrar to capture
Report detailed billable transaction events

Weekly Registrar Report| List of all current Registrar’s with their
contact information
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10.2 Tier 1B Registry Reporting to LLC

On a monthly basis the Tier 1B should provide arefo the LLC that provides performance detaild an
major activities. In Table 4 is a list of recomrded data to be reported.

Table 4 Monthly LLC report provided by Tier 1B
Accredited Registrar Status.

Service Level Agreement Performance

TLD Zone File Access Activity

Completed EPP interface software releases

Domain Names Under Sponsorship — Per Registrar

Name Servers Registered — Per Registrar

Domain Names Registered by Registry Operator

Contact Info Service Activity

Total Monthly Contract Info Queries

Total Monthly Domain Name Transaction Trend |by
Category

Total Monthly Name Server Transactions by Category
(Additions, Modifications, Deletions by Registrar NPA)

Total Monthly Name Server Write Transactions |by
Subcategory (What is this referring to — need exqtian)

Average Daily Transaction Range

E.164 Geographical Registrations Distribution

Deleted Names - Per Registrar

Restored Names - Per Registrar

Violations of Registrar Restore Report - Per Regist

Other Information
a) Total Monthly Transactions by Category
b) Total Transactions by Month
c) Registrations Distribution for reporting ntlon
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10.3 Tier 1B Registry Reporting to Government Agenes

The Tier 1B Registry should be prepared to provegmrts to Government agencies at the directidhef
LLC.

10.4 Registrar Reporting to the LLC

On a monthly basis each Registrar should providgpart to the LLC that provides performance details
and major activities and will be specified in thegistrar accreditation process. Thible 5 is a list of
recommended data to be reported.

Table 5 Monthly report provided by each Registrar to the LLC
Disputes Initiated

Disputes Resolved
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